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Summary:

Thereareseverawireless technologies that can be used for Internet of Things. An
theseareBluetooth, Cellular and Low Power Wide Access Network (LPWAN).
Devices connected to LPWAN mayork longer and bglacedin remote areas. One @
theimplementations o£PWAN is LoRaWAN. In the current worlaninfrastructure
managed by Altibox A®as beemppliedfor connectingsensors in one netwotksing
LoRaWAN protocol A monitoring and logging applicatia@ombiningservices
provided by Altibox and opesource tool Nod&kED hasbeen setupo present
measurements from senso@omparison of applications has shown #yaglication
from anetwork provider suits best for the devices under its manageR®never,it
may be more convenient to use other solutions if data from unrelateidersare to
becollected and presented in one place.

The Unversity of SouthEastern Norway talseeno responsibility fothe results and
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Preface

Our modern society can be characterisekigisly technologicalAppliances and applications
work around us and produce a lot of informatileat may besurplus Thisdatacan be created
locally for individuds butis also available through the InternBlowadaysit is possibleto

watch a wekcamera located on another continent or check windspeed in the middle of the
Pacific Ocearbeing far away from theneasuremertite

However,the @undance of technological solutioatsoallows us togeneratamportant data
that could be vital for decision making in various fields, suchrasronmental monitoring or
city management.

In practice, combination of the solutions has resulted in creatitwe dfiternet of ThingdoT).

User may no longer need to physically perform measurements but establish a network of
devices that can commuaie to each other and present the parameters of iniarest
convenienway, or even perform a preliminary analysf data.

At the same time, implementation and deployment of networks impose several restrictions on
devices. These may be generalised asvegs consumption, connection availability, data
storage, data presentatidithile for some implementations of Idfiese restrictionsare not
critical, otherapplicationsvould requirea compromiséo secure a stable performance

Companies and institutions around the world work on developai@smpromiseshatsuite

their needs besMeanwhile there are solutits that will work for most situations where
requiremert to system components are similar across networks and implemenianenst

these solutions is Low Power Wide Access Network, and LoRaWAN in particular. This is a
great option fornetworks of smalle devces, low data payload and remote locations.
Obviously, such properties would be beneficial for various tdsih in scienceand in
industry.

By performing this work, | have found thatoRaWAN could betechnological solution that
is suitedfor establiking of networks thatesult indatadriven and sustainable development of
human activity That could lead tomproved quality of life and betterindoor and outdoor
environmentaround theglobe

This work has been condudtat the University of SobtEasten Norway in cooperation with

Altibox AS. | would like to thankmy supervisor HanPetter Hansen from the University for
guidance during the process. | am also tharikfidaniel Wathne Warholm from Altibox AS

for giving me the opportunityto work with suct a versatildechnologyand the infrastructure

surrounding itand clear and professional explanation of how it all works together

Finally, | would like to thank my wifélenafor her support and patience

Porsgrunnl15.05.2023
Vitaly Dekhtyarev
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1 Introduction

Nowadays, Internet of Aings (IoT) is under continuous ddgpment and isavailable to
various userdsDevices used in 10T can be simple sensoramintegration of several sensors
or actuators and perfortifferentpracticaltasks. The main advantage bése devices is that
they can operate witholt u m a diré&tsinvolvementput suply a valuable information to a
remote storage;loud, which may be later accessed by the users.

loT solutions can be implemented in a formaofelectrical socket controllethat can be
monitored o switched on and off by a user dlugh a mobile gplication. A more complex
exampleis a Smart Home systerthatcancontrolventilation, heating and all other important
elementscomprising comfort in a livingpace A connecion to loT devicescan also be used
in industrial or office buidings or as Smra City system for more efficient resource
management at a larger scale.

However, purposes and tasks for 0T deviareatealsochallenges such g®ssibility for long-
rangecommunicationavailable power capacity and data rate at whicbdevicescan tansmit
information.

Currentlyimplementedechnical solutioa cope with these challenges differently. Users and
developers must always find a compromise.ifstance, cellular and WiFi technolegihave

a good data rate, bobnsume a lotfgpowerand reqire trangmitters inthevicinity of devices.

In turn, less powedemanding Bietooth devices hawevery short data transmission rangp

to several tens of meterSatellite dishe with long transmission rangequire clear skyand
they are powerintersive aswell. Costs related to usage of these technologies mayaitgo
highly, depending on the number of devices and network thraighp

One ofthe direcions in wireless échnology sectoris usage of Industrial, Scientific and
Medical (ISM) radio transmision banl and combination othardware components a way
that it provides longest possible range for communication. The ibaneke touse butwith
certainconstraintsAlso, the enetlevices that are a past the network must consume lest
possible pwer andbe costefficient.

This techniques implemente@mong othesin a Low Power Wide Area Network (LPWAN)
thatmay bea good alternative to more expensive and demarsyisigmg1].

One oftheimplementatios of LPWAN is Long Rang Wide Area Network (LoRaWAN)The
network is used in agriculture and industapd there is a variety of instruments available in
the market.

Severabf devicedor measuring meteorological parameters, such as temperature andyumidi
andcompliant with LoRaWAN standarthave been deployed the University of Soutkastern
Norway (USN). These devices are connectatb a network and supply t&ato a centralised
system. The observatioaseavailable for monitoringloggingand visuéisation The devices

and services for the network managiageprovided bytheexternal partner, Altibox AS.

In this wok, | investigatethis existingLPWAN networkandLoRaWAN protocolwith focus
on improvement of data logging and visualisation and ittwmbination wh othe Long
Range (LoRa) devicegsom othernetwak operatos. The detailed project deription is given
in the Appendix AThesketch of the resulting system is presenteBligurel.1l. LoORaWAN-
supporting sensotsansmit datdo Altibox along with othenetworkoperatorsvhich provide
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datato the same endse from sensors connected to their netvgpnkarked as dasl line.
Therdore, several networks operating with LoRaWAN could be combiRedhermore, e
enduser interfacéas a finctionality for displayingall data and saving it.

Pa—

Y

Monitoring

LoRa \
@ —
Sensor Storing

——

R — _ LoRa —
“” """"" > ." N Visualisation

Sensor ! W Network operator End-user

—_—

Data transfer
o/

Figurel.1: System sketch.

The objectives of the worre:

Explore LoRaWAN protocoandrequirements fotoRa devices

Investigagé how the sergies proided by Altibox ASare utilised tomanagedevices

deployed at th&JSN andoperating with LoRa

3. Examine what methods for data transmission from Altibox AS are available;

4. Developa monitoring and logging system that coledata fromavailabke LoRa
sensorsn reattime;

5. Establisha way to transmit data from LoRaWAN management system directly to
Dimersion Four service;

6. Investigate security of the LoRaWAN protocol and give overview of the potential

flaws.

1.
2.

Thethesisconsistof the following chapters Introduction, Wireless technologiesuitable for
smaller loT deviced.oRaWAN sspecifications and network elements, Device configuration
Altibox LoRaWAN system, Nod®ED, Results, Discussion and Conclusion.

In Introduction a background othe topct is given andobjectives of the work are specified.

While the focus of the work is IRAWAN, it is reasonable to compare alternative solutions to
the chosen onf& herefore pther LPWAN arehighlightedin AWireless technologies suitable

for smalle 0T device® chapter Thechapter gives general overview and comparison of the
existing wireless technologies that can be used in 10T sd¢ten,in LoRaWAN

specifications and network elemerasiescriptionof LoRaWAN protocal including

topdogies, éeements and comunicaton propertiesjs given. The chaptefocuses on
functionality of end devices and serveasd the way they operatgthin the network



Device configuratiorthaptermprovides description of the devices used in the prajedttow
they @n be setup toperatewith the networkAltibox LoRaWAN system chapter discusses
services, ThingPark and ThingParkXyith description of methodbatuser can utilise to
observe measurements from deployed instrumBetsdesit is providedhow measurenrgs
can be visalised ing thirdparty services niotix and Grafarksfter that,in NodeRED
monitoring applicationanopensource solution NodRED is describedThe tool can be
usedto build a monitoring application with builh and additional modulegsr combining
data fromseveral operators in one emnder interface.

The Resultghapterdemonstrates several dashboardsetigedusingthe approaches
described irprevious chapters

The Discussion and Conclusion parts provide overview of the achiemdtsreonsider
advantges and disadvantages of the chosen approaches and suggest further work.

10



2 Wireless technologiesuitable for
smaller 0T devices

This chapter gives a short overview of the existing wireless technologies that can be used in
conjunctionwith I0T. Various techodogical approaches that influence performaotthe
devicesconnected to loBnd networks they are connectedrtay be implementedhe
technologies differ in usage of physical layer and protocols for transmission of data. The
networksalsohawe differert accessibility for usershey may be private or open, with some
restrictions.The network may also requir@ aperatorcompanyto maintain connectivity.
Therefore, IoT has differepropertieswhich arehiddenfromthe endusers

Deployment ofdeviceshat may be @nnected tahe T is limited bylocation due to
remoteness and power accessibilitiie devices may not transmit signal far enough to reach
a receiver. Also, to transmit a signile device may consume so much powet it needs a
stablepower source ennected directly to the deviceo Dvercome these limitationsPWAN
technology has been develog@{l This technology is characterised by low power
consumption which allows deployment @vices poweretly batteies, andong range data
transmissior{therange may be over 10 kilometres in rural ay¢3ls

Nowadays, there is a number of LPW#&8luch asSigFox, Ingenu RPMA, NBoT,
Symphony Linkand LoRaWAN

Most d the technologes useunlicensed bandswvhich are free to usas well adicensed

ones. Use of unlicensed frequencies may cause interfefmuaise of multiple transmitters
that are onlingthatmust be somehow overcome by provgland developer&icensed
frequences may B more resikent, but it comes at extra costs. Nevertheless, uak lednds

is regulatedand technology must comply with a specific standard defined for a geographical
region the equipment is deployed in.

The presented LPWANSs cée divided inWwo grous, those usig LoRa modulation and
those using their own or combination of other modulations.

2.1 Non LoR&ased networks

SigFox utilises proprietary technologies for data transmission. Available frequareias
unlicensed su&Hz ISM band. InEurope theyare in the bad from 868 to 868.2 MHz, for
other regions from 902 to 928.MHZ]. SigFoximplements Differential Binary Phashift
keying (DBPSK) and Gaussian Frequency Shift Keying (GFSK) to modulatsids an
improvemeniagainst collisionsSigFox uses UltrdNarrow Band (UNB) of 100 Hz on a 192
KHz wide spectrum range and bit ratel@0 or 600 bits/s, the latter depends on the region

[4].
Coverage of the SigFox in the Wabis shown inFigure2.1.

11
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Figure2.1: SigFox network coveragen 22.01.20235].

To increase qudi of transmission SigFox introduces redundangglanging trasmission
frequency and repeating messsiyace. After a base statipthat demodulate signdlas
receivedamessage, it iforwarded formprocesmg to the cloud provided bthe SigFox
Suppot SystemNo handshakingpetween device and basttionis requred. The cloudcan
be accessed with a web interface or a REST RBufe2.2).

SigFox Cloud

o (( ( ))) ! — [ - } P
I ' :
| - CLLLLEY
End device é Managemént

— Web-interface/API

Base station

Figure2.2: SigFox network architectufd].

Neverthéess, SigFox haseverhlimitations: paid activation of a device in the network
through buying an account, 6 uplinks per hour, 4 downlinkslggruplink payload is 12
bytes[4] and 8 bites for downlin3], coveage inNorway is undefinedRigure2.1).

Another technologyn this groupis Ingenu RPMA. It uses 2.4GHz band with Random Phase
Multiple Access (RPMA) modulated using Diregequence Spread Spectrum (DSSS) and
increased range. #lso alows multiple enedevices to be connected to the same access point.
End-users obtain data usingRESTull API. The band used by Ingenu is regulated,ibist

also utilised in other communicatiomethods, suchs WiFi and BluetoothTherefore, itmay

12



be pone to interference and collisiof. Range of data transmission fars band is not as
long as for sulisHz bands.

Narrow Band IoT (NBIoT) technology uses licensed frequencies in bands from 700 MHz to
900 MHz withbandwidthof 200 KHz. It implements a reduced Letegrm evolution (LTE)
communication protocol suited for la¥etwork. Licensed spectrum with LTE provides a
better Quality of Service #m ones ilanunlicensed spectrumt the same timeyamnsmitted
messagewith NB-10T are smaller and are gdass often than usually in LTEhis allows to
reduce power consumpti on enedevices However,the power usage will depend on how
frequent transmissiortake placeSignal is modulated using @dratue Phase Shift &ying
(QPX) in addition to SingleCarrier Frequency Division Multiple Access (FDMA) for

uplink messageand orthogonal FDMA for downlinks. UWipks with maximum payload of
1.6kB may be transmitted at the maximum speed of 200 kbpsj@anwninks at 20 kbpsvith

the same maximum payload. Transmission range is less than 10 km and may be performed
only where LE base stations are installgd.

2.2 LoRamodulation

Long Ranges aphysical layer for data transmission tbaerates iranunlicengdsubGHz
ISM spectrum. These bands vary from country to country and are defined accortfiag t
region of usage. In Europnese bands include 433 Midnd868 MHz[6]. In addition to
this, animplemenationof LoRa o 2.4GHzbandis under developmeifif].

From this perspective IRa is similar to SigFox, which uses 868 MHz in EurpfjeThe
signal is modulated using Chirp Spread Spectrum (G#88%uch signamaybe
characterised by low nois8]. Chirp, Compressedigh Intensity Radar Pulsencoding has
beenusedin communication withradars It is represergd asatransmission of aymbol
pulse,andeach pulse coains a certaimumber & bits[7]. CSS is used to modify the
electical signal tothe specificbandwidth andilter the signal properties, so that it can travel
to longer rage. Transmission with LoRa modulation is performedtloannels 125 Kkl and
500 KHz for uplinks and on 500 KHz for downlink8].

In Europethere are legal reg@ments according to regional plan EU8B8signal
modulatedvith LoRa can use up to 16 channels in general, 8 chafumgransmissia at
datrate up to 5.5 kbps, 1 channel up to 11 kbps, 1 channelafpkbps (FSKpand3 fixed
channelsTime occupid by transmission petefined time rangeduty cycle must not exceed
0.1%of thetime range[9] [6].

2.3 LoRabased networks

The LoRa physical layes used irproprietary standard Symphony Link. The standard is
oriented towards industrial solutiorGateways, modulating and demodulating radio signal,
may communicat to mutiple enddeviees, numker of gateways may be increased to improve
speed of trammission.Thenetwork may be equipped witkpeaters tincreasdhe range of a
signal transmissiarmhe standard providesveralbther benefits: 1) scanning fimterference
implemented onreldevieesand gateways, 2) avoidance of limitation on duty cylaje
implementing frequency hoppini§], 3) firmware update over the aburing transmissions
end-devices receiva beacon and sgificationsfrom gatewaydo adaptto changing

13



transmission conditiondJsage of proprietay standard Symphony Link may cause
additional cost$2].

Alternative to Symphony iexperimentaMedium Access ControMAC) on Time (MoT)
which, accoding to simulabn, mayprovide several times higher network capay
However, this technique is not available in the market.

The third LoRabased networks Long Range Wide Area Netwof(koRaWAN). It is a

widely usedechnque (Figure2.3). LoORaWAN covers hree layers above the physical pne
LoRa namely Data Link, Network arfdession, which guaranteine endto-end
communication between devicdsqure2.4). In the netwok enddevicesare catgorisedas
classes A, B an@ device andthe frequency can beanipulaédto choose the most suitable
transmission option.

Components of the LoRaWAN ecosystem also provide certain level of security and
instruments for managing dee and monitong theirstatus and acquired measoments.

Figure2.3: Global coverage of LoORaWARNN22.01.202310]

LoRaWAN may be established as a private, open aneshnetork, and may & manage by
an operator, such as Altibox. Any operator should be certified by LoRa Alliance to be able to
establish an open network.

14
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layer
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Signhal modulation
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Figure2.4: LoRaWAN stacK8].
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3 LoRaWANMNspecificaions and network
elements

The work is focused on use lobRa compatiblesensors connectéd LoRaWAN. This
chapter coverm detals how structureof the network is builtandhow elements of the
networkfunction The main componentxe:

1. End-devices (ED)that perform measurements or actions in the fidiehtified by a unique
DevEUI, where EUI is Extended Unique Identifier

2. Gateways (GW)demodulate LoRa signal received from devices and modulate messages
from Network Server (NS)Vhen ED is roamingsW forwards messages to the home NS
which the device iassigned toHome NS can receive messages on several channels at the
same time

3. Join ServerJs isidentified by a unique JoinEUJSallows to register new devices and
keeps necessasecurity keys

4. NS marmages communication between EL¥SandApplicationServer (AS);

5. ApplicationServerpresentglatafrom EDs to the user arallowsto send messages to
devices.

Network operations will slightly differ depending on the ED. If a devicgdtionary itis
consdered that ED is at Hom@igure3.1). If ED moves and can leave the range of oneksta
of JS and NS and enter area managed by another NS, the ED is considemairas@ED
(Figure 3.2) [11].

LoRa

A\ 4
\ 4

. ] L

A End-user
interface

NS AS

Figure3.1: LoRaWAN with ED in Home network.

When ED changes its position, roaming, it passes through areas in range of diffeeent GW
Then the NSwhich registeed ED in the atwork and stored ED description, profilevill be
considered as home NS (hNS). The new G\What reach the Eandthe ED MAC layer

16



will be controlled by another NS, serving NS (sNS). That SNS may manage thar@wW
forward the packets tine hNS. Howeer, SNSmay not have functionality for forwarding the
packets. Then there will be another NS that manages GWs and fepaekdts to sSNSsuch
NS is aforwarding NS (fNS)while sNS will still control MAC layer of the E[L1].

PN PN
[ ) > ) >
| L

End-user
interface

Q_ ({‘ )
X ,

User

GW

NS forwarding

Figure 3.2: LoRaWAN with roaming ED.

EDs belong to three classes in L&RAN. Difference betweetheclasses is evaluated in
terms of power consumptipand how often user caend command® the derice. An
estimaed required power foeach clasmay be averaged as:

M Class Al 5uA;
1 Class Bi 30uA;
M Class G 10mA.

As one can see Classréfers to thdeast demanding device, while Class C is the most
powerintensiveone An ED cannot operat@ itwo or more lass modssimultaneaisly.

3.1 Class A end device

This class must be supported by all devices to be certified for Le&ReWAN.

Energy efficiency for the class A comes from the fact ED is in a deep sleep most of the time
and sends a messag®l{nk (UL)) only whenis triggered byaninternal process.

17



While in sleep these devices do not accept any incoming messages (dg@h)inkom
GW, therefore, if a NS is sending some informatibwill be queued12].

Device transmits Device in sleep Device in sleep Device in sleep mode until
. RX1 RX2 . A
uplink mode mode nextinternal trigger

Internal trigger Internal trigger

A 4

»

RECEIVE_DELAY1

<

RECEIVE_DELAY2

Figure3.3: Class A end device communicatifa].

Receiving ofULs takes place during receive windowWRX1 and RX2) Re@ive windows are
open twice after the device has transmditi@ uplink Figure 3.3). The device goes in slege
mode for RECEIVE_DELAY1 seconds, which is 1s by default. Then he first eac@dow
is open for a time pertblong enough to register an incoming message predag]jldf no
downlink is receivegdthe sleep mode is aetited for RECEIVE_DELAY?2 seconds, which is
RECEIVE_DELAY1 + 1s by default. The second receiving window is thweem dor the
same period of time.

In absence of any incoming message, Bidches to deepleep node until next internal
trigger. Both delays (REEIVE_DELAY1 and RECEIVE_DELAY?2) are configurabé]
[12]. ED has lowest power consumption when it is asleep.

3.2 Class B end device

When ED is cofiguredto class B it still has functionality of the class A device, but in
addition it opens RX windows periodically on a deterministic basis. GWs tranbegican
synchronously on the same channel and at the same frequency. Therefiendced of clas
B in arange of any GW will receive beacons at the same time, every 128s
(BEACON_PERIOD)14] (Figure3.4).
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Unused ping time
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BEACON_RESERVED PING_PERIOD )
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I
A 4

GW Beacon| Ping Ping Beacon|

ED Resp -
< > = - - t
BEACON WINDOW —~ ED response to GW

Y

A

BEACON_PERIOD

Figure3.4: Class B endlevice communiation[15].

This beacon is used by ED for synchronisatibmternalclock with the network. After
synchronisation the device adjusts the time period between ping slots. A ping slot is the time
when receive widow for a dowhink is open on the device. The time period between beacons
is BEACON_WINDOW, the time thacan be usd for receiving downlinks and is a bit

shorter than BEACON_PERIO@Figure3.4), 122.880s. BEACON_WINDOW is divide

equally in 46 pingslots, 30ms long e [15]. While ping slot specification may be

modified by user, beacon parameters are region specific.

If Class B device stops receiving beacons, it switches to a beaconless md&ierfondtes.
In case dung this period no beacon arrives, the dewwsichesto Class Aoperation[15].

Because th&D needs to opn ping slots and listen to beacons, it is less power efficient than
Class A device.

3.3 Class Crd-device

EDs ae set® class C mode when user requires frequent messagarege between the
device and GW, and power source is not of concern for the user.

In this mode the ED follows the pattern of Class A deAd¢ter transmission of an uplink,
RX1is openin RECBVE_DELAY1 seconds, and RXi2 RECEIVE_DELAY?2 seconds.
However during the delays the end device is not going into a sleep mode as Class A device
does, but opens another channel for receiving downlifksife3.5) [16].
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Internal trigger Dewcﬁ;ﬁlsm‘ts RX1 RX2 Internal trigger

Receive window is Receive window is Receive window is open on
open on ED open on ED ED until next internal trigger

Y

& »

RECEIVE_DELAY1 t

<&
<

\ 4

RECEIVE_DELAY2

Figure3.5: Class C end device communicatids].

In this case the ED is almost always available for the network and consumes much more
power than in Chss Aor B mode.

This class of devices must also support all commands for Class A dgites

3.4 Gateway

Gateway is a message forwarder. It is able to receive, modulate and demodulate LoRa signal
and is used focommunicationwith EDs. GW receives all LoRa modulated signals that it can
capture, similarly it transmits the radio signal to all LoRa@k=szAlso, GW is connected to

the Internet using any available method and sends messaged to NS. At éhisosdpgcific

securiy or encyption mechanism is implemented. GW only exami@gslic Redundancy
Check(CRC) of a message, if it is correct theessage is forwarded further, if riott is

discarded8].

When forwarding rassages GVddds metadatahich isused by other parts of the network:

1 Radio Signal Strength Indicator (RSSI)
Signatto-Noise Ratio (SNR)

Time of Arrival (TOA)

Frequency Channel

Data Rate

GW types vary ircomplexity andesilience to environmental condit®hey maybe
outdoor ornindoor,also they may listen on 8, 16 and 64 channels, depending on
implementation requiremenits7] [8].

il
il
il
1

3.5Join server

This server is responsible for allowing neewvites to join th@etwork the J®elongsto, and
distribution of thesecurityparameters within the netwqréo that ED can communicate to NS
ard AS. JS receives a Jeiaquest message from ED and responds withdaiept frame
(messageyvhich signals thtthe ED is allowd to join the etwork Otherwise, Joirrequest
frame is discarded

Joinaccept frame contains derived keys that ED uses to encode and decodséranes
and from NS and ASn addition, JS manages roaming ED and sends the required
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information to the coesponding NS JS mayalso disconnect ED from the network if it is
requested, or it may reconnect the device to the network dflSbme reasomisses the
receivedsecuritykeys.

3.6 Network server

NS is responsible for several taskssEINS receives meages from G\W. Becausall GWs
in range of ED transmission receitre same messagbgeywill send the same message to
the available NSIf a NS receives multiple copies thle samanessages, ihustremove
duplicateq7]. Also, the serveanalysesnetadataarriving withthe messagese. RSSI and
SNR, and computes which GW is more suitablege with a particular Eih terms of signal
strength and transmission rd].

For Class B devicedS alculates theime to £hedule ping slots and orders sending of
downlinks to a GW18].

During activation oED, NS forwardsJoin-request to a JS if the device is static. If ED is
roaming and has just reach#te area, wheréné current NSs operang, this NS forwards
Join-request to a NS where device had been registered first, home NS (hNS).

When analysing messages fr&s, NS may implement a technique that improves the
device performance and apiises its battery usage. &echnique i&daptiveData Rate
(ADR). NS, by evaluating Time on Air parameter, estimates which Spreading Factor (SF)
shouldbeusea bytheED. This changes the data ratedduration ofsignalwhich enddevice
will use tatransmit messages next tifvg.

3.7 Data rate and transmission

ADR is activated by NS by setting a special bit in a MAC command which is communicated
between NS and MAC layer of ED. If ADR not activatedD uses the lowest data rate, if
ADR is activated, EDnust process MC command specification to adjust the bit rate
corresponding tthe recommende8F[13].

When ED sends dati transmits symbolsEach symbol includes several bits of da®k
indicates the number of bits eneatdin one trammitted ymbol. There are several SF
available in LoRaWAN, from SF7 containing 7 bits in one symbol to SF12 containing 12
bits. The higher SRhe higher transmigsn distanceahe signal can travebut data rate is
lower [3]. This comedrom the specification of Chirp signal modulation. To distinguish
symbols, devices start transmission of each symbol from a defined frequency. atat me
that thehigher coefficient o5F, the more intermediate frequencies betwkenawest and
highest,must be use(l9](Figure3.6).

For example, if SF2 is used, there are 2 bits insymebol. This results in 4 possible
combinations of the two bitg( 1): 00, 01, 10 and 1T he bandwidth wuld bespit into
four equalsteps. For SF2, this woutsbuntg p ¢ gossible combinations érequency
steps.
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Figure3.6: lllustrative difference between $fand SF12 as axample
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The data rate mayary from several hundred bits to sevetlabusandits per second, the
exact value depends &¥F and bandwidtfr]. However, the actual data rabt&atED can usge
is determined by regulations applied in a gaittir geograplaial regon (channel plan). The
plan relevant for the current work is Europe, the channalipl&U863870. There is also

available EU433 plan, but it is not used in the project.

The list ofavailabledatarates angbroperties is shown in &Table3.1.

Table3.1: Data Rates available f&U863870 channel plan.

Symbol | Maximum

_ _ transmissior  useful

Data Rate ) Spreading i Bit rate . o
Modulation Bandwidth| | time, application

ID Factor [bit/s] | .
Y , payload
[ms] size [octet]
DRO LoRa SF12 125 kHz | 366 32.768 51
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DR1 LoRa SF11 125 kHz 671 16.384 51
DR2 LoRa SF10 125 kHz | 1220 8.192 51
DR3 LoRa SF9 125 kHz | 2197 4.096 115
DR4 LoRa SF8 125 kHz | 3906 2.048 222
DR5 LoRa SF7 125 kHz | 6836 1.024 222
DR6 LoRa SF7 250 kHz | 13671 222
DR7 FSK 50000 222
DR8 LR-FHSS CR 1/3 137 kHz 162 50
DR9 LR-FHSS CR 2/3 137 kHz 325 115
DR10 | LR-FHSS CR 1/3 336 kHz 162 50
DR11 | LR-FHSS CR 2/3 336 kHz 325 115

Any ED shdl be ableto operate on at least data rates from DRO to DR5 to be certified to
participate in LoRa networf6].

In the table LRFHSS is Long Range Frequency Hopping Spread Spectrum modulation, and
CR is coding rateCR is wsedfor errordeection and correction. The valuelicateshow
manyadditionalbits to be transmitted relatively to the original number of bits. CR 1/3
indicates that there will be transmitted 3 bits per each bit, and CR 2/3 indicates that 3 bits to
be tlansmitted pereach 2 bits. Therefore, CR increaghsesize of a message to guarantee
successful reception.

Importance of data rate for transmission is not only related to the latency, but also for
meeting region specific requirements. EU&EE® channel ginlimits Duty Cycle (DC) to
less than 1%.

DC is arelation ofcumulativeduration of transmissigrtime on air("Y ) toan
observation time interval Y ), which is by default 1 hour, for a specified bandwieh
(Equation3.1) [20]

0o — (3.1

That means that ED is allowed to use 36 seconds durihguarfor continuous trangssion
of dat
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3 PR OI cOMTQOE &EQI, .. . .
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pTT pTT
Alternatively, ED carstop transmittindor a time equal téhe last time used for transmission
multiplied with 99. That is, if a transmission tooku i, ED cauld safely sed a new uplink

NLUTAIZWwW VT VL UL TIUV

To estimate how much time will be used during transmissina can use equation for Time
on Air from equatior8.1 [7].

YQOE'GO Qi & Y (3.0
where¢ is number of symbols to be transmitted avid is time required to
transmit a symbol.

Y canbe found from SF and used bandwidth:
C
v S R— 3.2
v 5 GE QU0 (32)
Finding¢ is more complicated dabe actuahumberof symbds in one message
depends on several factors and can be calculated using e@ia{ioh
€ € T8 U
ko OO E OO Y pe O, (3.3)
| AdQQuQe—Q Y
P @ a "0 c00 6°Y 1 hm
In the equation above is the first part of a message used by GW and ED to initialise

a message recepticfdis anindicator showing ifa headein the message is used or noas
values ofp or 1, O Gshows if a low data rate optimisation is enabled, has valygsioft

This specification is, however, based on usage of a calculator developed for SX12#& mod
by SemtechTherefore, for better estimation of Time on Airdedicated softwaia
documentation for hardwareust be used.

Bit rate of transmission may also be estimated for a specific bandwidth using the egdation
[7]1.

L8 0E QN0
6 Yo——— (3.4)

Messages transmitted betwdeD and NSare also of different types and sizes aad be
classified as:

JoinRequesstentby ED to NS tgoin a network;

ReJoinrRequessent by ED to NS to join a network again;
JoinAcceptsent by NS to ED to confirm that ED can join a network;
Uplink sent by ED to NS under normal operation;

Downlink sent by NS to ED under normal ogton.

abrwnpE
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Gereralstructure of gacketwith data that can be received from ED (uplink) is shown on
Figure3.7.

. Syncrhonisation PHDR + )
Preamble: 8 word4 25 PHDR_CRC-8 PHYPayload CRC2
MHDR: 1 MACPayload: 7_.M MIC: 4
FHDR:7.22 FPort 0.1 FRMPayload: 0..N

Figure3.7: LoRa physical layer packet structure, uplifilk3] [6]. Values M in MACPayload and N in
FRMPayload represent the maximum velues

Structure of the packet may also vary depending on the LoRa mode, which can be explicit or
implicit. In explicit mode Physical header (PR) and CRCfor the header (PHDR_CRC) are
included while in implicit one they are absent.

CRC on the end of the packet is only used with packets from ED to GW, uplinks, and not
with ones from GW to ED, downlinks.

MAC payload header (MDR) and MAC payloadnust always be integritghecked what is
indicated in Message Integrity Code (MIC). MHDR sifies what type of message arrives
and how it must be processed.

Frame Header (FHDR) contains the ADR bit which gives the ED instructidratae its
data rate.

Port Field (FPort) indicates if the content of Frame Payload (FRMPayload) is a MAC
command, hat requires a special treatment, or an application specifi¢kjta

Maximum size of physical payload (PiPdyload) is dependent dmetsize of FHDR, FPort
and FRMPayload, and maximum size of MACPayload is dependéehésize of
FRMPayload. Interdependency betwé&eandd parameterss shown in equatioB.5 [13]

5 0 p aQEREDOOY (3.5)

Both0 and0 areregion specific, so for EU86867 channel plan these values varies
according to the data rate, FHDR content and compatibilitygeatergTable3.2), the latter
are not described here. From the table one can seentyaneral, size for only four data
rates is different (in bold) if repeaters are considered.

In addition,during estimation of Time on Awithout using dedicated applicatignser must

take into account that the size of packet parts is indicated imehiffanits. Preamble,
Synchronisation Word, PHDR and PHDR_CRC are measured in symbols and not in octets,
bytes,that means that actual lehgf the parts must be recalculated to octets using SF.
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Table3.2: Maximum size of payload in octd6].

Data Rate Repeatecompatible | Not repeater compatibl
payload payload
ID
M N M N
DRO 59 51 59 e1
DR1 59 51 59 e1
DR2 59 51 59 51
DR3 123 115 123 115
DR4 230 222 250 242
DR5 230 222 250 242
DR6 230 222 250 242
DR7 230 222 250 242
DR8 58 50 53 50
DR9 123 115 123 115
DR10 58 50 £g 0
DR11 123 115 123 115

Besidesstructure of packets transmitted with different technsgas shown imable3.1,
(LoRa, FSK, LRFHSS) comprises different componeniseafied in documentation

By defining SF and data rate, it is defined for how lobgsEaysonline to transmit data.

These factors have significant influence on performance of ED. Higher SF allows to place
ED further from GW because lower frequenciesehbsttepenetratiorproperties than the
higher ones. However, that also makes ED to use timeeon the transmission before it
goes into sleep, and consequently use much more power than with lower SF.
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3.8 Application serve

Application server may be consrée as an end point in LoORaWAN ecosystem. Uplinks from
ED are forwarded to this server and egeeived by the endser. NS use DevEUI specified

in message to forward it to the corresponding AS. There may be several ASicicating

with one NS, and themay be several NS communicating te@s. Similarly, one AS may
communicate to one or sevedd, and vice verdal].

After receiving and decoding paylqa&lS can send useful data to otlserversoutside
LoRaWAN infrastucture Besides functionality of AS allows endser to send downlinks to
ED to manage its behavin

3.9 LoRaWAN security aneind-deviceactivation

At the physical layerthe network ionsideredobust becausigne CSSmodulation

technique is resilient to degradation and interference. However, it is possible to use existing
off-shelf devices to disturthe signal. At the same time, sumttionscan be identified by

system anhinistrator and be taken care[afll].

At MAC level, the network supports several levels of security, which varies between versions
of protocol, butall utilise Cypherbased Message Authentication Code (CMAC) with
AdvanceEncryption Standard (AES), or AESMAC, with 128 bits keysize to protect
information[13]. This algorithm detects intended well asaccidental data modifiti@ns

[22].

If a newED is supposed to join a netwolkpRaWAN considerswo ways of secure

inclusion ofthe ED: Activation By Personalisation (ABP) or Activation Over The Air (OTA).
However, even éfore any device can particife in theprocess of activatig it must be
configured Besides, depending on the chosen way of aaivaother components of the
network must also beonfigured in advanc® be able to process uplinks from the ED.

Configuration includes providing nunber of security key® ED forencoding and decoding
messagedut the list of keys to be used depeadsrersion of LoRaWAN.

End Device Network Server Application Server
DevAddr DevAddr AppSKey
NwkSKey NwkSKey FCntUp
AppSKey FCntUp FCntDown
FCntDwn

Figure3.8: LoORaWAN 1.0 Session conteXeys in blue colour are used on EDJaNS only,the key in red is
used on ED and AS only.
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When ED isoperating in LoORaWAN 1.0Higure3.8) it encodes application data using

Application Session Key (AppSKey) and then encodes the message using Network Session
key (NwkSkey) before sending to NS. On recepti® examineshe messge with Device

Address (DevAddr) and checks MIC with NwkSKeythHé message passes the chetls

sent further to AS. AS uses stored AppSKey to decode and encode payload received from NS
[14].

In case oLoRaWAN 1.1 Figure3.9), ED requires tree keysnsteadof one to communicate
with NS. ED uses Forwarding Network Session Key (FNwkSIntKey) to calculatediC
uplinks, Serving Networksession Integrity Key for calculating MIC for downlinks,
Network Session Encoding Key (NtwSEncKéypr ercoding and decoding all MAC
commands. AppSKey is use the same manner as for LoRaWAN [18].

End Device Network Server Application Server
DevAddr DevAddr AppSKey
SNwkSIntKey SNwkSIntKey FCntUp
FNwkSIntKey FNwkSIntKey AFCntDwn
NwkSEncKey NwkSEncKey
AppSKey FCntUp

NFCntDwn

Figure3.9: LoORaWAN 11 Session contexKeys in blue colour are used on ED and NS ottig, key in red is
used on ED and AS only.

None of these keys is transmitted between network components during datenal
exchangeThey all are stored locally on each device and are ED specific.

When ABP is implemented, the keys apoadedoy network administrator. Thegll must
beknown and manually saved on the corresponding network components.

OTA process is more sophisticated adhainly managed by JS. Join procedure is initiated
by ED that is to join the network. As the number and type of keys is different between
LoRaWAN 1.0and 1.1, the join procedures also involve different number of steps.

Before activation can statioth D, JS and in some cases AfRust be configured properly.
ED and JS havéoinEUL DevEUIl and root leys stored on the devices, for 1.0 verglomn
root keyis only Application Key (AppKey), for 1.fhe root keysre AppKey and Network
Key (NtwKey). To starthe procedure ED sends a JoinRequest message tigi®e(.10).

This message includes bdid and JSdentifiers and &eviceNumber Used Only Once
(DevNonce value. The value is created by the ED and used only once duringtiactiwith
a given JoinEUI. DevNonce starts from zero edcremenéd e&h time it is used for
activation.DevNonceis stored then on both ED and JS.
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After receiving JoinRequedilS forwards the message to JS for generation of session context
keys. J3enerates doin ServeNumber Used Only OndgdoinNoncg, that is associate

with the only oneED. JoinNoncebehaves in a similar manner as DevNonce. After d&at
generates the keys using stored Network ID (NetID), AppKey, received DevNonce and
generatd JoinNonce.

After keys generabn, JS sends AppSKey to AS aresponds to NS sending JoinNonce. The
NS forwards the message as JoinAcgapssagéo ED, it will contain JoinNonce, NetID

and DevAddr assigned to the ED by NS. ED derives NwkSKey and AppSiay

aes128 encryt algorithm as defined in RFC4493.

End Device Network Server Application Server
JoinAccept
DevEUI < DevAddr AppSKey
JoinEUI » NwkSKey FCntUp
JoinRequest

AppKey FCntUp FCntDown

FCntDwn

LN

= Y3 /&

m ¥ 4

£ 2 @

Q o x

2o =

— 4

30

ve

aad

\ 4
Join Server
DevEUI
AppKey

Figure3.10: LoRaWAN 1.0 OTAKeys in blue colour are used on EI5 andNS only,the key in red is used
on ED, JS andAS only, the keyin greenis usedby ED andJS only

In LoRaWAN 1.1 ED and JS are configured with two root kelyg(re3.11).
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End Device

Network Server

Application Server

JoinAccept

DevEUl
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AN
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JoinEUI
Nw kKey

AppKey

JoinRequest

DevAddr
SNwkSIntKey
FNw kSintKey
NwkSEncKey
FCntUp

FCntDwn

AppSKey

------------ ¥ FCntUp

FCntDown

DevEUI, JoinEUI,
DevNonce
-._JoinAns

i

y

Join Server

DevEUI
NwkKey

AppKey

Figure3.11: LoRaWAN 1.1 OTAKeys in blue colour are used on EI5 andNS only,the key in red is used
on ED, JS andAS only, the keyin greenis used by EDandJS only

In case of protocol version 1.hetjoin procedure starts in the same way as for LoRaWAN
1.0 with ED sending JoinRequest. In the entheprocedureNS sends theasne JoinAccept
to the ED butthe ED derivekeysFNwkSIntKey, SNwkSIntKey, NwkSEncKey from
NwkKey usirg JoinNonce, JoinEUand DevNonce. AppSKey is derived from AppKey using
the same additional parameters.

In this process, howev, there is an alternativgay totransmi AppSKeyto theapplication
server An important prerequisiti| this cases that there isn additionabecret key shared
only between AS and JS. When ED sends its first upiirddso includes AppSKeyn

reeption AS decodes the AppSH using thesecret keyshared with JSAlternatively, AS

may request application session key from JS, Afenlecrypts the AppSKey using the shared

key[13,11].

It is also important to specify that during data exgleaNS cannot decrypt content addressed
to ASbecausét does not have AppSKey to do it.

In general, as the procedure involves association of secret keys to unique devices and
advancd encoding algorithimthe data transmission can be consideredfas Bagdes, using

of ANonceo

val u

es makes

exchange puplcatesct ed

Therefore, if of some reason an ED is compromised, it will not give attackers access to other

devicesand network ¢

redentials.
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Nonetheless, the procesiactivation is secured only in casattackers do not get access to
theroot keys andS. Besides, distribution of the shared between JS and AS key is not
described in the documentatiand may be souae of threat for network

3.10Planning ofLoRaWANlIeployment

Before deployment of equipmeimine must consider factors related to the performahtiee
network,specificallyproperties of the physical layer of LoRaWAN.

Distribution of radio signhal may nteas desired if the terrain or other physical oleaas
buildings, do not allow the signal to rea@teivers Antenna hight of GW and antenna
quality of EDalsoplay significant role in communication. The higher antenna of, G\&
better coveragit provides.

Besidesif there is a need to have geolbea of ED that are not equipped with GRS;an

be estimated by the network usiR@A. For this approach an uplink must be received by
three or more gatewayThen using time difference between reception of the packet NS can
estimate location of the E¥his approachequires precise clock on GW as well as on ED
[23].
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4 Device configuration

During this projectthree LoRa compatiblenstrumentswere available. Two of thea are
sensors and one isna@tworktest deviceAll the instrumentswere supposed to be used on the
USN campus. Howevehecauseahe study program is online, and most part of the work has
been performedh anothelocation the test device and one of the sensors have been moved to
another city forconvenienceStil, they wereconsidered as located on the campus, where they
will continue working after the project is finished.

There is a bigdiversity of sensors using LoRa modulation. They come from different
manufacturer and havariousconfiguratonsand interagon interfaca. This chaptedescribes
how user can recognise and setup sensors provided by Altibox and manufactured by. Adeun

The test device is Adeunis Field Test DeWiedD) (Figure4.1). FTD main purpose is to
examine quaty of signal in the location dhedevice and provide additional information, such
as temperatureoordinates andondition of the devicg4].

4°C [N

X 1
Ik ﬁmmm.fmum

<Jadeunis

Figure4.1: Adeunis Field TedDevice 1. Change screen button, 2. Trigger UL button

To analyse signal from GW the areaone carread values from the screen. It shows bipd
Downlink characteristc® n separate | ines, AULO and ADLO
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their reception ad transmission is displayed. Other values indicate sprgddotior (SF),
power used for transmission for UL and Received Signal Strength Indicator (RSSI) for DL.
The last value is SNRor UL it is provided by the GW to the device, for DIFTD makes
andysis itself.

To see other values on the screeser pukes buttonmarked with 1 in the figure above
Besidesit is possible tdrigger an UL sending from FTD by pushibhgttonmarked with 2

Ancther deviceused in this projet is AdeunisSmart BuildingComfort sensofFigure4.2).
The device measures temperature and relative humidity in rangeZrobm t o +6 0 AC an
10% to 90%, respectiveland is designed for indoase[25].

coo0oo0000000

2 adeunis

p °¢8275/F. "
3 ]

QuUatnis

Figure4.2: AdeunisSmart Building Comfort sensor: 1. Antenna; 2. Radio module; 3. Terminal block; 4. Micro
USB interfaceOther parts bthe device inclde microcontrolleand sensors.

The Comfort sensors also equippedavith a butte on one sidand a terminal blockBoth
elementsnay be programmed to send Whenchange state

Another device connected to the network is éds TEMP LoRaWAN. It has two available
contacts for connection of probf6], but only one iscurrentlyin use. This sensor can be
mounted outdoor.

All the mentioned devices operate in LoRa version prior to 1.1.

For configuration of device dedi cated software AloT Config
is usedFigure4.3). The application works with Adeunis deviassigned for both LoRaWAN

and SigFox protocols. There is a list of available models to set up andsdpti@ennecting

the application to a des. Connection is prmed with USB micro interface
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Z)adeunis

WIRELESS PRODUCTS B SDLUTIONS

10T CONFIGURATOR 1.5.5

Connected product

Name
Reference

Network type

Netwaork 1D
APP version
T verson CONNECT PRODUCT UPDATE CATALOG
Navigation
A Home Available products
Field Test Device SFX RC1
¥ connecton Sy
13 Applicative configurat Field Test Device LoRaWAN EU863-870

ARF8123AA &

&

DRY CONTACTS LoRaWAN EUS63-870
== Advanced ARF8170AA, ARFE170BA &
DRY CONTACTS sigfox RC1
ARF8171AA, ARFB171BA &

TEMP LoRaWAN EU8E3-870
ARFB1B0AA, ARF8180BA &

TEMP sigfox RCL
ARFB1B1AA, ARF8181BA &

@ DR

= AMAI WG LARaWWARN ELIRAI_2T0

Figure4.3: IoT Configurator: Home window.

After successful connection, one can obsparameters describing the dexi Among tlse
are name, network type and DevEUI, whislpiesenteda s a A Ne Figuedd. |
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.a adeunis CONNECTION

WIRELESS PRODUCTS & SOLUTIONS

10T CONFIGURATOR 1.5.5

Connected product

Name
Reference
Network type
Network ID

APP version

RTU version

I ° Field Test Device LoRaWAN EU863-870 connected
Navigation

ﬁ Home
P Connection

Q Applicative configuration
@ Network configuration

== Advanced

3 APPLICATIVE CONFIGURATION  # NETWORK CONFIGURATION [ DISCONNECT

Figure4.4: loT Configurator: FTD successful connection.

In this statethe specific configurations related to network layer and application ¢ayebe
investigated and modified.

Functionality at application layer depends on the type of the devidhetype ofdata it may

provide. In case of FTDHgure4.5), one can activate or deactivate transmission of location
(GPS), accelerometer data and a specific message. One can also specify the class of the device
and howoften FTD should send datarhe period is specified in secondand themaximum

valueis 24 hours (86400 secondB)ID in this project had been set up emgUL with its

location every 600 seconds. When UL is translated)so includes ambient temperatur
measurd by the evice.
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Z)adeunis

WIRELESS PRODUCTS & SOLUTIONS

10T CONFIGURATOR 1.5.5

Connected product

@ Network configuration

== Advanced

APPLICATIVE CONFIGURATION

General

Accelerometer

Payload

Payload format

| Class A Unconfirmed

Uplink Port
1 = value = 223

[1

Name | OFF e | | Format Field Test Device e |
Reference
Network type GPS configuration Personnalized Payload Size
0 < value = 16
Network ID GPS on/Continuous + Reset v | | |
APP version 0
RTU versin Personazlize Payload Text
Navigation Communication | 00000000000000000000000000000000 |
Frame transmission period (seconds)
ﬁ Home 0 £ value < 86400
| 600 |
P Connection
ACK and Class mode
O Applicative configuration

{_} REFRESH .« SAVE = OPTIONS

Figure4.5: 10T Configurator: FTD application configuration.

In the networkconfiguration tab a user may choose the way of igation of the device,

activation over the air in this case, and use of ADR. Then one spépfieUI, that is JoinEUI

in thenewer LoORaWAN version, and AppKékigure4.6). These keys will be used to derive
session key as described in chapte®3The sessiorkeysalsomay be provided manually if
the device will use ABP and skip join procedure.
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” a a d e u n i s NETWORK CONFIGURATION

WIRELESS PRODUCTS & SOLUTIONS

A These parameters must be modified carefully in order to keep correct modification and respect legislation
10T CONFIGURATOR 15.5

Connected product

General - OTAA -
Name

Mede of activation LORA APP_EUL
Reference
Network type OTAA M | [ |
Network ID LORA APP KEY

ADR ON -
APP version h | [ |
RTU version DUTYCYLE ON |
Navigation CLASS C (if supported by HW) O |

ABP -
ﬁ Home
- LORA NWK_skEY

Transmission -

“E Connection | ] [ |

Spreading Factor value

O Applicative configuration LORA APP_SKEY

| SF12 e | | |
@ Network configuration
Tx Power
NETWORKID
=— Advanced | 14dBm v | | |
| I
Integrated Antenna (OFF by default) D DEVICE ADDRESS
Sync Word | |

( REFRESH -« SAVE == OPTIONS

Figure4.6: loT Conigurator: FTD mtwork configuration.

i Adv an calawd dotvievb commomand specifianformation aboutthe device (Figure
4.7). i V e r duttonneturns devices firmware versioms)dfi L i lutton returns antent of
the functional registerthat control devices behavio[#4]. It is al® possible to \vaw the log
saved on the device, the log is continuously updated and provides informatiot)&oswth
asSF, frequency, powarsed for transmissioandSNR. For DLthere is SF, frequency, RSSI
and SNR. In the endhe log contains Packet Error Rate (PERhich demonstratea
relationship between transmitted and received packets.
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G ADVANCED

Terminal output [ copy
10T CONFIGURATO

Connected product

Navigation

A Home

P Connection

£¥ Applicative configuration

& Network configuration Commands

— ‘ Version “ GET LOG H CLEAR LOG ‘
== Advanced

DEBUG o

Figure4.7: loT Configurator: FTD adanced tab.

The application configuration for Comfort sensor is significantly different from FFire

4.8). In Generalsetting, one can choose between three modes: Park, Production and
Command. Park mode turns the device mgiandby state. In Command modegisters of

the device can baccessed and modifiedhis is performed when the device is connected to a
compuer with USB cable, then, configuration is done with [oT Configurator or AT commands

In Production modethe device operates as normal, taking measurements and sending data
[26]. As one can see, the Comfort sensor in giaise isin Production modaking samples
everyo TIMQ M€ £¢Qip MM'Q o &, br@mnce in 10ninutes.

Further, a Dry contact sensor may be connected to the terminal block shéwguiie4.2. No
time zone configurations tiabeen implemented, and timestamp spthyingtime in UTC
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10T CONFIGURATOR 1.5.5

Connected product
Name
Reference

Network type

APPLICATIVE CONFIGURATION

Global configuration -

Product Mode

Dry contact input

Alarm type

| PRODUCTION v |

[ Disabled

sampling period (= value x 2 seconds)
0 £ value £ 65535

Debounce time

Network ID | | | no debounce v |
APP version 300
RTU version Threshold of the 2larm (= number of detaction before sending)
Historization frequency (number of sampling before historization) o e
= < value < 65535
1 % value < 65535
Navigation | 1 |

ﬁ Home
P Connection

E |

Transmission frequency (number of historization before sending)
0 < value < 16

E |

Timestamp configuration

Timestamp activated O
Q Applicative configuration . .
Transmission period of the Keep Alive frame (=value x 10 s2conds)
2 < value < 65535 Daylight Saving Time management O
@ Network configuration
| 8640 | Time zone offset from UTC (hours)
— -12 < value £ 14
= Advanced e
Period of alarm repetition (=number of sampling before alarm repetition)
0 < value < 65535 | 0 |
| o | Clock drift compensation (tenths of a second per day)
-100 £ value £ 100
Additional (redundant) samples (=number of samples)
: Lo |
0 < value < 15
o |
Security -
Temperature - PIN code
0 < value < 9999
Alarm type
Lo I

{} REFRESH « SAVE == OPTIONS

Figure4.8: IoT Configurator: Comfort application configuration.

The device may beonfigured to send UL when a level of measuradmeter eceeds or fall
below a defined threshold, what triggers an alannthe current configuratiothe temperature
measurement are not set togger anyalarm gigure4.9), similar forrelative humidity Figure
4.10). These data are only sent follmg the time schedule. There is also possibility to set a
PIN code thawill be used with AT commands to configure the de\ace increase security
level. With zero valuethe PIN ©ode is deactivated.
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.
oa a d e u n Is APPLICATIVE CONFIGURATION
WIRELESS PRODUCTS & NS

Security
10T CONFIGURATOR 155
Temperature - PIN code
Connected product 0 < value <9999
Al ype
P arm typ | o
Reference | None Y I

Network type
High threshold value (tenth of C)

Network ID
-200 < value < 600
APP version
Lo |
RTU version
o High threshold hysteresis (tenth of §C)
Navigation FR/GB | 0 < value £ 255
o |
ﬁ Home

h old value (tenth of @C)

W Connection

o Applicative configuration I 0 |

Low threshold hysteresis (tenth of §C)

@ Network configuration 0 < value £ 255
== Advanced I e |

Relative Humidity —

Alarm type

| None b4 |

High threshold value (%)
0 < value < 100

o |

High threshold hysteresis (%)

{ REFRESH . SAVE == OPTIONS

Figure4.9: IoT Configurator: Comfort application configuratiofemperaturgSecurity.

Another available for interaction componerittoe Comfort sensor is button. The button is
locatedon the side of the body and triggers sending of UL afther definednumber of
activations. In this case the sensor sends aagessery timelte button ispushed Figure
4.10).
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H APPLICATIVE CONFIGURATION
Z) adeunis

Relative Humidity

10T CONFIGURATOR 1.5.5

Alarm type
Connected product
| None v |
Name
Reference High threshold value (3)
Network type 0 s value = 100
Network ID | 0 |
APP version
- High threshold hysteresis (%)
versten 0 = value = 100
I | 0 |
Navigation

Low threshold value (%)
ﬁ Home 0 2 value £ 100

P Connection | 0 |

Low threshold hysteresis (%)

Q Applicative configuration 0 < value < 100

@ Network configuration | 0 |

== Advanced

Button -

Alarm type

| Event ON - high edge v |

Debounce time

|100ms v |

Threshold of the alarm (= number of detection before sending)
1 = value £ 65535

[ | .

() REFRESH -« SAVE == OPTIONS

Figure4.10: loT Configurator: Comfort application configuration, RH, Button.

Network configuration of the Comfort device slightly différem the FTD Eigure4.11). In

this casePQverThe-Air Activation (OTAA) is enabled and values for AppEUI (JoinEUI) and
AppKey are defined. However, now session key is stored in the device, that means that at the
momert no ABP is avdable at all.
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E a a d e u n IS NETWORK CONFIGURATION

PRODUCTS & SOLUTIGNS

A\ These parameters must be modified carefully in order to keep correct modification and respect legislation
10T CONFIGURATOR 1.5.5

Connected product

General - Transmission -
Name
Confirmed mode Spreading Factor value (READ ONLY)
Reference o presene '
Network type Mode of actvation [[sr22 ]
Network ID "
OTAA | Sync Word
APP version
RTU version ADRON ) | 2 |
Navigation DUTYEVLEON =
CLASS C (if rted by HW) ABP -
L (if supported by HW)
ﬁ Home PP ||
LORA NWK_SKEY
¥ connection | 00000000000000000000000000000000 |
OTAA -
° Applicative configuration LORA APP SKEY
Maximum delay between 2 authentication attempts (seconds) -
- 60 < value < 2582000 | 00000000000000000000000000000000 |
@ Network configuration
| 43200 |
—_— NETWORK ID
=— Advanced
Weighting factor for initial authentication attempts | 00000000 |
1 = value £ 65535
| 1 | DEVICE ADDRESS
| 00000000 |
Number of tries for each authentication attempt
1< value £ 255
[ |

LORA APP_EUL

LORA APP_KEY
I 1

_+ REFRESH .« SAVE = OPTIONS

Figure4.11: 1oT Configurator: Comfort network configuration.

The last tab, advanced, provides also device specifid unadity (Figure4.12). One can check
the version of firmware and values stored in functional registers as previously. In addition, user
can check and set time on the device. However, no loggagikble.
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Z)adeunis ADVANGED

i RE RODU DLUTIaONS

Terminal output W copy
10T CONFIGURATOR 1.5.5

Connected product

Name
Reference
Network type
Network ID
APP version

RTU version
Navigation
ﬁ Home

P Connection

O Applicative configuration

@ Network configuration Commands
—_— Version Set UTC time H Get Time |
= Advanced
DEBUG o

Figure4.12: 10T Configurator: Comforadvancedab.

43



5 Altibox LoRaWAMNsystem

As it has been shown in chaptel.®RaWAN consists of several servers in additioi s
andGWs All the elementsr& connected into a network that is managedrbyperator.
Therearepublic, shared and private neixks. Theoperator may decide what type of the
network it will be. For example, there is a netweekver provided by LoRa Allicance for
free, one can use ovwBW andED with it. In this casetheuser should register devices in the
service and manage theseif.

For the current proje@ public network provided by Altibx has been use®ne requires a
subscription to access it. In addition, BIDs andGWs must e first approved and registered
by administrator of the network, before they can be used.

5.1 ThingPak platform

The availableLoRa compatible dewes have been managed using platform provided by
Altibox AS. The platform, ThingPark, has been developed by Actility and includes several
functional blocks Figure5.1).

altibox s Dty @

Wi Vil Vi Vi
4))0, 0 4))0,1_]1 4))0/1)1 4))/)) 1]

N I [

Figure5.1: ThingPark main window.

Network Survey depicts location of the active devices and properties sifjtied of the area
they operate in, if ED provides own locatioiireless logger gives owdew and contenof
packets transmitted within the network for available deviBesizice manage(Figure 5.2)
provides functionality for registering, editing and removing devices and their specification
from the networkNetwork manager gives aoverview of the registered GWs.

44



%" university of South-Eastern Norway [Subscriber]

Location: i Restrict search to visble Connectivity plan: v
Address, ZIP, City, ... peen
dentfer: Average SNR: v
Battery level: v
O Search Alarm: o fiter ~
Map  List
Identifers Connectwity Averagepadets  MeanPER AverageSNR  Battery | Mam  Locate
Ega{;ﬁé:ﬂsﬂﬂﬂﬂEBF #‘;{BDX Standard XL 166.0/day 0.0% 93dB pr— ﬂ $ B .’ o
22§£ODDDIFDZ #W;IEDX Standard XL 13.0/day 12.5% 7.2d8B pr— H $ B .’ o
00188200000263A8 ALTIBOX Standard XL pr—
FCO04F3A b e 0.0fday - 10.6.dB — ﬂ L B0
ire)
e0iaE21000004540 ALTIEOK Staard X ey ane . = ﬂ L B.soO
025755CIFFFB9CE 1 ALTIBOX Standard XL n r
e L% o ] mro

Figureb5.2: ThingPark: Device manager.

When ThingPark isinvestigatedrom LoRaWAN structure perspectivihis system may be
viewed as a combination of JS, NS and ASsTWay thenetworkis easy to maintain.

Wireless loggelFigure 5.3) provides options for filtering messages with respect to device
number or type of messes It is also possible to investigate particular packets with MAC
commands otransmitted during joirprocedure. In addition to the raw content, user may
observe decoded content defining the type of decoder. Each paskeshowsnetwork
propertes so that it is possible to examine performance of ED in different locations ared mo
them or @d GWs to improve radio transmission

WIRELESS-LOGGER

O [
Ho decading .4

UTC Timestamp Local Timestamp DevAddr DevEUL FPort  FCnt NFCnt®  AFCAt s RSSI SNR. ESP SF/DR SubBand  Channel LRCId LRR Id.
fI s 2023.042407:51:02.542  2023-04-2409:51:02.592  FCODEAS W ooise2i0000mEF W 1 390 <0 OISR -2 Lcs 00000201 W 1000: A
'y s 2023-04-2407:47:08.636  2023-04-2400:47:08.6%  FCODETF Wy ooisezzooooorFdz M) 1 592 -uzo [ SR 2 Lc1s 00000201 W 6908
i
EIN s 2023-042407:41:25.702  2023-04-2409:41:25.702  FCODETF Wj ooisezzooooorFDz W) 0 313 I - [iez55 ] ooooozo1 Wy esos
@ ma 023042407:41:23.702  2023-042409:41:23.702  FCOOMETF Wy ooisezzooooorFdz W) 1 591 -uso (SRS s 2 Lc1s 00000201 V| 6908
data
@ ma  202304-2407:41:02.547  2023-04-2408:41:02.547  FCOD4EAS Wy oowsezioooomeF W) 1 389 w0 [EEEEEE -2 Lca 00000201 W 1000
data
B ff s 2023-042407:37:48.641  2023-04-2408:37:48.641  FCOD4EOE Wj ooiseziooooasé W) 1 9929 s [EENNN s S 2 Lc1s 00000201 W 6908
@y c  20230424073L03.540  2023042409:3103.590  FCOD4EAS Wy ooisEzi0000TEF V) 0 66 N e Lcs ooocoz01 W 10004
Hff s 223042407:3102590  2023-042409:3102.590  FCOD4EAS W ooisEzioooomEF W) 1 38 10 |G . Lcs ooocoz01 W 10004
@ s 023042407:27:48.641  2023042408:27:98.641  FCOD4EQE W oowEzmoonodsd M 1 sexs o [EOEEEE - i ooooo;1 Y esosr
dats

Figure5.3: ThingPark: Wireless Logger.

While the Wireless logger may decode a message from ED and ptecit@calinsight,
nevertheless, the full comtemust be retrieved using other ASn dternative AS may be
specified inDevice managein fApplication serveso-tab, theuser gives URL oaserver that
receives packetand format of the packetOne may also specify additional custom HTTP
headers, @. related to security che¢kigure5.4). Example of a simple AS maybevabhook.
The created AS should then-tdbe activated i
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i+ ThingPark Wireless

Devices € Daletz | Save | Cancel | ) Close
Multicast groups

Connectivity plans

AS routing profiles Names: = o4

= Application sarvers

1D: TWaA_100050538.60504. A5
2 test
= TWA_100050938,63574,45| = Content Type: JSON b
o D4 Type: HTTP Application Server {LoR=WAN)
Settings Status: * Active >
HTTP custom headers Name Vahe
# Add ) Delete
Status: Inactive
Max timestamp deviation: -
s Adtivate
Source ports: * * Destinations =
Routing strategy: * Sequential > Destinztion
hitps:/fwebhook site/ 347 0f5 7057 7-4c38-50bb-62234315b 102
hittpsi/ eclimz330In 318, m, pipedrasm, net
#7 Edt o Add € Dele 4 Up & Down
Add an sdditional route to this applicstion server.
+ Add
Last modification: 1082022, 9:53:12 PM
Updszted by: MNeoorsin Kazmi

Figure5.4: ThingPark:Application Servespecification.

A messagehat will be received by webhook JSONformatis shown inFigure11.1 Error!
Reference source not found AppendixB. One can observe network parameters, such as
DevEUI, if ADR is activated DevAddr, RSSI, SNR, SF ($jact) Frequency and data from
the ED n payload part. The data is decodbdt may also be retrieved from payload_hex
attribute and decoded by user according to the technical documentation for ED.

5.2 MQTTbroker

One of the protocolsften used with [0T is MQTT. To investigate interaction between
LoRaWAN infrastructure and the protog@n account on publicly available MQTT server
HiveMQ has been createt@he server provides broker for creating topiagssribing and
publishing messagdan them Detailed setupf the broker ad the apficationis presented in
AppendixC.

46



5.3 ThingPark>Xplatform

Altibox AS has provided access to an additional functional element that can be used in
LoRaWAN ecosystem managedthvthe services from Acility- ThingParkX ThingParkX
(Figure5.5) is a platform that is used instead of AS profile specificatidbemice Manager
(Figureb.4). One should specify TPX as an AS profilenanagealata exchange witbwn
servers througltonnections of various typdsxisting connections and option to createew
one is available from the connections tely(re5.6 andFigure5.7).

altibox E;
far Dashboard

Welcome to ThingPark X loT Flow Ul
231213@usn.no

) Swagger AP &

flows

OPENED

Figure 5.5: ThingParkX: home window.

When connection is created it is added to a Flow, the Flow in turn may be assign to a
particular EDidentified by DevEUI Moreover several connections may be combinedne

Flow, sud that one ED may transmit data to several AS. Nevertheless, it is necessary to pay
attention to settings made for a connection, it may not be applicable to other ED than it is
setup for.

H =
altibox E
T
15} Dashbosrd
+ ADD CONNECTION
¥ Flows
: Active Devices Uplinks. Downlinks
- e " " " .
™ Connedlicns
<> Drivers MaTT | | MQTT-Azure-USNOOD 2 days sgo 1001 6/ 143 00 OPENED |03 m

{} Swegger APl £

Figure5.6: ThingParkX: list of created connections.
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CREATING A CONNECTION

=]
HTTP MQrT Azure loT Hub Azure loT Central
‘ P
LA
Azure Event Hubs AVIS loT Core WS loT Greengrass Google loT Core
— %
wMw Advantech Kafka CuMuLOCITY
P& ThingPork
Pingr
»- A~ S 4
ThingsBoard OATACAKE Acsiity FUOTA aubivo

coniliames Tago@® @ ‘49'

Common Sense Tago Gear Studio HERE Asset Tracking
L ] —_ o
- ‘ayenne
- ‘,

Microso #t Teams. Ginjor Opinum Cayenne

N - > -

- 7S DA

[— N <

AMGP ThingWorx SAP 1BM Watson loT

y Yandex
Yandex

Figure5.7: ThingParkX: connections.

5.3.1 MQTT connection

Connectioncab e created usingi bondt ooar fan Adxli sbinme@ C ¢
modified.As an exampleit is chosen a MQTTonnectionUser chooseMQTT from the list

of available connections and specify required paramdtaysre5.8). It is necessary to ge

a name to the connection.

Then ABasi ¢ Se emtidlsofthe MQTT brakdr: WRLeconbinea avith port

number for communication with TLS, username, and pastw
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active devices ( uplinks ’
cess

downlinks

Figure5.8: ThingParkX:editingexistingMQTT connection setup.

Topics for subscription and plishing ae given by thelatformbut may be modified.

In the top part of setup section there &atisti@l informationshowing how many devices
usethat connection andow many successkand unsuccessful transmission have been
performed for UL and DLThis stdistic is updated only after the connection had been

assigned to a Flow and used for trarssion i.e. activated

5.3.2 Message transformation utility

A significant advantage of the platm is a possibility to modify packets transmitted by

devices bborethemc ket s are forwarded.

Thi

S

may

section Figureb.8). After activatingthei Ma n abgtterpuser is given a pepp window

with several options for transformatiofigure5.9). A recommendedption has been chosen

operationwith JSLTthat isa language for trafigrmation of JSON objects.

CREATE NEW OPERATION

(1) select a transformation type

Figure5.9: ThingParkX: UL transformation options.
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After choosing the merdned optim a newwebpage appears. It contains three sestion
ARaw uplinko, ATr sund gigued.hda Wseraan wvrite thee meduirdd R e
operations i n ATr ansf f or lmtastciticahtmcreskehatesulbisn
as desired, one must pruopviidnek 0s asnepclte oonf.

JSLT TRANSFORMATION

Figure5.10: ThingParkX: JSLT interface.

In Figure5.10a sample UL fronkigurell.lis usedExample of transformation of UL fro
temperatureensor to be published d#ive MQ broker is shown ifrigure5.11. The output
message is split into the part with value, type of the value and messurenits while
anoter part is metadata wittontentof payloadhex string transmission prperties and
battery charge converted to percentage
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"DevEUI" : .DevEUI_uplin  k.DevE UlI,

"sign als": [
{

"value" : .DevEUI _uplink.payload.temperature,

"unit" : "C ELSIUS_DEGREES",

"type ":"Temperature”,

" timestamp" : .DevEUI_uplink.Time,

"metadata:
"DevEUI":.De  VEUI_uplink.DevEUI,
"Dev Addr" : .DevEUI_uplink.DevAddr,
"payload_hex ":.DevEUI_uplink.payload_he X,
"freque ncy":.Dev EUI_uplink.Frequency,
"RSSI": .DevEUI_up link.LITRSSI,
"SNR" : .DevEUI_uplink.LITSNR,
"SF" :.DevEUI_uplink.SpFact,
"latitude" : .DevEUI_uplink.LrrLAT,
"longitude” : .DevEUI_up link.LrrLON,
"battery_low" : .DevEUI_upli nk.lowBattery,
"b attery_voltage" : (.DevEUI_uplink.Batter yLevel - 1)/253*100
}

}
]
}
Figure5.11: ThingParkX: temperature sensor UL transfdiiorafor HiveMQ.
5.3.3 Flow

After creation of connection orgeeates a Flow to transmit the ddfar thatpurposeuser
chooses Flow from the menu to the left and adds anewaoné h t he butt on
(Figure5.12).

Flow creation compriseve steps. The first one @giving a name and description to thev
(Figure5.13). In this case, flow is created for Comfort sensor to publish data on HiveMQ
broker.

altibox 53
.
£ Dashboard
+ ADD FLOW
¥ Flows
Flow Name Connections Matcher Type Driver
¢ Connections
’ .
Comfort_MQTT_000 wmart Y\ MATCHED BY KEYS <> DRIVER AUTOMATIC
<> Drivers
- [ ]
£1 Events Ermriraes a W MATCHED BY KEYS <> DRIVER AUTOMATIC

€} sweggerarl &

Figure5.12: ThingParkX: list of existing flows.
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Vo
(1)
g
Name and description Rules Driver Uplink Transformations Connections

Enter the name and description for this flow

L]
Comfort_MQTT_000 v
v
A

Figure5.13: ThingParkX: Flow creation step 1.

~

In step twqit is specified hw the flowis assigned to a device.inhi s case, fAKeyso
DevEUI of ED, and the valueotresponding to Comfort sensor is specifiedjgre5.14). It is
also possible to specify several keys fofatiént devices tbe wsed with thesameflow if

desired.

L] :
Name and descriptio Drver Uplink Transformatens Connectons Hame and description R river pink Transfomatons Gonnect
the type wsefor q culd ks "
Keys Tags
o ;
()

Figure5.14: ThingParkX: Flow creation step 2.

In the next step, user may choose a specific driver for the (Higure5.15). Driver is used
for decoding UL from EDIf there is no specific requirement to decodlithg user may rely

on thedriversprovidedby Actility.

)
—/
Name and ﬂESEV’\pﬂDﬁ Rules Driver Uphﬂk Transformations Connections
Driver selection
" @ Automatic utomaticslly depending on the device profile you have

. Force

o ing o

— driver

Figure5.15: ThingParkX: Flow creation step 3.

Further, user may add an UL transformation, but it is recommended by Actipgrform
this at conneatin level.
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Name and description

e e |<;>|
Rules

Driver Uplink Transformations Connections

You can do some operations during the flow fo filter the messages and change the
output. Itis not a mandatory step, you can continue if you don't have any operations
1o apply to this flow. The operations will be executed in the order you decide

+ ADD OPERATION
= no applied operstions.
Cancel Back Continue:

Figure5.16: ThingParkX: Flow creation step 4.

In the last step user chooses the desired conneatidrafter confirmation the flow is active.
User may choose several connections if it is @atev

5.4 MQTT connection b DimensionFour

One of he destinations for data from available ED is Dimension Four platform. The platform

provides Software as a Servi&@aaS)User can register account for free and setup a tenant
that has a uniquiel (Figure5.17).

U s N] + Createspace [ ©
Free plan
POINTS SPACES MAMNAGE TENANT
Tenant ®
Name Id Created Updated
USNI usnl 2022/09/1513:34

2023/03/n 21:22
Figure5.17: Dimension Four: Tenant overview.

The tenant may be

furthe
each space

r
i nt omfprotiFgire5(48( " Adeuni s C
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@ USNI v

Second Floor + Createspace  + Createpoint [3 (@
Usnl Overview
POINTS SPACES MANAGE SPACE
USNI1 ~
Lost active
[0 Campus Porsgru..  ~ Search Q Space = Time Range -

[0 Weather Station.. ~
1 points
[ Ground Level
3 Process Hall ~

Name Space id External id Created Last active

3 second Floor
Adeunis Comfort second Floor 6362cccliclades0.. 2022/n/02 2102 2023/04/23 1810
O First Floor
0o Building B ~

3 Room 237A

Figure5.18: Dimension Four: Tenant structure.

A point hasaunique id and may represent a device, in this case measurements fpbrysibal
device will bestored as signals the point.

Dimension Four platform provides option to upload measurements to the storage using MQTT
protocol Figure5.19).

MQTT®

Username Address Port Password

d4-mgt-usnl mgurdimensionfour.io 1883 sesssssssRIIREY ©

Figure5.19: Dimension Four: MQT parameters.

These cedentials hae been used to establish a connection from ThingParkX to the storage
Detailed setup is described in Appendix

One must pay attention to the difference between transformation for HiveMQ anddime

Four brokersTrandormed massage forHv e MQ must contain ADevEUI o
JSON object, otherwise, they wilbt be deliveredwhile messages for Dimension Four do

not need thisnember

5.5 Azure |oT Hulzonnection

Another connectioavailable in ThingParkXhathas beernnvestigated iAzure 10T Hub.
TheloT Hub is an online service that may perform managefemiessage transmission
between applications and devi¢2g]. The service also provides fatigs to monitor
particular eventsn connected devicesr implement artificial intelligence algorithms to
processncoming data.

Procedure for establishing a connection from ThingParkX to the loT Hubseiloed in
AppendixE.
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To examine functioning ohe Azure 10T hub one can use anufe 0T Explorer appbation
developed by Microsoft and freely available on dgitlmom Eigure 5.20). After straight
forward installation one nestb go through several stepssiartreading measurementee
AppendixE.

Azure IoT Explorer

(preview)

= {- Add connection (& Switch authentication method

No connections to display

You will need to add an IoT hub connection string. Connection strings are saved to application
storage and can be edited or removed at any time by returning Home.

Help:

Where do [ get an loT hub connection string?

Figure 5.20: Azure loT Explorer: home window.

5.6 Altibox application server

In the frame of this projeciltibox has provided access to AS developed by nidtigure
11.28). The serer may be used as an alternative to the described above conndtioogides
storage formeasurements, visualisatitool and communication with sensors.

The AS implenents physical devices in software as Digital Twihat increases level of
abstraction Wwen workng with sensors and hardware.

Digital Twins may be nested ammbnfiguredas one ofseveraltype: suchasiDef aul t 0,
ABuil di ngo, f, S efinDsooorr 00,, AfRZooonneod , . EACh bfdthesenay or AT
be definel on the providedVorld map usingoordirates.

When one of these types has a defined position on world map, its actual dimensions may be
markedas a polygon. Furthem settingsfot ype fAZoneo, a precise i mi
added to the application. This facilitates easier ideatibi ofa polygon by users and relation

of it to a real floor or room in a building.

Approximate floor plan o& processing hall at USN has been mé#igure5.21) during this
work.
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Figure5.21: Processing hall approximate floorplan.

Access to the niotikunctionalitymay also be managéar different types of usefsom niotix.
There are several permissions available that can be assigned individuallg (@ igsee5.22).
The prmissions include management anddiag of separate components of the niotix, such
as accounts, Influx database, and data states.

loT Data Hub ~ [2) accounT USERS £ apikeys

Q Applications

O% Consumers

["]= Devices

‘ Search for Users Q ‘

. D Show admins from parent accounts D Show users from sub-accounts
fp Devicetypes

i“‘l Gateway Mgmt Last name First name Email Address* Active Actions
E Monitoring Dekhtyarev Vitaly 231213@usn.no
¢y sources ~ Niotix Reader fm4017.1.22h project@gmail.com

tﬂ_E_rE Connected Sys — Halvorsen Hans-Petter hans.p.halvorsen@usn.no

Administration Rows per Page 0 v 1-30f3 1

@g Settings -~

Figure5.22: niotix: accourt management.
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From theaccount nranagement togplt is also possible to generate API keys that may be used
with niotix web API for querying data stored by the serviomtix provides a documentation
on how to use web API on its official web page.

Detaled configuration dniotix senice is deschedin Appendix F.

5.7 Dashboard with Altibox and Grafana

GrafanalLabs is a company offering various solutions for querying/esughlisation odata
streamgqFigure5.23). The service is also available inrguncton with niotixas an external
tool for visualisationOne may use in addition to the existingervicesin niotix.

A significant prerequisite for thiserviceis thatit must be enabled by administrator at
Altibox for a particular niotix user aoant

Welcome to Grafana Need help? pocumentation Tuto
£l

ur first data Create your first
source dashboard

Figure5.23: Grafana: home window.

The basic building blocks of visualisation in Grafana are dashboards, whibke ftather
divided into panels and rowBigure5.24)
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88 New dashboard

sd+ Add panel

Figure5.24: Grafana: dashboard creation.

When user choses to create a pdmete appear several options for type of visuabsasind
settings Figure5.25).

& New dashboard / Edit Panel - B

- Visualizat
2023-04-04 071747002 T Isual
a5 347
v
B Query £2 Transform o Alet Graph Time series
<} Query inspector 'I|'I ~ad
! Bata
st Gauge
e ﬂ
+ Query
Bar gauge Table
-
HH
1] -
- Hoatmap
. -

Figureb5.25: Grafana: panel creation.

Each of the provided visualisation methods $&geral settings for customisation.€Timost
relevant of the used type of data is Grapgualisation Detailed description of how to setap
dastboard Grafanais presented in Appendix G.
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6 Node-REDmonitoring applicaton

If the chta forwarded from ThingPleX to connections described in chapter 5 ends up on
servers thaarenot managed by Altibox amdb not provide functionality for monitoring
measurerantsas niotix one may need to set up an additional applicaff@observe data
published to MQTT brokett is required a subscriber and visualisation tool. Dimension Four
allows to store data, but still not to visualise or downloalitéctly. Azure loT Hub works in

a similar way as MQTT broker. Fordpurposeof retrieving data from those connections,
oneneeds a servicallowing the necessargommunication and other operatiohkade RED

has been chosea investigate the possibility of alteative b niotix monitoring application

It waschosen because it coma®installed a Raspberry Pi, which can be easily integrated
in 10T, andcontainsbuilding blocks for visualisation dashboard.

NodeRED represents a browskeased programming tool. Thaol itself is built on event
drivenJavaScript runtime Nodse.and is su#ble for network operations. Because the tool is
light-weighted it may run on lowcost machines. NodRED has been installed on Raspberry
Pi and runs as a server in local netwdnkeraction with editor is performed a browser by
openingof the webpagevith IP of the server and port 1880.

Programming in Nod®ED is performed by moving nodes from a palette tontbekspace

and wirethe nodesogether Figure6.1). The workspace ithenrepresering a flow. Each

flow can be exported in JISOfdrmat document and can be saved as a file locally. The flow
can then be imported into a new flow from the €i#ng import command in menu.

=2 Node-RED

Q 4 RaWAN dashb LoRaWAN dashb LoRaVWAN dashbi Test dashboard Flow 1 P+ - ¥ debug i & % o -

debug

complete

catch

status

linkin

link call

link out

~ function

Figure6.1: NodeRED: interface 1. palette; 2. workspace

Most of the nodes are designed to perform a particular procedure, however, there is a
A f u n enbde that oan besed for custorprograns in JavaSript.

In addition to eisting built-in nodes, there are multiple additional tool setsvidedby
developers of Nod®ED and community. One of such set is N&eD dashboard, that
allows to perform simple visualisation isicoming data.
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In the bllowing subchaptersit will be denonstratedhow tobuild monitoring applications

for data from sensors connected to LoORaWAN and managed by services provided by Altibox.
The concept of this approach is to consider alternative way of creating usecaterfa
dashboard, if any of the Altdx sevices is not gailable and compare their performance.

However, it is assumed that ThingParkX is working properly and fosnat to the
established connections as planned.

6.1 MQTTprotocol

The first dashboard is assated with the connection to MQTaroker establishedith
ThingParkX.The flow consists of two MQT-Tn nodes that are subscribed to MQTT broker
hosted on HiveMQHKigure6.2). The obtained values apeocessed and disglad on chart.

Adeunis Comfort: extract temperature value Temperature (C) prosessing lab (Adeunis Comfort) -
Adeunis Comfort Reset chart: Temperature Reset: Temperature C)
Adeunis Comfort: extract humidity value Humidity (%) prosessing lab (Adeunis Comfort) d
Reset chart: Humidity Resef: RH )
Adeunis Temperature Convert HEX to signed numeric value (C) outside (7 L. ) e)
Temperature sensor value status: f)
Reset chart Reset: Temperature
a)

Figure6.2: NodeRED: MQTT dashboard desiga) flow overview; b) button node; c) function node; d) chart
node; eMQTT-in node; f) text fied node

In the flow twoMQTT subscribers are listening to the broker and ploatheed valesin a
chart after prgorocessing.

Detailed descriptiorof content of the nodes and setup isa®ed in Appendix H.

6.2 HTTRo Dimension Four interface

One of the established connections fogadata using MQTT protocol to Dimensi&our
service. The serve stores dta into a database, thdata can be retrieved using HTTP
requests and GraphQL lgumage queried{gure6.3).
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Prepare GraphQL request: Adeunis Tempera(ure. HTTP request for Adeunis Temperalure b)
Number of values to read (0 <= valua <= 100} json Process Adeunis Temperature |—

Reset chart Reset function Temperature (C) outside (Adeunis Temperature)

Prepare GraphQlL request: Temperalrue (Adeunis Comfort) HTTP request for Temperature (Adeunis Comfort)

Temperature: number of values to read (0 <= value <= 100) ison Process Temperature (Adeunis Comiort)
Reset chart: Temperaiure Reset function Temperature (C) prosessing lab (Adeunis Comfort)
Reset chart: Humidity Reset function Humidity (%) prosessing lab (Adeunis Comfort)

Humidity: number of values to read (0 <= value <= 100) json Process Humidity (Adeunis Comfort)

Frepare GraphQL request: Humidity (Adeunis Comifort) HTTP request for Humidity (Adeunis Comfort)

a)

Figure6.3: NodeRED: Dimension Four dashboard designflaw overview; b) HTTP request node; £3ON
node.

Usercan specify theumber ofdatapoint§or eachmeauredparameterwhich are to be
retrieved The obtained dapmints are then displayed in theach

Detailed description of setugnd pecificationof thenodes igpresated in Appendix .

6.310T hub

Application server niotiprovidesseveralAPIs. The most relevant is API for interaag with
Digital Twins. Functionality of the API allows user toonitor, create, delete and update
accountsusers, digal twins, virtual devces and state&rom which he mosinterestingcase
for the curent projetis monitoring of states. The overvi@frithe flow is shown irFigure
6.4.

The flow is designedh away that useinitiates readng by activatinga buton. Then a
payload for a specific Digital Twin isuilt andsent using POST HTTP method. The res@on
is processed and displayed as a time series comldatafrom the new requesbgether

with data fromall previousrequestsAdditionally, the nev respnse is displayed as a gauge.
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8 )|
:L: Read Temperatrue (Adeunis Temperature) ( JI -
@ - Temperature (C) outside (Adeunis Temperature)
i ] A e
& Read Temperatrue (Adeunis Comfort) | == = —;—._)
p .L) () Prepare Temperature single value (Adeunis Temperature) O
(o e :
T X

Adeunis Temperatrue save plof values

Read Humidity (Adeunis Comfort) I},:
/ :IiURLforsIafes O o Reset chart (=] Reset function
C J C J T
) ) hitp request () f

() ' Outdoor reader key ::—/S‘#—%:: switch
. O ¢

Temperature (C) outside (Adeunis Temperature) B_D

e

NI

)8g
{0 A~

Process Adeunis Temperature j

< : @ | json ;\-I Process Temperature (Adeunis Comfort) 0
() Processing hall reader key b \ b _)j
w | a
Reset chart: Temperature (= Reset function C ,%‘:I Temperature (C) prosessing lab (Adeunis Comfort) ..D
J T J L
lcﬂ—I ) Adeunis Comfort (Temperatrue) save plot values
- @
~C) Prepare Temperature single value (Adeunis Comfort) C D
‘:' . Temperature (C) prosessing lab (Adeunis Comfort) D
L
- @
\f ) Process Humidity (Adeunis Comfort) _D
[ X - @, C—: -
Reset chart: Humidity =~ ( =(] Reset function C I—I ] Humidity (%) prosessing lab (Adeunis Comfort) )
J C J L )
— Ly
C Adeunis Comfort (Humidity) save plot values
\ - e
) Prepare Humidity single value (Adeunis Comfort) ( i:

C Humidity (%) prosessing lab (Adeunis Comfort) D
L

Figure6.4: NodeRED: loT Hub dashboard design.

The detailed desiption of the flowand all its components is presented in Appendix J.

6.4 InfluxDB

Anotherusdul API from nidtix is the connection to InfluxDBThis method allows user to

request data for timenge of interest for a particular state. To implement that functionality

the flowhas beendesignedi t h addi ng ADate pi cpammeder f or eac
(Figure6.5). It has also been added possibility to save dataaitfite in .csv formatThe

retrieved values are plotted in dedicated chart.
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Figure6.5: NodeRED: InfluxDB flow overview

Detaled desciption of setip nodes and functions is presented in Appendix K.
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7 Results

This chaptepresents results achieved dgrimplementation of the methods describedhia t
previous chaptet

7.1 MQTTconnection

The MQTT connectiorestblished with ThingParkX is similar for both HiveMQ broker and
Dimension Four broker. Successful delivery of messages has been examined by using
MQTTX deskbp clientsubscribed to the HiveMQ brek(Figure7.1), and by visual
obseavation of the list of signals registered on Dimension Four plat{Gigure7.2).

Figure7.1: MQTT publishingon HiveMQ, observed in desktop client.

There is an error witthe mperature sensor relatedhe driverimplemented in

ThingParkX This error causes a fare during thevalue conversionral consequently
erronepus data saved in the data storadevetheless, metadata containing raw data in
Apay!l oad _ h eensavetba Bimeadios Foynthile not presented on the webpage.
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@ USNI

Usnl Overview

USNI

Adeunis Temperature

SIGNALS

3 campus Porsgru...

[ weather Statio...

Last 10 signals with real time data

MANAGE POINT

Type Unit Data Created at
[3 Ground Level
[ process Hall Temperature CELSIUS_DEGREES null 2023-04-25T10:07:57.6102
3 Building B Temperature CELSIUS_DEGREES null 2023-04-25T09:57:57.5942
+ Create Tenant Temperature CELSIUS_DEGREES nAull 2023-04-25T09:47:57.667Z
Temperature CELSIUS_DEGREES null 2023-04-25T09:37:57.592Z

Figure7.2: MQTT publisting on Dimension Four observed on fiwtal webpage.

7.2 AzureloT Hub

Successfulransmissiorio Azure cloud serviceaybe
Azure hane pag€Figure7.3).

examined in the

~ Metrics
inl a

ORGWAN-USN, Telemetry messages sent, Caunl @

i

————

i

i

Il

I

e

125

Figure7.3: Azure loT Hub metrics.

On a local machineghe nmessages have been monitored with Azure lopldter (Figure7.4).
Content of the messages corresptioctheones transmitted with MQTT connection.
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Azure IoT Explorer .
e H

(preview)

Home > LoRaWAN-USN > Devices > 0018B21000004540 > Telemetry

= M Stop [ Show system properties [i] Clearevents {} Simulate a device

E Device identity

Teleme'lry You can monitor telemetry that the device sends to the loT hub
3 Device twin
Consumer group @

[ Telemetry

€ Direct method Specify enqueue time

= Cloud-to-device message

@, Module identities
(@ Receiving events..
&7 10T Plug and Play components
Sat Mar 11 2023 18:52:00 GMT+0100 (Llenpanbhan Espona, cTaHaapTHoe Bpems):

Figure7.4: Azure loT Exporer received message.

Error message from Teragture sensorthat was shown as nuh Dimension Fouhadalso
beentransmitted to Azure and could bbserved with more detai{Eigure7.5).

rnal errocr: Error: invalid uplink paylecad: unknown frame type",
adeunis-temp2: 1"

/iot-flow/downlinkMessages/2aca%l98-2cd2-4487-8alf-5£450=e112054"

1 2023 18:52:00 eMT+0100 (lesTpanssas Espcna, cTaHmapTHOE EpeMs)

Figure7.5: Azure IbT Explorer erromessge.

The same could also be observed on ThingPark Wirelegger portalFigure7.6).
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Tt caiz 2023-03-11 18:02:00.485  2023-03-11 15:02:00.48%  FCOMM4EDE

{j ODISE21000004540 1 3656 iz (3750 S sE

Miypm: Uncanfrmedlstalis
Fiage: ADR : 1, ADRACKR=y : 0, ACK : 0
Mac () -
Data (hmx): STIONITEAITS [t mncrysted]
Oriver metadsts: modsl: sdeurizitemp:2 , spsicstion: sderie:temz2

P
1 “rode”: “com-09ET,

“message”: “driver internal error: Error: imealid wplink peyloed: wninoun Frems type”
B

i Tiemes (=) 51456
AR RSSI [ SR [ ESP CHAINS timestzmp {GPS_RADIOL | 1SM Bard RF Region GWID | GWioken | DLAlowed | ForsignOperatorNetD | ForsgnOperstoriNSID
E90BFOFS | -113.0 | 3.75 | -114,52807 | CHAIN[0J:2023-03-11T18:02:00.489Z -} | EU 863 870MHz | EUSSE_16channels.?9
£5951729 | -118.0 | 2.5 | -122,43776 | CHAIN(0J:2023-03-11T18:02:00.485Z {-} | EU 863-870MHz | EUS68_16channeks.28

Demvic [Lat (ziv]: - Lat: - Long (ziv]: - Lang: - Lo radus: - Los time: - AlR: - ARt radi: - Acs: - Horkh Visdosity: - E=st Vislosity: - ]
Remgrting Ststus: On time

ISM Band: EU 863-8A0MH:

RF Rmgion: ELESY_1&channsiz 29

AS T0: I0T_FLOWTWA_1000S33 £3574 A5

Frequency (MH): 3559

Current class: A

AS ID Status | Transmission emors
IOT_ AOW Ok None
TWA_100050938,63574.A5 | Ok None

Figure7.6: ThingPark Wireless_ogger error message.

7.3 Altibox application server

Strucure of Digital Twin comprises several nested twins identifying locatioriee areaf
the campuslt has been separat@adto areas that are supged to be used outside of the
buildingsand inside the buildings. Therefore, the campus has been divideédutkoa and

USN Building Digital Twins(Figure7.7). Each of the estedDigital Twins has been marked
on the map for eser identification.

Digital Twins
Digital twins are digital images of real things or objects.
USN Campus Porsgrunn

Kjelnes Ring 56, 3918 Porsgrunn, Norway

By 05 Coas Ferami
USN Campus Porsgrunn

Figure?.7: niotix: Digital Twin strudure
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Using the niotixools for specifymg pdygon, USN buildinghas beemarkedon the mapThis
polygon belongs to the root Digitlwi n A US N Ca mpndis supposedito include 0
all buildingsand areasn the campu@~igure 7.8).

Figure 7.8: niotix: USN Campus Porsgrunn polygon.

Building whereone of the sensors &ssumed to bplaced isProcessing halllts locaton is
marked as polygon on the sae maparound orresponding the university buildinglt canbe
easily distinguished from other buildingdhen user choose this Digital Tw{Rigure7.9).

El

Figure7.9: niotix: Processig hallpolygon.

Digital Twin Floor_2 is of tyg Fléor/Levelo , It 1 ncl utdeeflporpmmand ana g e
polygon specifying the actual size of thaor (Figure7.10). Floor type ischosen for keeping
logical structure of theonstriction. The image is not meant to repradée atud floorplan.
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E}

3
.

ey
L 757 :

Figure7.10: niotix: Floor 2 polygorwith floorplan.

Room_1 i s o {Figurer.pleandisthakedasa part of the flogrwhich correspnds
to the specifc room.

i

-

I S

—
-

o

Figure7.11: niotix: Room polygon.

Under tle Floor_2 Digital Twin the sensor Adeur@mfort is definedFigure 7.12). The
sensorasits area of activity thatmay beused to alarming wherdevices tansmitting their
locationare in the range of measuremerithe maked aea does not represent the actual
measurerant range, busimilar approach can be edin real implementatia.
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Figure7.12: niotix: Sensor polygon.

Overal design may also be shown as a 3D tigghlightingall defined elementg-igure7.13).
Outdoor and USN Building Digital Twirarein the sane location. Howewe Outdoor area has
not beenprojected to the real areadonly shows a hexagon polygon. The sensAdeuris
Temperature, nested under the Outda®iocated outside of the ProcegsHall building.

u gb 09

niotix
Q 1

FLOOR SWITCHER

llllllllll

Figure7.13: niotix: USN campus map 3D, outdoor mode.

To display the indoor elements on the geherap theuser mustactivatet he fA Enab |
mo d d&igure(.14). The map changes immediately.
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niotix OJOIOIC

0O

|

% Mapbox & CpenStreniap Improve fis map.

Figure7.14: niotix: USN canpus map 3D, indoor mode.

There has been registered only oppl&ation USN_Porsgrunn_Sensor_Neork, fortheroot
Digital Twin, that includes all availabeviceg(Figure 7.15).

Applications

Applications are logical groups of devices of any kind

Q
0~ o D sta ¢ Created at
, 26
1386 8 . 2 USN Campus Porsgrunn 03/26/2023 8:51 PM

Figure 7.15: niotix: applicatian.

With that applicationit has been registered two devices representing Ade@umfat and
Adeunis Temperature sens@Fsgure7.16). Both cevices are identified byheir DevEUI.

Devices

Devices represent physical items in the real world of 10T. ani

b}
o name w originator operationai status
v O am oo1a821000003807 [ Alibox loT Access inopsration
v [0 @n B adeunis-Temperature (wire)  [@bi8B21000864548 (D) AttiboxloT Access in operation
rowsperrage 10 v zorz

Figure7.16: niotix: devices.
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Measurementsom AdeunisComfort have beesuccessfully transferred to the nicind are
demonstratedn user interfac€Figure 7.17). The measurements are saved for tegparate
Data states: Temperature and Humidity.

I8N Campus Porsgrunn > Processing Hall mzasusnne (2) () (@) (B
Processing Hall
%) B té; (‘;c\,‘

DASHBOARD  META INFORMATION  DETAILS  DATA STATES  RULEEDITOR  RULES OVERVIEW

0 Title Value unit Source
3 r 220796 Temperature null e ®

+ @& 220796 Humidity a8 % @

Figure 7.17: niotix: Adeunis Comfardata states.

These states are alstsualisedon two separate chartSigure7.18).

~= Adeunis Comfort

Kjelnes Ring 56, 3918 Porsgrunn, Norway

Figure7.18: niotix: AdeunisComfort plot.

Adeuwnis Temperature sensor is registered as a Data state under Outdoor Digital Twin. The data
is also available on theverview screerasa plot fFigure7.19).
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Outdoor

search

v 4b usN Campus Porsgrunn (o 2:2s)
The Digital Twin represents coliection of sensors outside buildings ot USN Campus Porsgrunn.

£;) outdoor

S5 Processing Hall (1o 2a81)

Digital Twin-ID: 24516, Permission scope-ID: 14629, Account: 1008

Figure7.19: niotix: Adeunis Temperature plot.

It is possible to save data assvfile from a particular data state for desirediqe of time
(Figure7.20).

Csv-Export

The historical values of the states can be downloaded here.

Apr 26,2023 6:41 PM to Apr 28, 2023 6:41PM

(remperoturs)

Figure7.20: niotix: Adeunis Temperature data expor

7.4 Grdana dashboard

Overall dashboari$ avaibble for the endisersimilar toniotix dashboardGrafana service
retrievesdata from motix and visualisgit as defined. In this caseyo sensors produce in
total three Digital States. All these states presated aseparateharts and tablgg-igure
7.21).
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L GY 88 General / USN Campus Porsgrunn ¢ <« tht @ | @ O Last24hours ~ Q | O =]
~ Outdoor
O Temperature (Adeunis Temperature) Temperature (Adeunis Temperature)
40 Time Value
+ 30 2023-05-13 01:00:00 .
oo 20 g
08 2023-05-13 01:10:00 101
® 10 2023-05-13 01:20:00
0 2023-05-13 01:30:00 10.2
10
‘g 2023-05-13 01:40:00 101
-20
{§} 04:00 08:00 12,00 16:00 20:00 00:00 2023-05-13 01:50:00 10.5
Temperature [C] A
~ Processing Hall
Temperature (Adeunis Comfort) Humidity (Adeunis Comfort)
40.00 100.0
30.00 80.0
20.00
60.0
. 1000 o
400
0
-10.00 20.0
-20.00 0
04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00 20:00 00:00
Temperature [C] Relative humidity [%]
Temperature table (Adeunis Comfort) Humidity table (Adeunis Comfort)
Time mean | Time value
& P P
— 2023-05-13 01:00:00 2023-05-13 01:00:00
=
@ 2023-05-13 01:10:00 23.8 2023-05-13 01:10:00 43
2023-05-13 01:20:00 23.7 2023-05-13 01:20:00 44

Figure 7.21: Grafana: user interface.

Queries for each of the devideentify the sources by DevEUI and the typentdasurement
(Figure7.22). Visualisations are pushed to dispfayints with10 minutes time intea
between adjacent points, what corresponds the actual sampling rateirfiber ofpoints
displayed however, depersbn the requsted time range for the wholatdset, 2sours in
this case. Therefore, larger or shorter time ranges will result in yiisglaf data points as
separate lines, if the range is t&wrt or averaging of aes if the range is totarge
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7 loT Data Hub "LISN Campus Porsgiuni @

Figure7.22: Grafana: queries: a) Adeunis Temperature, ¢) Adeunis Comfort temperatideumis Comfort

Data can le exported from Grafana for each measy@émeter. By following ste@s
shown n Figure7.23, user enables the menu that gives options to save values for the chosen

time period.

FROM defalt  'C  WHERE  device_sul
ELECT feld (vakue) im0+
GRY =4 time (5_jmervall  fill (ol
oy Time series
LIAS BY Temperature [C]
7 loT Data Hub *USN Campus Porsgrum ~ || @
FROM defaul  "C WHERE dewvice_sul
beld (orig_value)  fest () +
SROUF B ime (5_imerval)  fill (oull] 4
Time seriss =
ALIAS BY Tenperature [C]

) IoT Data Hub "USN Campus Porsgrure « | @

FROM default %H  WHERE

fold (vahse)  Fest() +

ROUF & time (5_imerval] il (radl)
M Time series =
LIAS BY Relative humidity [%]

device_eui

Max data points
Main mereal Lo 10m
Irtereal L 10m

Eelative time:

Tirre ghify

OONSEZ 1000004540 4

a)

Max data paints

Min irterval @ 1dm
Interval @ 10m
Ralative time

Time shift

DOVEEZ 100000IBEF 4

b)

wery options
Max data paints

Wi interval @ | 10m
Intenaal @ 0m
Fied afives Firre

Time shift

OMISEXI00000IBEF

c)

humidity.
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Width of parse]

Max data points | time range:

Query inspector

Width of pand

Max data points | time range:
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Figure7.23: Grafana: de export.

7.5 Node-REDmonitoring application

In this subchapteruser interfaces developed with NeB&D programming tochre
demonstrateé. Each of tle intefaces representsseparatelashbardwith buttons, date
picker, charts and tesields, which user may interact with.

7.5.1 MQTT interface

This version of dashboail@igure7.24) has a MQTT subscriber running continuously in the
backgound. The new Jae transmitted bydevice is addedo thechart. In @ase of Adeurs
Temperature sensor, if the value is null, caused by mentioned previously error with driver, the

measurementiscoawr t ed from fApayl oad _henisdenfinfoemed i n t
tha special treatmeimwas required.This process isiowever, implenented only for one device.
AReset charto button allows to clear the cha
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= USN Campus in Porsgrunn MQTT
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RESET CHART: TEMPERATURE RESET CHART

o . i Temperature 2023-04-09T15:15:59.618-+00:00: Value in
Humidity (%) prosessing lab (Adeunis Comfort) sensor value  payload is null. Converted from HEX
100 status: temperature is: 9.3
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Figure7.24: NodeRED: MQTT dashoard.

7.5.2 Dimension Four interface

The dashoad givesa user an opportunity to retrieve a certain number of stored data points
from the platform. Thenumber is limited from 0 to 100, if the number exceeds 08,
replaced with 10 (Figure7.25). Each of the parameteisreadseparately.



= USN Campus in Porsgrunn HTTP Dimension Four
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Figure7.25. NodeRED: Dimension Foudashbard.

7.5.3 Niotix interface

The interface allowa user to requesielast value stored for@ata state in the niotix 10T hub
(Figure 7.26). The value is then visualised with a gauge widget and is plotted in the chart.
Reading of dat is intialised bytheuser for eah individualparaneter.



s in Porsgrunn Miotix
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Figure7.26: NodeRED: niotix dashbard

7.5.4 InfluxDB interface

InfluxDB dashboard provides a cmmnientway to requestvailable masurements foa
desired period, display them and st@s csv fileFigure7.27)
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= USN Campus in Porsgrunn InfluxDB

Adeunis Comfort Adeunis Temperature
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Figure7.27: NodeRED: InfluxDB dashboard.

The valus arefirst stored in thdlow-variableandten usi ng fASave to
to text and stored to the specified pdtig(re7.28).
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a) b)

C)

Figure7.28: NodeRED: InfluxDB dashboard data: a) output from the dashboard; b) content of the saved file; c)
list of saved files.
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