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Summary:  

This project aims to integrate unused process data from Solder Paste Inspection (SPI) and 

Automatic Optical Inspection (AOI) inspection machines into WATS, a cloud-based test data 

management solution by Virinco designed for the electronics industry. WATS enables 

factories such as Inission Løkken with improved process monitoring and quality control. 

Currently, this data remains siloed and unanalyzed, creating gaps in root cause analysis when 

defects are detected later in production. 

 

The project involves developing an automation tool that collects process data from three 

inspection stages inside the primary production line for Surface Mount Technology (SMT) – 

specifically SPI, AOI-Pre (Pre-Reflow Automated Optical Inspection), and AOI-Post (Post-

Reflow Automated Optical Inspection) —and reports it to WATS with minimal latency. By 

transforming machine output data into a format compatible with WATS, the solution will 

enable process capability calculations and establish baseline quality metrics from historical 

data. 

 

A key delivery is a dashboard within WATS that displays process data across all three 

inspection stages, allowing engineers to identify correlations between process variations and 

defects, reducing rework time and improving production efficiency. The dashboard will also 

provide quality transparency for customer-facing purposes. 

 

The project is expected to demonstrate the feasibility of automated data integration, establish 

a foundation for continuous process improvement, and provide actionable insights into 

production quality trends that were previously unavailable. 
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Nomenclature 
Note – Manufacturing Process Stages:  

PCB (Printed Circuit Board) and PCBA (Printed Circuit Board Assembly) represent distinct 

stages. This project integrates data from three checkpoints: SPI (checking the bare board's 

paste), AOI-Pre (checking component placement before soldering), and AOI-Post (checking 

the final soldered joints). This provides visibility from the start of the line through to the 

finished product. 

 

Note – Dashboard vs. Ops UI:  

The project creates a dashboard within the WATS platform for process, data visualization and 

analysis. This is distinct from Ops UI (Operations User Interface), which is a local 

monitoring interface showing queue depth, system status, and connectivity. The WATS 

dashboard is the primary interface for historical analysis, trend visualization, and process 

capability metrics – The Ops UI is for operational monitoring during data ingestion. 

 

Note – Process Capability Calculations:  

Cp (Process Capability Index) and Cpk (Process Capability Index, Adjusted) calculations are 

performed internally by WATS using the integrated data. This project does not implement 

capability calculations – instead, it ensures data quality and completeness to enable accurate 

statistical analysis within WATS. Historical data integration establishes baseline capabilities. 
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Term / Acronym Definition / Description Context / Notes 

.NET 

A software framework 
developed by Microsoft used to 

build and run applications on 

Windows. 

The underlying platform for 

the LabVIEW and 

FileSystemWatcher 

components. 

AOI 

Automated Optical 

Inspection – A machine that 
uses cameras and image 

processing to visually inspect 

boards for defects (like missing 

parts or bad solder). 

Used at two stages: Pre-

Reflow and Post-Reflow. 

AOI-Post 

Post-Reflow AOI – Inspection 

performed after the oven to 

verify that solder joints have 
formed correctly and parts are 

aligned. 

Final quality check before 

functional testing. 

AOI-Pre 

Pre-Reflow AOI – Inspection 

performed before the oven to 
verify that components are 

placed correctly on top of the 

solder paste. 

Intermediate quality check. 

BFRE 

Binary Formatted Results 

Envelope – A text file 

generated by the machine 

containing summary data 
(Barcode, Pass/Fail status, 

Timestamp). 

Paired with BZMD files. 

Acts as the "header" 

information. 

BZMD 

SAKI XML Metadata – A 

detailed data file generated by 
the machine containing 

specific measurements (height, 

volume, shift) for every 
component. 

Paired with BFRE files. 

Contains the detailed "body" 

of the data. 

Canonical Payload 

A standardized, internal data 

format used by this tool. It acts 

as a "universal translator" 
between the machine's raw 

files and the WATS cloud 

format. 

Internal data model used by 

the Python script. 

Cp 

Process Capability Index – A 

statistical score that predicts if 

a process could meet quality 

standards if it were perfectly 
centered. 

A theoretical "potential" 

score. Higher is better. 

Cpk 

Process Capability Index 

(Adjusted) – A statistical score 
that shows if a process is 

actually meeting quality 

A realistic "actual 

performance" score. Higher 

is better. 
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standards, accounting for drift 

or misalignment. 

Dead-letter Queue (DLQ) 

A specific folder where 
"failed" reports are moved if 

they cannot be uploaded to 

WATS (e.g., due to data 

errors). 

Prevents bad files from 

blocking the system. 

Requires manual review. 

Debounce 

A programmed delay (e.g., 1 

second) that waits for a file to 

stop changing before trying to 
read it. 

Prevents the system from 

trying to read a file while the 

machine is still writing it. 

FileSystemWatcher 

A software tool that monitors a 

specific folder and triggers an 

alert the instant a new file is 
created or changed. 

Replaces the need to 

constantly "ask" the folder if 

new files exist. 

FPY 

First Pass Yield – The 

percentage of products that 

pass all inspections correctly 
on the very first try, without 

needing any rework. 

A key Key Performance 

Indicator (KPI) calculated 

by WATS. 

Idempotency 

A safety feature ensuring that 
if the same report is uploaded 

twice, it does not create a 

duplicate record or corrupt the 

database. 

"Safe to repeat." 

IMRAD 

Introduction, Methods, 

Results, and Discussion – The 

standard structural format used 
for academic and scientific 

reports. 

The structure used for this 

document. 

JSON 

JavaScript Object Notation – 

A standard, text-based file 
format that is easy for both 

humans and computers to read. 

The format used to send data 

to WATS. 

JSON Schema 

A "rulebook" that defines 

exactly how a JSON file must 
be structured (which fields are 

required, what data types are 

allowed). 

Used to validate data before 

sending it to WATS. 

Lean 

Lean Manufacturing – A 

philosophy focused on 

minimizing waste (time, 

resources, defects) and 
maximizing value. 

The organizational 

philosophy at Inission 

Løkken. 

NG / OK 

No Good / Good – The 

standard status codes used by 
the machines to indicate if a 

specific component passed or 

failed inspection. 

NG = Fail, OK = Pass. 

Ops UI 
Operations User Interface – 
The local dashboard running 

on the factory floor computer, 

Used for monitoring the tool 

itself. 
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showing the operator if files 

are queuing up or if errors 

occur. 

PCB 

Printed Circuit Board – The 

bare green board with copper 

wiring before any components 

are attached. 

The starting material. 

PCBA 

Printed Circuit Board 

Assembly – The finished board 

with all electronic components 
soldered onto it. 

The final product after the 

Reflow oven. 

Process Capability 

A measure of how consistently 

a machine can produce parts 

that meet engineering 
specifications. 

Measured using Cp and 

Cpk. 

Process Heatmap 

A visual grid in WATS where 

colors (Green/Red) show 

pass/fail rates across different 
products or batches. 

Helps engineers spot 

patterns quickly. 

Python 

A popular programming 

language used in this project to 
read the machine files and 

convert them into WATS 

format. 

The "brain" of the 

conversion layer. 

Reflow 

Reflow Oven – A machine that 
heats the PCB to a precise 

temperature to melt the solder 

paste and permanently attach 
components. 

The critical step between 

AOI-Pre and AOI-Post. 

Root Cause 

The fundamental, underlying 

reason for a defect (e.g., 

"clogged nozzle") rather than 
just the symptom (e.g., 

"missing paste"). 

What WATS Alvea helps 

identify. 

SMT 

Surface Mount Technology – 

The method of manufacturing 
where components are 

mounted directly onto the 

surface of the PCB. 

The main production 

process at the facility. 

SPI 

Solder Paste Inspection – A 

machine that measures the 

volume and height of solder 

paste printed on the board. 

The first quality checkpoint 

in the line. 

Traceability 

The ability to track the history 

of a specific unit through every 

step of production 

(SPI → AOI → Reflow). 

Allows linking a final defect 

back to its origin. 

Unit Flow 

A WATS feature that 

visualizes the journey of a 

single unit through the 
manufacturing process. 

Used to see where a unit is 

currently located. 
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UUT 
Unit Under Test – The 

specific PCB or product 

currently being inspected. 

Standard WATS 

terminology. 

WATS 

A cloud-based software 

platform used to collect, 

analyze, and visualize test and 

repair data. 

The destination system for 

all data in this project. 

WATS Alvea 

An AI (Artificial Intelligence) 

tool built into WATS that helps 

analyze data to find root causes 
of failures. 

Advanced analytics feature. 

WATS Client 

A software agent usually 

installed on machines to upload 

data. Note: This project 
replaced the WATS Client with 

a custom API solution. 

The standard alternative to 

this project's tool. 

WBS 

Work Breakdown 

Structure – A project 
management chart that breaks 

the project down into smaller, 

manageable tasks. 

Used for planning the 

timeline. 

WSJF 

WATS Standard JSON 

Format – The specific JSON 

structure required by WATS to 

accept inspection data. 

The "language" WATS 

speaks. 
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1 Introduction 
 

Within the factory floor of Inission Løkken, process data integration has become the standard 

practice for centralized analysis. However, data from the SMT process – specifically SPI and 

AOI – has not yet been integrated into the central WATS database. This project addresses that 

missing gap by automating the collection, parsing and uploading inspection data directly into 

WATS, enabling near real-time monitoring with minimal latency and quality analytics across 

the complete manufacturing process. 

1.1 Background 

 

Electronics manufacturing at Inission Løkken relies on a multi-stage Surface Mount 

Technology (SMT) production line where printed circuit boards (PCBs) undergo three critical 

automated inspection processes: 

1. Solder Paste Inspection (SPI): Validates solder paste deposit volume, height, and 

coverage before component placement 

2. Pre-Reflow Automated Optical Inspection (AOI-Pre): Verifies component 

placement accuracy before reflow soldering 

3. Post-Reflow Automated Optical Inspection (AOI-Post): Inspects solder joint 

quality after reflow oven. 

Each inspection machine generates detailed measurement data—solder volumes in 

micrometers, component placement coordinates, defect classifications, and high-resolution 

images—yet this data remains “siloed in machine-local file systems” and is not integrated 

into the facility's centralized quality management infrastructure. 

The facility currently utilizes WATS (Virinco's cloud-based test data management platform) 

for functional test data analysis, providing process capability metrics (Cp/Cpk), defect 

trending, and root cause investigation tools. However, SPI and AOI inspection data is 

excluded from this system, creating a critical visibility gap: when defects are detected during 

functional testing or field failures occur, engineers lack the inspection history needed to 

correlate failures with upstream process variations. 
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This project addresses that gap by developing an automation tool that collects, normalizes, 

and uploads inspection data from all three SMT stages into WATS, enabling: 

- Cross-process correlation analysis: Linking SPI paste deposit anomalies to 

downstream AOI solder joint defects 

- Process capability assessment: Statistical analysis (Cp/Cpk) of inspection 

measurements to quantify process performance 

- Real-time anomaly detection: Immediate visibility into process deviations before 

large batches are affected 

- Historical traceability: Complete inspection genealogy for every manufactured unit, 

supporting ISO 9001 quality investigations 

 

By integrating previously unused inspection data into existing analytics infrastructure, the 

project transforms dormant machine outputs into actionable quality insights, supporting data-

driven process optimization without requiring changes to production equipment or 

workflows.  

1.2 Objectives 

The primary objective of this project is to automate the collection and integration of inspection 

data from three critical process stages – SPI, AOI-Pre and AOI-Post – Into WATS, enabling 

near real-time process monitoring with minimal latency.  

Secondary objectives include: 

1. Develop an automation tool that retrieves process data from SPI and AOI machines 

and reports it to WATS during machine operation, with historical data integration 

to establish baseline process capabilities. 

2. Create an Ops UI dashboard within WATS that displays process data from all three 

inspection sources, enabling both internal process monitoring and identification of 

correlations between process variations and defects. 

3. Enable process capability analysis by ensuring data quality and completeness to 

support Cp and Cpk calculations within WATS, providing quantitative and 

qualitative assessment of process performance. 

4. Identify integration challenges in the current sources for data that could hinder 

WATS integration, affect statistical validity, or reduce dataset usefulness, 

documenting findings for future improvements. 

Through these objectives, the project aims to establish a complete data integration framework 

that enables data-driven quality management and process optimization across the entire SMT 

production line.  

1.3 Scope and Limitations 

The project integrates inspection data from three SMT process stages into WATS with near 

real-time reporting capabilities. The solution is limited to the primary production line and 

does not include custom dashboard development (WATS platform dashboard only).  

The historical data for process capability establishment will be limited to a specific 

manufacturing order (Lot) that is available from the three SMT process stages.  
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1.4 Structure and Approach 

 

This report follows the Introduction, Methods, Results, and Discussion (IMRaD) structure, 

which emphasizes clear methodology documentation and critical analysis of results 

(Kulyabov et al., 2024). This framework aligns with USN guidelines for Master's project 

reports, emphasizing scientific rigor, methodology transparency, and presentation quality. 

Project execution follows a Work Breakdown Structure (WBS) organized into four distinct 

phases:  

1.  Initiation – Project Planning, requirements definition, and stakeholder alignment 

2.  Elaboration – Technical analysis, design decisions, and tool evaluation 

3.  Construction – Implementation of automation tool and dashboard 

4.  Transition – Testing, validation and knowledge transfer for production deployment 

Project management is conducted through ClickUp, an online project management platform 

utilizing Gantt charts and WBS to visualize project time and deliverables. Detailed project 

schedule can be viewed in Appendix B. 

 

 

  

Section  Criteria  

Introduction and theory  Scientific base  

Theoretical insight  

Goal description  

Own contribution  

Methods and working practice  Skill level  

Working methods  

Effort  

Degree of independence  

Results and Discussion  Project result  

Analysis and discussion  

Critical reflection  

Own contribution / goal attainment  

Presentation  Structure  

Language  

Form  

Table 1.1: Guidelines used by external assessors when evaluating the report. 
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1.5 Budget and Cost 

Project execution requires allocation of resources across software tools, hardware 

infrastructure, development tools, and personnel time. The following outlines the primary 

cost components and resource allocation. 

1.5.1 Software and Project Management 

ClickUp Business Plus serves as the primary project management platform. The project 

structure and task organization are administered by the project lead with full access rights, 

while team members are granted limited access enabling them to view project progress, tasks, 

and deliverables without modification capabilities. This tiered access approach optimizes cost 

while maintaining necessary visibility across the team. 

Cost: Approximately 295 NOK/month for the project duration included one-month free trial.  

(2 months) = 590 NOK 

1.5.2 Hardware Infrastructure 

A dedicated computer is provisioned as the primary data collection and processing unit for 

the automation tool. This computer is sourced internally through the IT department and 

configured specifically for this project to serve as the central collector and validator of SPI 

and AOI inspection data before transmission to WATS. Configuration and maintenance are 

handled through internal IT infrastructure, with no direct project costs incurred for hardware 

acquisition. 

Cost: Absorbed through internal IT infrastructure = 0 NOK direct cost 

1.5.3 Development and Analysis Tools 

Development activities utilized industry-standard tools and frameworks. Additionally, 

artificial intelligence tools were employed to assist with code generation and documentation, 

strictly adhering to USN guidelines. 

 

GitHub Copilot: Utilized for code completion, boilerplate generation (Python/LabVIEW), 

and debugging assistance. 

ClickUp: Project management and scheduling. 

Cost: 

GitHub Copilot: ~200 NOK/month × 3 months = 600 NOK 
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1.5.4 Adherence to AI Guidelines (USN) 

In accordance with the University of South-Eastern Norway (USN) guidelines for the use of 

Artificial Intelligence, this project utilized AI tools (specifically GitHub Copilot and Large 

Language Models) as supportive technologies. 

 

Usage: AI was used as a "discussion partner" for structural planning, code syntax 

verification, and generating boilerplate documentation. 

Verification: All AI-generated code and text were critically evaluated, tested, and validated 

by the author. No sensitive, personal, or proprietary data was input into open AI models. 

Authorship: The author retains full responsibility for the content, logic, and conclusions 

presented in this report and the functionality of the developed software. 

1.5.5 Internal Resource Allocation 

While not representing direct financial expenditure, internal resource allocation constitutes a 

significant component of the project's total cost of ownership. The following personnel 

resources have been allocated based on actual time tracking through the project lifecycle 

referring to Table 1.2: 
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1.5.6 Project Lead/Developer Time (Primary Resource) 

 

Phase Period Allocated Hours Status 

Phase - Initiation Sep 15 8 hours Complete 

Project Kickoff & Scope Sep 15 4 hours Complete 

Requirements Gathering Sep 15 12 hours Complete 

WBS Definition Sep 15 6 hours Complete 

Phase - Elaboration Sep 25 - Oct 17 ~60 hours Complete 

Architecture & Design Sep 25 20 hours Complete 

Risk Assessment & Mitigation Oct 2 8 hours Complete 

Prototype Development Oct 17 32 hours Complete 

Phase - Construction Oct 17 - Nov 8 ~80 hours Complete 

Implementation of Core System Nov 1 50 hours Complete 

WATS Integration Nov 7 20 hours Complete 

Testing & Validation Nov 10 10 hours Complete 

Phase - Transition Nov 10 - Nov 17 ~20 hours Complete 

Deployment & Handover Nov 11 8 hours Complete 

Training & Documentation Nov 13 8 hours Complete 

Project Closure Nov 17 4 hours Complete 

Phase - Report Writing Sep 15 - Nov 17 ~90 hours Ongoing 

Table 1.2: Project Lead / Developer Time Usage (Primary Resource) 

Actual Time Tracked: 270 hours total (180 hours implementation + 90 hours report 

writing)  
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1.5.7 Internal Organizational Support 

Throughout the development lifecycle, domain experts from Inission Løkken organization 

provided critical technical consultation, manufacturing process knowledge, and integration 

support: 

 

Technical Consultation & Domain Expertise: ~15 hours 

•   SPI/AOI inspection process requirements 

•   WATS integration requirements and API guidance 

•   Manufacturing workflow analysis 

 

Review & Feedback Sessions: ~8 hours 

•   Architecture review and validation 

•   Prototype demonstrations and feedback. 

•   Integration testing coordination 

 

Integration Testing Support: ~5 hours 

•   Access to test equipment and production data 

•   Validation of output formats and data structures 

•   Production environment testing assistance. 

 

Total Organizational Support: ~28 hours 
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1.5.8 Cost Calculation  

Using standard internal billing calculations: 

Project Lead/Developer (270 total hours: 180 hours for implementation + 90 hours for report 

writing): 

• At 800 NOK/hour (typical consultant rate): 216,000 NOK 

• At 400 NOK/hour (internal rate): 108,000 NOK 

Organizational Support (28 hours): 

• At 800 NOK/hour (senior specialist rate): 22 400 NOK 

• At 400 NOK/hour (internal rate): 11 200 NOK 

Total Internal Resource Cost: 

• External rate basis: 238,400 NOK 

• Internal rate basis: 119,200 NOK 

Direct Costs (Actual Expenditure) 

Category Cost (NOK) 

ClickUp Business Plus (3 months) 590 NOK 

GitHub Copilot (3 months) 600 NOK 

Total Direct Costs 1,090 NOK 

Indirect Costs (Absorbed) 

Category Market Value Project Cost 

Hardware Infrastructure (IT Department) ~15,000 NOK 0 NOK 

Development Tools & Licenses ~5,000 NOK 0 NOK 

Total Indirect Costs ~20,000 NOK 0 NOK 

Internal Resource Costs (Time Allocation) 

Resource Hours Internal Rate External Rate 

Project Lead/Developer 180 72,000 NOK 144,000 NOK 

Project Lead/Developer 90 36,000 NOK 72,000 NOK 

Organizational Support 28 11,200 NOK 22,400 NOK 

Total Internal Resources 298 119,200 NOK 238,400 NOK 
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Total Project Cost 

 

 

Note: Internal resource costs reflect opportunity costs and resource allocation but do not 

represent actual cash expenditure, as all personnel are paid employees within the 

organization. The direct cost of 1,090 NOK represents the only actual financial outlay, 

demonstrating exceptional return on investment for the organization. 

Return on Investment (ROI) Projection 

The automation tool is projected to save 2-4 hours per week in manual data processing and 

validation activities. Using internal billing rate for savings calculation: 

Weekly time savings: 2-4 hours × 400 NOK/hour = 800-1,600 NOK/week 

Monthly savings: ~3,200-6,400 NOK 

Annual savings: ~38,400-76,800 NOK 

Break-even periods: 

- Direct costs only (1,190 NOK): 1-2 weeks 

- Full internal costs (120,390 NOK): 19-38 months 

- Full external equivalent (239,590 NOK): 37-75 months 

Beyond direct time savings, the system provides additional value through: 

• Improved data quality and traceability 

• Enhanced manufacturing process visibility through automated WATS integration 

• Scalability to additional production lines without proportional resource increase 

• Customer satisfaction 

Calculation Method Total Cost 

Direct costs only 1,090 NOK 

Direct + Internal rates 120,390 NOK 

Direct + External rates 239,590 NOK 

Full market value 259,590 NOKs 
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2 Theory 
This chapter establishes the theoretical foundations underpinning the automation tool's design 

and implementation. The project integrates principles from cyber-physical systems 

architecture (Chapter 2.1), data integration theory (Chapter 2.2), data quality frameworks 

(Chapter 2.3), manufacturing execution systems standards (Chapter 2.4), and data format 

standardization (Chapter 2.5). 

 

2.1 Industry 4.0 and Cyber-Physical Systems 

Industry 4.0, commonly known as the Fourth Industrial Revolution, represents a change in 

thinking in manufacturing through convergence of digital, physical, and biological systems 

(Schwab, 2016). While the first industrial revolution introduced mechanical production using 

water and steam power, the second enabled mass production through electric power, and the 

third brought automation via electronics and information technology, Industry 4.0 is not a 

single technology but rather the integration of multiple technological breakthroughs that blur 

traditional boundaries between disciplines. 

2.1.1 Cyber-Physical Systems (CPS) 

 

The term cyber-physical systems (CPS) emerged in 2006, coined by Helen Gill at the 

National Science Foundation (NSF) in Austin, Texas, United States (NSF Workshop on 

Cyber-Physical Systems, 2006). CPS refers to a new generation of systems with integrated 

computational and physical capabilities that can interact with humans through multiple 

modalities, creating links between disciplines that were previously isolated. 

 

CPS is foundational to Industry 4.0 and Internet of Things (IoT) applications, where 

computational systems are deeply integrated with physical manufacturing equipment. The 

conceptual framework enables organizations to view manufacturing not as isolated machines 

but as interconnected systems where data flows seamlessly from physical equipment to 

computational analysis to human decision-makers. 

 

Relevance to This Project: The automation tool operates within a CPS architecture where 

physical inspection machines (SPI, AOI) generate data consumed by computational systems 

(WATS analytics platform) to enable human decision-making (process optimization, quality 

management). Understanding CPS architecture principles is essential for designing 

appropriate data integration solutions. 
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2.1.2 CPS Architecture Models 

CPS architecture is described through two primary models: 

 

1. Five-Level CPS Structure (5C CPS) 

 

Widely adopted in smart manufacturing, the 5C model progresses through five hierarchical 

layers (Lee et al., 2015): 

 

-   Connection Layer (Level 1): Data acquisition from physical devices through sensors, 

machine outputs, and inspection equipment 

-   Conversion Layer (Level 2): Transformation of raw data into standardized, analytics-

ready formats through parsing, normalization, and validation 

-   Cyber Layer (Level 3): Aggregation and centralized storage in computational systems, 

enabling cross-source data correlation 

-   Cognition Layer (Level 4): Insights and visualizations for human understanding through 

analytics, dashboards, and AI-powered root cause analysis 

-   Configuration Layer (Level 5): Automated responses and system optimization through 

closed-loop control, alerts, and process adjustments 

 

2. NIST CPS Framework 

 

The National Institute of Standards and Technology (NIST) framework divides CPS into 

three integrated aspects (NIST, 2013): 

- Cyber: Computational and communication systems (software, networks, databases) 

- Physical: Mechanical and electrical manufacturing equipment (inspection machines, 

robots, conveyors) 

- Human: Operator interaction, supervision, and safety oversight 

 

Application to This Project: Figure 2.1 illustrates the five-level CPS model as applied to 

this project. The automation tool implements Levels 1–2 (Connection and Conversion), 

establishing the data foundation upon which the WATS cloud platform implements Levels 3–

5 (Cyber, Cognition, Configuration). 
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Key Insight: Clear separation between levels enables independent evolution of each layer. 

The automation tool (Levels 1–2) can be upgraded without modifying WATS platform 

(Levels 3–5), and vice versa, provided the WSJF interface contract remains stable. 

  

Figure 2.1: Five-Level CPS Architecture—Hierarchical Model 
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2.2 Data Integration Theory in Manufacturing 

 

Manufacturing data integration addresses the challenge of consolidating heterogeneous data 

sources into unified analytics platforms. Xu (2011) identifies three fundamental challenges: 

1. Heterogeneity: Equipment from different vendors produces non-standardized formats 

(proprietary XML schemas, binary files, machine-specific encodings) 

2. Volume: High-frequency inspection generates massive data volumes requiring 

efficient processing (e.g., 2600+ measurement points per PCB, multiple inspections 

per second) 

3. Real-time Requirements: Production decisions require near-instantaneous data 

availability to prevent defective propagation across batches 

 

2.2.1 Extract-Transform-Load (ETL) Pattern 

 

The automation tool implements the classic ETL pattern from data warehousing theory 

(Theodorou et al.): 

 

Extract Phase: Automated detection and retrieval of source data from equipment output 

directories. In this project, LabVIEW FileSystemWatcher monitors network shares new 

BZMD/BFRE file pairs from SPI and AOI machines. 

 

Transform Phase: Normalization of heterogeneous formats to canonical structure through: 

- Unit conversion (micrometers ↔ nanometers) 

- Status enumeration mapping (Pass/Fail/Conditional ↔ Ok/Ng) 

- Timestamp standardization (local time → ISO 8601 UTC) 

- Barcode format normalization (removing leading zeros, standardizing separators) 

 

Load Phase: Upload of standardized payloads to analytics platform. WSJF (WATS Standard 

JSON Format) payloads are transmitted via REST API to WATS cloud infrastructure. 

 

Purpose: This pattern ensures data quality and consistency before analytics consumption, 

preventing "garbage in, garbage out" scenarios where poor input data invalidates downstream 

analysis.  
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2.2.2 ISA-95 Manufacturing Integration Architecture 

 

ISA-95 (ANSI/ISA-95.00.01-2010) defines a standard model for manufacturing operations 

management, organizing systems into hierarchical levels: 

 

- Level 0–2: Physical processes and control systems (inspection machines, PLCs) 

- Level 3: Manufacturing Execution Systems (MES) coordinating production activities 

- Level 4: Enterprise Resource Planning (ERP) systems for business planning 

 

Application to This Project: The automation tool operates at the Level 2–3 boundary, 

bridging equipment-level data (SPI/AOI outputs) to MES-level analytics (WATS platform). 

This positioning aligns with ISA-95 principles of clear functional separation between control 

systems and enterprise systems. 

2.3 Data Quality Frameworks 

Data quality is critical in manufacturing analytics: inadequate quality input data directly 

undermines process capability calculations, statistical process control, and AI-driven root 

cause analysis. 

2.3.1 Wang & Strong Data Quality Dimensions 

Wang & Strong (1996) established a widely cited framework defining data quality through 

four categories and fifteen dimensions (Table 2.1). This project focuses on five dimensions 

directly relevant to manufacturing data integration: 

 

Table 2.1 Wang & Strong Data Quality Dimensions Applied to This Project 

  

Dimension Implementation 

Accuracy Schema validation against XSD, 

measurement unit normalization 

Completeness Required field validation (FR-060 - Table 

C.1), missing data flagging 

Consistency Cross-source barcode normalization, 

timestamp standardization 

Timeliness  <10s detection latency, real-time upload 

queue 



 

 

   

Faculty of Technology, Natural sciences and Maritime Sciences 
Campus Porsgrunn 

Critical Insight: These dimensions are interdependent. For example, incomplete data 

(missing barcodes) prevents consistency validation (cross-source linkage), which undermines 

accuracy of traceability analysis. The automation tool implements multi-gate validation 

(Chapter 3.3.3) to enforce all five dimensions before WATS upload. 

2.4 Manufacturing Execution Systems and Quality Standards 

 

Manufacturing execution systems (MES) coordinate production activities by collecting real-

time data from equipment and providing analytics to support quality management and process 

optimization. 

2.4.1 MES Functional Areas 

 

ISA-95 defines 11 MES functional areas; this project addresses three: 

1. Data Collection: Automated acquisition of inspection results from SPI and AOI 

machines (Chapter 3.3.1 Connection Layer) 

2. Quality Management: Process capability analysis (Cp/Cpk) and defect trending 

enabled by complete inspection data in WATS. 

3. Traceability: Unit-level genealogy tracking through barcode linkage across SPI → 

AOI-Pre → AOI-Post inspection stages 

 

2.4.2 IPC Standards for Electronics Assembly 

The automation tool aligns with IPC (Association Connecting Electronics Industries) 

standards: 

- IPC-A-610 (Acceptability of Electronic Assemblies): Defines inspection criteria for 

solder joints, component placement, and cleanliness. WATS analytics enable 

comparison of actual measurements against IPC-A-610 acceptance thresholds. 

- IPC-J-STD-001 (Soldering Standards): Specifies solder joint quality requirements. 

SPI volume/height measurements and AOI solder fillet analysis support conformance 

verification. 

- IPC-1782 (Traceability for Electronics Assemblies): Requires unique identification of 

units and components. Barcode tracking through the automation tool enables 

component-level genealogy required for ISO 9001 quality investigations. 

 

Purpose: Automated data capture supports ISO 9001 quality management requirements by 

providing objective evidence of process control and traceability for nonconformity 

investigations. 
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2.5 Data Format Standardization Challenges 

SPI and AOI inspection machines produce output in vendor-specific formats requiring 

normalization before analytics consumption. 

2.5.1 Unified Data Format: BZMD/BFRE Architecture 

Both SPI and AOI inspection systems (SAKI vendor) produce output in identical format 

pairs: 

 

BFRE (Binary Formatted Results Envelope—plain text): 

- Contains: Barcode, Inspection Result (Pass/Fail), Timestamps, Operator Info, 

Judgment Data 

- Role: Process-agnostic execution log providing metadata 

- Format: Key-value pairs in plain text (e.g., `SerialNumber=25-123456`) 

 

BZMD (SAKI XML Metadata and Measurement Data): 

- Schema: `InspectDataSchema.xsd` (unified across all inspection types) 

- Contains: Hierarchical measurement results, calibration data, component metadata, 

defect classifications 

- Structure: `inspectResult → inspectObjectResultList → inspectWindowResultList 

→ sampleList` 

- Format: XML with nested elements representing board → panel → component → 

measurement hierarchy 

 

Key Insight: The XML schema is inspection-type-agnostic. Differentiation occurs at the 

measurement field level (e.g., SPI reports `Height/Volume/Area`, AOI reports 

`Shift_X/Shift_Y/Rotation`), not the container structure level. This enables unified parsing 

logic with inspection-specific field extraction. 

2.5.2 Measurement Characteristics by Inspection Type 

Solder Paste Inspection (SPI): 

- Measurement Fields: Height (µm), Volume (µm³), Area (µm²), Bridge Detection 

(boolean), Coverage (%) 

- Measurement Precision: Micrometer scale (2.5 µm/pixel calibration per SAKI 

specification) 

- Data Density: 100–1000+ measurement points per board (one per solder paste 

deposit) 

- Status Values: `Pass/Fail/Conditional` (from `inspectWindowResult@aiJudgement` 

XML attribute) 
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Automated Optical Inspection (AOI-Pre and AOI-Post): 

- Measurement Fields: Component Width/Height (nm scale), Shift vectors (X/Y/Z in 

nm), Rotation (degrees), ResultType (Found/NotFound/Misaligned) 

- Measurement Precision: Nanometer scale (indicated by `scale="nano"` attribute in 

XML) 

- Data Density: 2600+ measurement points per board in complex assemblies 

- Status Values: `Ok/Ng/Conditional` (from `inspectWindowResult@aiJudgement` 

XML attribute) 

2.5.3 Cross-Format Unification Challenge 

Despite identical XML semantics, critical differences emerge that require normalization: 

 

Scale Variations: 

- SPI: Micrometer (µm) and percentage (%) 

- AOI: Nanometer (nano), percentage (%), and degrees 

 

Unit Declarations: Each measurement value includes a `scale` attribute: 

- SPI example: `<sample scale="micro" value="111.277196"/>` → 111.28 µm Height 

- AOI example: `<sample scale="nano" value="1437696"/>` → 1437.696 µm (1.438 

mm) Width 

 

Implication for Conversion: The automation tool must: 

1. Extract `scale` attribute from each `<sample>` element 

2. Convert to canonical units (all linear measurements → micrometers, all angles → 

degrees) 

3. Validate unit consistency before WSJF payload generation 

 

Status Enumeration Mapping: 

- SPI exports: `Ok/Ng/Conditional` 

- AOI exports: `Ok/Ng/Conditional` 

- WATS requires: `PASS/FAIL/CONDITIONAL` (uppercase, standardized spelling) 

Barcode Format Variations: 

- SPI may export: `25-123456` (10 characters with hyphen) 

- AOI may export: `025-123456` (11 characters with leading zero) 

- WATS requires: Consistent format for Unit Flow linkage 

Normalization Strategy: Chapter 3.3.3 describes the five-gate validation process that 

implements these conversions. 
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2.5.4 WATS Standard JSON Format (WSJF) 

WSJF is Virinco's canonical format for test and inspection data, designed to unify 

heterogeneous sources (functional test, ICT, boundary scan, optical inspection) into a 

consistent structure for analytics consumption. 

 

Design Goals: 

1. Vendor Neutrality: Abstract away equipment-specific formats (BZMD, STDF, custom 

XML) 

2. Extensibility: Support diverse measurement types (dimensional, electrical, visual) 

without schema changes 

3. Traceability: Mandatory identifiers (barcode, timestamp, process number) enable 

cross-source linkage 

4. Efficiency: JSON format enables web-based parsing and RESTful API integration 

 

Core Structure (see Appendix D.4.2 for complete specification): 

```json 

{ 

  "sequenceName": "BOARD123456",          // Barcode identifier 

(required) 

  "processNumber": 400,                    // Process type: 

400=SPI, 401=AOI-Pre, 402=AOI-Post (required) 

  "startDateTime": "2025-11-11T08:30:45Z", // ISO 8601 UTC 

timestamp (required) 

  "status": "PASS",                        // Aggregate status: 

PASS/FAIL/CONDITIONAL (required) 

  "measurements": [                        // Measurement array 

(optional but recommended) 

    { 

      "name": "SolderHeight_R1", 

      "value": 111.28, 

      "unit": "micrometers", 

      "status": "PASS" 

    } 

  ] 

} 
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3 Materials, Tools, and Methods 
 

This chapter describes the systematic approach employed to design, implement, and validate 

the automation tool for SPI/AOI data integration into WATS. The methodology follows 

established principles from cyber-physical systems architecture (Chapter 2.1), data 

integration theory (Chapter 2.2), and quality management frameworks (Chapter 2.3–2.4), 

ensuring that implementation decisions are grounded in proven theoretical foundations. 

3.1 Design Approach Evaluation 

Two architectural approaches were evaluated during the Elaboration phase to determine the 

optimal integration strategy for SPI/AOI data collection and WATS reporting. This 

evaluation process aligns with CPS implementation methodology (Lee et al., 2015, Chapter 

2.1.2) by systematically analyzing how Connection and Conversion layers should be 

architected to support higher-level analytics capabilities. 

3.1.1 Option A: Three-Client Architecture (Rejected)  

Architecture: Deploy separate WATS Client 6.x or 7.x instances on each machine (SPI, 

AOI-Pre, AOI-Post). 

Advantages: 

1. Official Virinco solution with vendor support 

2. Native WATS Client handles authentication and retry logic. 

3. Minimal custom development is required. 

Disadvantages: 

- Operating System Incompatibility: The SPI machine currently runs Windows 7. The 

modern WATS Client (6.x+) requires .NET frameworks and OS security features not 

natively supported or easily upgradeable on these legacy machines. This made direct 

client installation technically risky and potentially impossible without voiding 

machine warranties. 

- Machines use three separate Windows installations (licensing complexity) 

- Machine-specific WATS Client versions (.NET Framework 4.7.2 requirements) 

- Network overhead from three independent upload streams. 

- No cross-source data correlation (siloed uploads prevent unified analytics) 

- WATS Client End-of-Life concern (version 5.1 obsolete, 6.x minimum required) 

- Maintenance burden: three separate agent upgrades and configurations 

- Official Virinco solution excludes image data; requires additional custom 

development. 

Cost Impact: 

- Three times deployment footprint and three times maintenance overhead. 

- Considerable impact on time due to operative system differences between machines. 

- Limited accessibility (SMT line continuously operational, restricts maintenance 

windows). 
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3.1.2 Option B: Unified Collector Architecture (Selected) 

 

Architecture: Single LabVIEW and Python-based collector on dedicated workstation; 

WATS REST API for upload. 

 

Theoretical Positioning: Implements CPS Levels 1–2 (Connection and Conversion) as 

centralized services (Chapter 2.1.2), enabling WATS platform to provide Levels 3–5 (Cyber, 

Cognition, Configuration) without redundant per-machine agents. 

 

Design: 

1. Dedicated collector workstation receives network copies of BZMD/BFRE files and 

images from all three inspection sources 

2. LabVIEW environment leverages existing facility infrastructure (already deployed on 

factory floor) 

3. Python parsers normalize heterogeneous data to canonical WSJF format (Chapter 

2.5.4) 

4. REST API provides direct WATS communication (eliminates WATS Client 

dependency) 

5. Single WSJF payload contains correlated SPI, AOI-Pre, AOI-Post measurements for 

cross-process traceability 

Advantages: 

- OS Agnostic Collection: By using SMB network shares, the Unified Collector does 

not require software installation on the inspection machines. This bypasses the 

Windows 7 limitation on the SPI machines entirely, as the collector workstation runs 

Windows 10/11 and simply reads files over the network 

- Simplified deployment: single workstation, no per-machine agents 

- Cross-source data correlation: unified payload enables WATS dashboard traceability 

(addresses Objective 2, Chapter 1.2) 

- REST API flexibility: easier debugging, monitoring, and custom error handling 

- Lower maintenance: one codebase versus three client instances 

- No WATS Client version constraints or EOL concerns 

- Scalability: adding new machines requires only parser extension, not new client 

deployment 

 

Cost Impact: 1× deployment, centralized maintenance 
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3.1.3 Decision Rationale and Trade-offs 

 

Selected Approach: Unified Collector with REST API 

 

Primary Decision Factors: 

1. Operational Simplicity: Single deployment point versus three distributed clients 

reduces configuration complexity and maintenance overhead. 

2. Data Correlation: Unified WSJF payload enables cross-source traceability (FR-061, 

Appendix C), addressing the primary project objective (Chapter 1.2) of enabling 

process variation analysis across the complete SMT line. 

3. Maintenance Efficiency: One codebase, one monitoring point, one upgrade path 

aligns with operational sustainability constraints (Chapter 1.2, single developer 

limitation). 

4. Architectural Purity: Clean separation of concerns—LabVIEW manages file system 

monitoring and orchestration, Python manages data transformation and normalization, 

REST API handles delivery—reflects established software engineering principles and 

ISA-95 layering (Chapter 2.4.1). 

 

Technical Validation (Elaboration Phase): 

1. Network Connectivity: LabVIEW prototype validated that all three machines are 

accessible from collector workstation via SMB file shares. 

2. WSJF Format Compatibility: Test uploads to WATS staging environment 

(`simpro.wats.com/api/report/wsjf`) successful with HTTP 200 responses. 

3. Process Detection Logic: Machine identification via folder structure patterns 

correctly distinguished SPI versus AOI stages (serial numbers alone insufficient 

due to cross-machine duplication). 

Trade-offs Accepted: 

- Network File Sharing Requirement: One-time infrastructure setup cost to configure 

SMB shares and security system rules. 

- Network Latency: File transfer introduces <5s delay, well within FR-001  

(Appendix C) target (<10s total detection latency, Appendix C). 

- Technology Dependencies: Requires Python 3.12 and LabVIEW 2025 Q3; however, 

both already present in facility infrastructure. 
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Alignment with Theoretical Frameworks: 

- CPS Architecture (Chapter 2.1.2): Levels 1–2 (Connection and Conversion) cleanly 

separated from Levels 3–5 (WATS cyber layer), enabling independent evolution of 

each layer. 

- Lean Manufacturing Principles: Eliminates waste (3× redundant deployments) and 

optimizes workflow through centralized processing. 

- Project Constraints: Addresses single developer limitation and operational 

sustainability focus (Chapter 1.2). 

 

3.1.4 Author's Contribution to Design Selection  

The design approach evaluation required independent analysis of competing architectures 

without direct vendor guidance. Key contributions: 

 

1. Identified WATS Client EOL Risk: Research revealed version 5.1 obsolescence and 6.x 

minimum requirement, exposing long-term supportability concerns in per-machine 

deployment model. 

2. Quantified Deployment Overhead: Estimated 3× deployment footprint and maintenance 

burden through analysis of machine OS differences (Windows 7 on SPI versus Windows 10 

on AOI systems). 

3. Validated Network Feasibility: Independent initiative to develop LabVIEW prototype 

demonstrating FileSystemWatcher-based network share monitoring, proving technical 

viability before formal approval. 

4. Recognized Cross-Source Correlation Opportunity: Identified that unified payload 

design enables downstream analytics capabilities (Cp/Cpk calculation across correlated 

SPI→AOI stages) not achievable with siloed per-machine uploads. 

5. Documented Machine Constraints: Cataloged OS limitations, network topology, and 

access restrictions that constrained per-machine agent deployment options. 

 

These analyses informed the final REST API approach selection and shaped architectural 

decisions throughout the Construction phase. 
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3.2 Technology Stack Selection  

 

Technology selections were guided by ISA-95 layering principles (Chapter 2.4.1) and CPS 

architecture requirements (Chapter 2.1.2), ensuring clear separation between Connection, 

Conversion, and Cyber layers. 

3.2.1 LabVIEW 2025 Q3 (Connection Layer) 

Role: File discovery, orchestration, and retry management 

 

Theoretical Positioning: Implements CPS Level 1 (Connection Layer, Chapter 2.1.2), 

responsible for reliable data acquisition from physical inspection equipment file outputs. 

 

Rationale: 

- Strategic Infrastructure Alignment: Inission Løkken utilizes National Instruments 

(NI) hardware and LabVIEW software extensively across the factory floor for 

functional testing (TestStand). Developing the collector in LabVIEW ensures the tool 

is compatible with the organization's existing competency matrix and future-proofs 

the software for internal maintenance. 

- Robust File Monitoring: The integration of .NET FileSystemWatcher within 

LabVIEW provides event-driven file detection superior to standard polling methods. 

- System Integration: LabVIEW provides a native interface for the "Ops UI," allowing 

operators familiar with other NI-based test systems to easily monitor the queue and 

retry logic. 

 

Responsibilities: 

- Monitor three network paths (SPI, AOI-Pre, AOI-Post machine export folders) 

- Detect new file sets (BZMD + BFRE + optional images) via FileSystemWatcher 

events. 

- Copy files to local collector inbox with atomic operations (prevent partial file 

processing) 

- Invoke Python conversion scripts via System Exec VI 

- Monitor upload responses and route failures to `retry_queue` for manual intervention. 

- Alert operator on permanent failures (HTTP 4xx errors indicating schema violations) 
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3.2.2 Python 3.12 (Conversion Layer) 

Role: BZMD/BFRE parsing, image processing, WSJF generation, and manual retry 

capability 

 

Theoretical Positioning: Implements CPS Level 2 (Conversion Layer, Chapter 2.1.2) and 

ETL pattern (Chapter 2.2.2) - Extract phase (file parsing), Transform phase (unit 

normalization per Chapter 2.5.3), Load phase (WSJF generation per Chapter 2.5.4). 

 

Rationale: 

- Native XML Parsing: `xml.etree.ElementTree` provides efficient BZMD schema 

navigation without external dependencies. 

- Numerical Processing: NumPy enables 3D image calibration and base64 encoding 

with optimized matrix operations. 

- REST API Client: `requests` library provides HTTPS communication with bearer 

token authentication. 

- Rapid Development: Python's expressiveness accelerates complex measurement 

normalization logic (Chapter 2.5.3 scale conversions, status enumeration mapping). 

 

Responsibilities: 

- Parse BZMD/BFRE files into canonical `TestData` structures. 

- Detect process type from folder context (IP address → machine type → process code 

mapping) 

- Normalize units: micrometers (linear), percent (coverage), degrees (rotation) per 

Chapter 2.5.3 scale attribute handling. 

- Process 3D images: load RGB/TIFF pairs, apply SAKI calibration (2.5 µm/pixel, 10 

nm depth scale), encode base64. 

- Generate WSJF JSON with schema validation (Chapter 2.5.4 format specification) 

- Execute REST API uploads with error classification (HTTP status code interpretation) 

- Provide manual retry capability via `test_wsjf_upload.py` for operator-triggered re-

uploads. 

 

Key Scripts: 

-  `convert_single_folder.py`:  

Main conversion and upload orchestrator (implements ETL pipeline) 

-  `test_wsjf_upload.py`:  

Manual retry utility for operator-triggered re-uploads from `retry_queue`. 
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3.2.3 WATS REST API (Upload Layer) 

 

Role: Direct HTTPS endpoint for WSJF payload delivery to WATS cloud platform 

 

Theoretical Positioning: Bridges CPS Level 2 (Conversion) to Level 3 (Cyber) per Chapter 

2.1.2, enabling WATS platform to implement Levels 3–5 (aggregation, analytics, automated 

responses). 

 

Rationale: 

- Stateless Communication: JSON-over-HTTP eliminates WATS Client dependency 

and associated version management complexity. 

- Immediate Feedback: Synchronous HTTP responses enable real-time error 

classification (transient versus permanent failures). 

- Simple Authentication: Bearer token authentication via environment variables  

(`. env` file) separates credentials from code. 

- Vendor-Neutral Protocol: REST API follows industry standards, reducing lock-in 

and enabling future migration if needed. 

 

Endpoint: `POST {WATS_SERVER}/api/report/wsjf` 

 

Response Code Handling: 

- HTTP 200 (Success): Archive original files; proceed to next inspection result. 

- HTTP 5xx (Transient Failure): Move WSJF to `retry_queue`; manual operator retry 

when WATS service recovers. 

- HTTP 4xx (Permanent Failure): Alert operator via LabVIEW UI; no automatic retries 

(indicates schema error or invalid data requiring investigation). 
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3.3 System Architecture and Implementation  

 

The automation tool integrates LabVIEW and Python components operating on a dedicated 

Windows 10/11 collector workstation. Architecture follows established patterns from data 

integration theory (Chapter 2.2 ETL) and CPS implementation (Chapter 2.1.2 five-level 

model). 

 

3.3.1 Connection Layer Implementation (FileSystemWatcher) 

Theoretical Foundation: Implements CPS Level 1 (Connection Layer) as defined by Lee et al. 

(2015) in Chapter 2.1.2, responsible for reliable data acquisition from physical equipment. 

 

Technology: LabVIEW .NET FileSystemWatcher 

 

Configuration: 

- Three network paths monitored: SPI (`\\10.188.78.48\MonitorData\SPI\`), AOI-Pre 

(`\\10.188.79.55\MonitorData\AOI-Pre\`), AOI-Post 

(`\\10.188.79.56\MonitorData\AOI-Post\`) 

- Machine IP addresses and folder mappings stored in LabVIEW configuration file 

(`config.json`) 

- Event-driven monitoring: FileSystemWatcher `Created` event triggers file detection 

(eliminates polling overhead) 

 

Detection Process: 

1. Event Detection: The LabVIEW FileSystemWatcher detects 

a Created or Changed event on the monitored network share 

(e.g., \\10.188.78.48\MonitorData\SPI\...). 

2. Path Mirroring: The system calculates a local destination path that mirrors the 

structure of the source (e.g., C:\WCCSX\SPI\Customer\Product\Serial\). 

3. Atomic Copy: The system copies the detected file set (BZMD, BFRE, Images) from 

the network share to this local staging directory. 

4. Processing Trigger: Only after the files are fully copied and verified locally does the 

system invoke the Python processing script. This ensures the parser operates on stable 

local files, eliminating network latency issues during parsing. 

 

Error Handling: 

- Network share unavailable: Log warning, continue monitoring other shares (graceful 

degradation) 

- Partial file detection: Wait for complete file set (timeout: 60 seconds) before 

processing. 

- Copy failure: Retry with exponential backoff (3 attempts); alert operator if persistent. 
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3.3.2 Conversion Layer Implementation (Python Pipeline) 

 

Theoretical Foundation: Follows ETL pattern (Theodorou et al., 2017) as described in 

Chapter 2.2.2, with Extract phase (file parsing), Transform phase (unit normalization per 

Chapter 2.5.3), and Load phase (WSJF generation per Chapter 2.5.4). 

Invocation: LabVIEW calls `convert_single_folder.py` via System Exec VI for each 

detected file set. 

Input: Local folder path containing one complete inspection result (BZMD + BFRE + 

optional images). 

 

ETL Pipeline Stages: 

Extract Phase: 

1. Parse BZMD XML: Extract measurement data using `xml.etree.ElementTree` 

a) Navigate `inspectResult → inspectObjectResultList → 

inspectWindowResultList → sampleList` hierarchy  

(Chapter 2.5.1BZMD structure) 

b) Extract measurement values, scale attributes, and status enumerations. 

2. Parse BFRE Binary: Extract barcode, timestamps, operator information, judgment 

data. 

3. Load Images (if present): Read RGB JPEG + height TIFF pairs from serial number 

subfolder. 

 

Transform Phase (implements Wang & Strong (1996) data quality dimensions, Chapter 

2.3.1): 

1. Process Type Detection: 

- Determined by source folder structure during LabVIEW file pull (not by serial 

number—serial numbers identical across machines) 

- Example path: `\\10.188.79.55\MonitorData\SPI\MO214324\25-123456` 

- Folder context `/SPI/` indicates `process_code=400` (SPI inspection) 

- LabVIEW config explicitly maps: IP address → machine type → process code 

(400=SPI, 401=AOI-Pre, 402=AOI-Post) 

 

2. Unit Normalization (Chapter 2.5.3 scale conversion): 

- Linear measurements: Convert to micrometers (SPI: already micrometers; AOI: 

nanometers ÷ 1000) 

- Coverage measurements: Preserve percentages (0–100 range) 

- Angular measurements: Standardize to degrees. 

- Scale attribute extraction from `<sample scale="micro|nano" value="...">` XML 

elements 

- Implements *consistency* dimension (Chapter 2.3.1 Table 2.1) across 

heterogeneous sources. 
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3. Image Processing Pipeline: 

- Load calibration parameters (`pixel_size_um=2.5`, `depth_scale_nm=10` from 

SAKI specification) 

- Normalize height values for visualization (linear scaling to 0–255 range) 

- Generate enhanced height map visualization with false color mapping. 

- Encode both RGB and height images to base 64 strings. 

- Embed base64 in WSJF JSON `attachment` fields. 

 

4. Status Enumeration Mapping (Chapter 2.5.3 unification challenges): 

- SPI status codes (`Pass/Fail/Conditional`) → canonical WATS values 

(`PASS/FAIL/CONDITIONAL`) 

- AOI status codes (`Ok/Ng/Conditional`) → canonical WATS values 

(`PASS/FAIL/CONDITIONAL`) 

- Invalid status codes trigger validation failure and operator alert 

- Implements *accuracy* dimension (Chapter 2.3.1) for downstream analytics. 

 

Load Phase (WSJF generation per Chapter 2.5.4): 

5. Convert to WSJF JSON: 

- Map canonical `TestData` structures to WSJF schema. 

- Required fields: `sequenceName` (barcode), `processNumber` (400/401/402), 

`startDateTime` (ISO 8601 UTC), `status`, `measurements` array. 

- Optional fields: `images` (base64-encoded attachments), `operatorName` 

(suppressed per anonymization requirement) 

 

6. Schema Validation: Validate WSJF structure before upload  

(detailed in Chapter 3.3.3) 

 

Output: WSJF JSON file saved locally; console output indicates success/failure with error 

codes. 
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3.3.3 WSJF Payload Construction and Validation 

 

Theoretical Foundation: Implements Wang & Strong (1996) data quality dimensions 

(Chapter 2.3.1) through multi-gate validation, ensuring *accuracy*, *completeness*, 

*consistency*, *validity*, and *timeliness* before WATS upload. 

 

WSJF payload generation occurs in `convert_single_folder.py` following ETL pattern 

principles (Chapter 2.2.2). The conversion process implements five validation gates: 

 

Validation Gate 1: Schema Validation (FR-060, Appendix C) 

- JSON structure validated against WSJF schema specification (Appendix D.4.2) 

- Required fields verified: `sequenceName`, `processNumber`, `startDateTime`, 

`status`, `measurements` 

- Data type enforcement: numeric values must be numbers (not strings), timestamps 

in ISO 8601 format (`YYYY-MM-DDTHH:MM:SSZ`) 

- Implements *validity* dimension (Chapter 2.3.1 Table 2.1): conformance to 

defined formats and type constraints. 

 

Validation Gate 2: Unit Normalization (Chapter 2.5.3) 

- All linear measurements converted to micrometers (canonical unit for WATS 

analytics) 

- Angular measurements standardized to degrees (eliminates radians/degrees 

ambiguity) 

- Percentage values preserved as-is (0–100 range, no decimal/fractional conversion) 

- Scale attribute extraction from BZMD `<sample scale="micro|nano">` elements 

with fallback heuristics for missing attributes 

- Addresses *consistency* dimension (Chapter 2.3.1) across SPI (micrometer) and 

AOI (nanometer) sources 

 

Validation Gate 3: Status Enumeration Mapping (Chapter 2.5.3) 

- Machine-specific codes (`Pass/Fail/Conditional` from SPI, `Ok/Ng` from AOI) 

mapped to canonical WATS values (`PASS/FAIL/CONDITIONAL`) 

- Invalid status codes (e.g., `Unknown`, `Error`) trigger validation failure and 

operator alert 

- Ensures *accuracy* dimension (Chapter 2.3.1) for downstream statistical process 

control calculations. 
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Validation Gate 4: Barcode Consistency Check 

- Cross-validates barcode from BFRE and BZMD files match (eliminates file 

mismatch errors) 

- Normalizes format variations: leading zeros removed, hyphens standardized (`25-

123456` vs `25123456` → `25-123456`) 

- Ensures consistency across SPI → AOI-Pre → AOI-Post for unit flow linkage in 

WATS dashboard. 

- Supports IPC-1782 traceability requirements (Chapter 2.4.2) 

- Implements *completeness* dimension (Chapter 2.3.1): all required identifiers 

present and consistent. 

 

Validation Gate 5: Payload Size & Image Policy 

- Configuration Driven: Image inclusion is strictly controlled by the GlobalConfig.json 

file located on the collector machine. 

- Policies: The system reads the IncludeImagesPolicy setting (e.g., "metadata-only", 

"fails-only", or "include-all-images"). 

- Logic: 

- If metadata-only: No images are processed (used for high-volume/high-defect 

scenarios). 

- If fails-only: The Python script filters the image list to include only components 

marked as 'NG'. 

- Size Limit: Regardless of policy, the system validates that the final base64-encoded 

payload remains under the WATS API limit (approx. 5 MB). 

 

Validation Failure Handling: 

- Validation failures logged with error codes (`ERR_SCHEMA`, `ERR_UNIT`, 

`ERR_STATUS`, `ERR_BARCODE`, `ERR_SIZE`) 

- Failed payloads moved to `dead_letter_queue` with original files preserved for 

manual investigation. 

- Operator notified via LabVIEW UI with error code and file path. 

- Successfully validated payloads proceed to upload phase (Chapter 3.3.4) 
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3.3.4 Upload Layer and Error Handling 

 

REST API Upload Process: 

 

1. Python script (or LabVIEW) executes HTTPS POST to WATS endpoint: 

`{WATS_SERVER}/api/report/wsjf` 

2. Authentication: Bearer token from environment variables (`.env` file, excluded from 

version control) 

3. Request headers: `Content-Type: application/json`, `Authorization: Bearer 

{TOKEN}` 

4. Request body: WSJF JSON payload (validated per Chapter 3.3.3) 

 

Response Handling (implements store-and-forward resilience, FR-030/FR-031 Appendix 

C): 

1. HTTP 200 (Success):  

- Archive original files to `archive/{date}/` folder with timestamp 

- Log upload: timestamp, barcode, process code, payload size, response time 

- Continue to next inspection result 

 

2. HTTP 5xx (Transient Failure—server error, network timeout): 

- Move WSJF to `retry_queue` with folder structure preserving context 

- Log failure: timestamp, error code, payload size, retry count 

- Manual operator retries when WATS service recovers (via `test_wsjf_upload.py`) 

- No automatic backoff: manual intervention ensures operator awareness of WATS 

outages 

 

3. HTTP 4xx (Permanent Failure—schema error, authentication failure): 

- Move WSJF to `dead_letter_queue` for manual investigation 

- Alert operator via LabVIEW UI with error message from WATS response 

- No automatic retry: indicates data quality issue requiring correction 

- Log failure: timestamp, error code, WATS error message, payload snippet 
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Manual Retry Process: 

- Failed payloads stored in `retry_queue` with folder structure: 

`retry_queue/{machine_type}/{date}/{barcode}/` 

- System manager monitors `retry_queue` via LabVIEW UI or file system browser. 

- Manual retry triggered via `test_wsjf_upload.py` script executes same HTTP POST 

with previously failed payloads. 

- Successful retry: Move to archive; failed retry: Remain in `retry_queue` with 

incremented retry count. 

 

Quality Assurance (implements Wang & Strong framework, Chapter 3.3.1): 

1. Schema Validation: Ensures WSJF compliance before upload (FR-060, Appendix C) 

*validity* dimension. 

2. Anomaly Detection: Flags problematic data (unknown codes, duplicates, timestamp 

drift) (FR-062, Appendix C) *accuracy* dimension 

3. Complete Logging: All uploads logged with timestamp, response code, checksum 

*timeliness* and *completeness* dimensions. 

4. Dead-Letter Handling: Permanent failures flagged in LabVIEW UI, documented for 

root cause analysis—supports ISO 9001 nonconformity investigation (Chapter 2.4.2) 
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Figure 3.1 illustrates the overall system architecture, showing the central collector's internal 

components (Connection Layer, Conversion Layer, Upload Layer) and data flow from three 

inspection machines to WATS cloud platform. 

  

Figure 3.1: System Architecture—Central Collector and Data Flow 
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Figure 3.2: Activity Diagram—File Ingest and Upload Process details the activity flow for 

file ingestion, validation, and upload, including decision points for retry logic (HTTP 5xx → 

`retry_queue`) and dead-letter queue routing (HTTP 4xx → `dead_letter_queue`). 

  

Figure 3.2: Activity Diagram—File Ingest and Upload Process 
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3.4 Data Flow and Process Sequencing 

The automation tool handles two distinct data flow patterns based on inspection stage: real-

time flow (SPI/AOI-Pre) where results are immediately reported, and offline re-judgement 

flow (AOI-Post) where initial results may be updated after manual operator review. 

3.4.1 Real-Time Flow (SPI/AOI-Pre) 

Process Characteristics: 

- Inspection results were immediately exported to network share upon completion. 

- No manual operator intervention in typical workflow 

- Files remain available for automated collection (no time-limited deletion) 

 

Data Flow Sequence: 

1. Complete Inspection: SPI or AOI-Pre machine completes board inspection. 

2. File Export: Machine exports BZMD + BFRE + images to network share 

(`\\{IP}\MonitorData\{MachineType}\{MO}\{Barcode}\`) 

3. Event Detection: LabVIEW FileSystemWatcher detects `Created` event (<10s 

latency, FR-001) 

4. File Copy: LabVIEW copies complete file set to local collector inbox with atomic 

operations. 

5. Conversion: Python `convert_single_folder.py` invoked via System Exec VI 

6. Validation: Five-gate validation process (Chapter 3.3.3) ensures data quality 

7. Upload: HTTPS POST to WATS endpoint with bearer token authentication 

8. Archival: Upon HTTP 200 response, original files moved to `archive/{date}/` 

folder 

 

Latency Target: End-to-end <60 seconds (FR-001 <10s detection + conversion + upload 

overhead) 
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Figure 3.3 shows the real-time data flow for SPI and AOI-Pre inspection results, where files 

are immediately pulled, processed, and uploaded to WATS without manual intervention. 

  

Figure 3.3: Sequence Diagram—Real-Time NG Flow (SPI/AOI-Pre) 
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3.4.2 Offline Re-Judgement Flow (AOI-Post) 

 

Process Characteristics: 

- Initial inspection results exported immediately (same as real-time flow) 

- Operator may manually re-judge defects after visual inspection (changes `Ok` → `Ng` 

or vice versa) 

- Re-judgement triggers new file export with updated results 

- Automation tool must manage duplicate barcodes with different timestamps 

(versioning) 

 

Data Flow Sequence: 

1. Initial Inspection: AOI-Post machine completes board inspection, exports files. 

2. Automated Upload: Same process as real-time flow (Chapter 3.4.1 steps 3–8) 

3. Operator Re-Judgement (if required): Operator reviews flagged defects, modifies 

classification. 

4. Updated Export: Machine exports new BZMD + BFRE with updated timestamp and 

judgment data. 

5. Duplicate Detection: Python parser detects same barcode with newer timestamp. 

6. Version Handling: WSJF payload includes `revisionNumber` field to indicate 

update. 

7. Upload: WATS receives updated payload; internal logic merges with previous 

version 

8. Archival: Both original and updated files archived with timestamp disambiguation 

 

Challenge: WATS API does not natively support versioning; update mechanism relies on 

timestamp-based "latest wins" logic in WATS backend. 
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Figure 3.4 illustrates the AOI-Post offline re-judgement workflow, where initial NG results 

are exported, then later updated after manual operator review, requiring version handling in 

the automation tool. 

  

Figure 3.4: System Sequence Diagram - AOI-Post Offline NG & Manual Re-Judgement 
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3.5 Elaboration Phase: Prototype Development 

 

The Elaboration phase focused on validating technical feasibility and establishing 

architectural constraints before committing to full Construction phase implementation. This 

methodology follows iterative development principles, reducing risk through early validation 

of critical assumptions. 

3.5.1 Research Methodology and Validation Approach 

During the Elaboration phase, a limited functional prototype was developed to validate the 

core connectivity concept. This prototype consisted of a LabVIEW-based "Tree Viewer" 

utilizing the .NET FileSystemWatcher. 

• Prototype Scope: Verify that LabVIEW could detect file events on the specific 

network shares of the SPI and AOI machines in real-time. 

• Outcome: The prototype confirmed network accessibility and event triggering, 

validating the architecture for the Construction phase. 

• Current Status: The system described in the rest of this report is the fully 

constructed production system, not the elaboration prototype. 

 

Technical Environment: 

- LabVIEW 2025 Q3 (64-bit): FileSystemWatcher .NET instance for shared folder 

monitoring 

- Windows 11 Collector: REST API client for WATS uploads; isolated from 

production network for testing 

- Python 3.12: WSJF conversion and image processing (`convert_single_folder.py`) 

- WATS Endpoint: `POST simpro.wats.com/api/report/wsjf` (staging environment for 

prototype testing) 
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3.5.2 Success Criteria and Acceptance Thresholds 

Based on Wang & Strong (1996) data quality dimensions (Chapter 2.3.1), the following 

criteria were established for prototype acceptance: 

Technical Validation Criteria: 

- Network Accessibility: All three machines (SPI, AOI-Pre, AOI-Post) reachable from 

collector workstation via SMB shares with <100 milliseconds latency. 

- WSJF Format Compliance: Generated payloads pass WATS schema validation (all 

required fields present, types correct)—*validity* dimension. 

- Image Processing: Base64 encoding produces valid WATS attachments without 

corruption; images render correctly in WATS dashboard—*accuracy* dimension. 

- Upload Performance: End-to-end latency (file copy → parsing → conversion → 

upload) <60 seconds target (NFR-001, Appendix C)—*timeliness* dimension. 

- Payload Size: Stays within 5 MB WATS API limit with configurable image selection 

policy (FR-021, Appendix C) 

 

Data Quality Criteria: 

- Parse Success Rate: ≥99% of valid BZMD/BFRE files from real machines parse 

without errors (FR-002, Appendix C)—*completeness* dimension. 

- Metadata Normalization: Serial number, lot ID, operator, timestamp extracted and 

mapped correctly across all three sources (FR-003, Appendix C)—*consistency* 

dimension. 

- Status Mapping: Machine defect codes correctly map to WATS `Pass/Fail/Skipped` 

enumerations (FR-011, Appendix C)—*accuracy* dimension. 

Operational Criteria: 

- Manual Retry Workflow: Failed payloads successfully stored in `retry_queue`; re-

upload succeeds when WATS recovers (simulated via network disconnection test) 

- Operator Anonymization: Operator names removed from WSJF; WATS dashboard 

displays data without identifying individuals (stakeholder requirement, Chapter 1.1 

background) 

- Storage Efficiency: Image compression achieves ≥80% file size reduction versus 

baseline (91% target based on preliminary testing) 
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3.5.3 Testing Strategy 

 

Prototype Testing Methodology: 

 

1. Unit Testing: Individual parser classes (`AoiPostReflowParser`, 

`AoiPreReflowParser`, `SpiXmlParser`) evaluated against sample BZMD/BFRE files 

with known measurement values. 

• Testing cases: Valid files, missing fields, corrupted XML, unexpected enumerations 

• Validation: Parsed output matches expected `TestData` structures; errors logged with 

descriptive messages 

 

2. Integration Testing: End-to-end workflow (file detection → parsing → conversion → 

upload) validated with real data from three machines. 

• Testing scenarios: Single file, batch processing, simultaneous uploads from multiple 

machines 

• Validation: WATS dashboard displays uploaded data correctly (serial number, 

component count, defect results, images) 

 

3. Performance Testing: Latency and throughput measured across various payload sizes 

(0.5 MB to 12.7 MB) 

• Metrics: File detection latency, conversion time, upload time, total end-to-end 

latency 

• Baseline comparison: Existing manual upload process (0.6s per image, no 

compression) 

 

4. Stress Testing: Large batch scenarios (100+ simultaneous reports) evaluated for network 

bandwidth and memory constraints. 

• Metrics: Concurrent processing capability, queue depth, memory utilization, network 

saturation 

• Target: ≥10 reports/min continuous throughput (NFR-002, Appendix C) 

 

5. Failure Testing: Network outages and WATS server errors simulated; retry queue 

behavior observed. 

• Scenarios: Network share unavailable, WATS endpoint 5xx errors, authentication 

failures (4xx) 

• Validation: Appropriate error classification (transient vs. permanent), retry queue 

population, operator alerts 

Testing Data Sources: 

- Real BZMD/BFRE exports from production SPI and AOI machines (not synthetic 

data) 

- Historical inspection data from manufacturing order MO26588 (baseline dataset with 

known defect patterns) 

- Sample boards: `25-038855` (AOI-Pre/Post), `25-132191` (AOI-Pre with operator re-

judgement), `25-038855` (SPI) 
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Test Environment: 

- Collector Workstation: Windows 11, Python 3.12, LabVIEW 2025 Q3 

- Network: Production VLAN (same network configuration as final deployment) 

- WATS Instance: `simpro.wats.com` 

3.5.4 Measurement Methodology 

 

This section describes how measurements will be made (methods), not the measurement 

results (which appear in Chapter 4, which presents the results achieved). 

Performance Metrics: 

 

1. Latency Measurement: 

- Definition: Time from file appearance in source folder to successful WATS response 

(HTTP 200) 

- Target: <60 seconds (FR-001 <10s file detection + conversion overhead + upload) 

 

- Measurement Method:  

1. LabVIEW logs timestamp when FileSystemWatcher `Created` 

event fires. 

2. Python logs timestamp when HTTP 200 response received from 

WATS. 

3. Latency = Response timestamp − Detection timestamp 

 

- Sample Size: Minimum one hundred inspection results per machine type (300 

total) to establish statistical confidence. 

 

2. Throughput Measurement: 

- Definition: Number of reports processed per minute under sustained load 

- Target: ≥10 reports/min continuous (NFR-002, Appendix C) 

 

- Measurement Method: 

1. Simulate batch scenario: 100 simultaneous file sets copied to 

collector inbox. 

2. Measure time from first detection to last successful upload. 

3. Throughput = Total reports ÷ Total time (minutes) 

 

- Sample Size: Three batch runs (one hundred reports each) to calculate mean and 

standard deviation. 
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3. Image Processing Measurement: 

- Metric 1—File Size Reduction: (Baseline size − Compressed size) ÷ Baseline size 

× 100% 

- Baseline: Original RGB JPEG + height TIFF files (uncompressed) 

- Compressed: Base64-encoded images embedded in WSJF payload 

- Metric 2—Processing Time: Seconds per unique board (loading, calibration, 

encoding) 

- Target: 91% size reduction, 0.25s per board (preliminary measurements) 

- Measurement Method: Python logs timestamps before/after image processing 

function calls 

 

4. Resource Utilization Measurement: 

- Metrics: CPU percentage, RAM usage (MB) during typical operation 

- Target: <5% CPU, <300 MB RAM (NFR-003, Appendix C) 

- Measurement Method: Windows Task Manager sampling at 1-second intervals 

during ten reports/min sustained load. 

- Note: Not evaluated in prototype phase (deferred to Construction phase stress 

testing) 

 

Data Quality Metrics: 

1. Parse Success Rate: 

- Definition: (Successfully parsed files) ÷ (Total files attempted) × 100% 

- Target: ≥99% (FR-002, Appendix C) 

- Measurement Method:  

 

1. Python logs parse outcome (`SUCCESS` or 

`ERROR_{CODE}`) for each file 

2. Categorize errors by file type (BZMD vs. BFRE) and error type 

(missing field, corrupted XML, unexpected enumeration) 

3. Calculate success rate per machine type and aggregate. 

 

2. Anomaly Detection Rate: 

- Definition: Count of distinct anomaly types flagged across test dataset 

- Target: ≥3 types (unknown codes, duplicates, clock drift ≥5 minutes) 

- Measurement Method: Analyze validation logs from batch processing; manually 

categorize anomaly types. 

- Purpose: Demonstrates validation framework effectiveness  

(FR-062, Appendix C) 

 

3. Metadata Completeness: 

- Definition: Percentage of expected fields populated in canonical `TestData` 

structures 

- Target: ≥99% (NFR-060, Appendix C) 

- Measurement Method: Compare WSJF output fields versus WATS required 

fields specification (Appendix D.4.2); flag missing or null values. 
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Validation Framework Methods: 

1. Schema Validation: 

- WSJF payloads validated against WATS JSON schema using built in Python 

`json` library. 

- Pass Criteria: All required fields present, data types correct (string vs. number vs. 

array) 

- Fail Action: Payload sent to `dead_letter_queue` with schema violation error 

code. 

 

2. Unit Correctness Verification: 

- Measurement units checked for consistency (micrometers, percent, degrees) per 

Chapter 2.5.3 

- Validation Script: `helpers/checks/verify_units.py` scans WSJF measurement 

arrays 

- Flag Criteria: Inconsistent or missing units trigger manual review. 

 

3. Operator Anonymization Verification: 

- Method: String search in WSJF JSON payload for any operator identifiers 

(names, IDs) 

- Pass Criteria: No operator names present in uploaded data; `operatorName` field 

absent or null. 

- Validation: Manual inspection of 10 sample WSJF files + automated regex scan 
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3.5.5 Risk Assessment Framework 

 

Risk Identification Methodology: Risks identified through stakeholder consultation 

(production engineers, IT infrastructure team), technical constraint analysis (machine OS 

limitations, network), and project schedule evaluation (single developer resource, parallel 

report writing). Risks categorized into Technical Risks Table 3.1 (implementation challenges) 

and Project Risks (management challenges) Table 3.2. 

 

Risk Assessment Criteria: 

- Likelihood: High (>50% probability), Medium (20–50%), Low (<20%) 

- Impact: High (blocks deliverable or requires major rework), Medium (degrades 

quality or requires workaround), Low (manageable with standard mitigation) 

 

Technical Risks: 

 

Risk Description Likelihood Impact Mitigation 

Legacy OS 

(Windows 7) 

SPI machines run Win7; 
.NET8 compatibility 
uncertain 

High High Use self-contained .NET builds; no 
system-wide installs; portable executables. 
Validate Early 

Machine 

Integration 

Limits 

Cannot modify SPI/AOI 
host setup beyond adding 
software 

Medium High Drop-folder ingestion + offline queue 
already in design. Verify read/write access 
to shares. 

Large File 

Handling 

Base64 images cause 
memory/latency issues  

Medium High Stream parsing + chunked base 64 
conversion. Cap image size/quality; 
archive locally. 

Schema 

Validation 

Errors 

AOI/SPI data deviates 
from WATS JSON 
Schema 

Medium Medium Tolerant parser with fallback logging. 
Maintain test suite of golden samples. 

Network/API 

Failures 

WATS downtime or 
rejection of payloads  

Low High Retry logic must be in place - + 
idempotency keys + offline queue replay 
(manual via test_wsjf_upload.py) 

Table 3.1: Technical Risks and Mitigation Strategies 
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Project Risks: 

 

Risk Description Likelihood Impact Mitigation 

Scope 
Expansion 

Stakeholders introduce 
new data sources mid-
phase 

High High Lock scope in ClickUp WBS. Additions → 
"Future Work" phase. 

Time 
Constraints 

Single developer managing 
all tasks 

High High Prioritize by critical path. Defer low-priority 
automation to later phases. Schedule buffer for 
report writing. 

Stakeholder 
Availability 

Operator feedback delay Medium High Prepare clear agendas, pre-meeting summaries, 
record decisions in ClickUp. 

Report 
Integration 

Report writing not in 
original WBS 

High Medium Add "Reporting" swimlane in ClickUp with 
technical dependencies. Update weekly. 

Table 3.2: Project Risks and Mitigation Strategies 

 

3.5.6 Acceptance Criteria and Transition to Construction 

 

Prototype Acceptance Criteria: 

Prototype considered complete and Construction phase authorized when the following criteria 

are met: 

1. All three machine folders (SPI, AOI-Pre, AOI-Post) are accessible and monitored by 

LabVIEW FileSystemWatcher with <100 milliseconds network latency. 

2. At least ten sample WSJF payloads successfully uploaded to WATS staging 

environment with HTTP 200 responses. 

3. WATS dashboard displays uploaded data correctly: serial number, component count, 

defect results, images rendered without corruption. 

4. Parse success rate ≥99% on real production files (minimum 100 files per machine 

type) 

5. Image processing achieves ≥80% file size reduction versus baseline (0.32 MB vs. 3.0 

MB target) 

6. End-to-end latency <60 seconds for typical payload (0.5–2.5 MB) 

7. Operator names successfully suppressed from WSJF output (verified via string search 

in ten sample payloads) 

8. Manual retry workflow assessed and confirmed functional (simulated network outage, 

retry via `test_wsjf_upload.py`) 
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Transition to Construction Phase: 

Upon prototype acceptance, Construction phase proceeds with expanded scope: 

1. Production Hardening: Enhanced error handling, comprehensive logging, real-

time monitoring dashboards 

2. Batch Optimization: Scale to manage sustained high-volume uploads (target: 

10+ reports/min continuous) 

3. Dashboard Development: WATS UI customization for cross-source data 

visualization (Objective 2, Chapter 1.2) 

4. Historical Data Integration: Process existing archives for baseline process 

capability establishment (deferred to Future Work if time-constrained) 

 

3.6 Chapter  Summary 

This chapter describes the systematic methodology employed to design, implement, and 

validate the SPI/AOI automation tool for WATS integration. Key methodological decisions 

include: 

 

1. Design Approach (Chapter 3.1): Unified Collector architecture selected over per-

machine WATS Client deployment based on operational simplicity, cross-source 

correlation capability, and maintenance efficiency. Decision grounded in CPS 

architecture principles (Chapter 2.1.2) and ISA-95 layering (Chapter 2.4.1). 

 

2. Technology Stack (Chapter 3.2): LabVIEW (Connection Layer), Python (Conversion 

Layer), WATS REST API (Upload Layer) selected to align with CPS five-level 

model and facility infrastructure constraints. 

 

3. System Architecture (Chapter 3.3): ETL pipeline implementation (Extract-Transform-

Load) with five-gate validation framework ensures data quality per Wang & Strong 

(1996) dimensions (Chapter 2.3.1): accuracy, completeness, consistency, validity, 

timeliness. 

 

4. Data Flow (Chapter 3.4): Real-time flow for SPI/AOI-Pre (immediate upload) and 

offline re-judgement flow for AOI-Post (versioning support) address distinct 

inspection stage requirements. 

 

5. Prototype Methodology (Chapter 3.5): Iterative validation approach with defined 

success criteria, testing strategy, measurement methods, risk assessment, and 

acceptance thresholds reduce Construction phase risk. 

 

Chapter 4 (Results & Analysis) presents the measured outcomes from implementing these 

methods, including performance metrics (latency, throughput, resource utilization), data 

quality validation results (parse success rate, anomaly detection), integration success (WSJF 

upload testing), and prototype acceptance demonstration.  

Results are analyzed against the success criteria established in Chapter 3.5.2, with critical 

evaluation of deviations and their implications for Construction phase planning.  



 

 

   

Faculty of Technology, Natural sciences and Maritime Sciences 
Campus Porsgrunn 

4 Results & Analysis 
 

This chapter presents the measured outcomes from implementing the methodology described 

in Chapter 3, evaluated against the success criteria established in Chapter 3.5.2. Results are 

organized by validation category: network infrastructure (Chapter 4.1), data quality (Chapter 

4.2), system performance (Chapter 4.3), and integration testing (Chapter 4.4). Analysis 

demonstrates that all prototype acceptance criteria were met, validating the feasibility of the 

unified collector architecture for Construction phase implementation. 

 

4.1 Network Infrastructure Validation 

 

Objective: Verify all three inspection machines accessible from collector workstation 

(Chapter 3.5.2 Technical Validation Criteria) Table 4.1. 

 

Testing Method: LabVIEW FileSystemWatcher prototype configured to monitor three 

network paths; network latency measured via ping and SMB file copy operations. 

 

Results: 

 

Machine IP Address Network 
Path 

Latency Status 

SPI 10.188.78.48 \\10.188.78.48\ 60 milliseconds Accessible 

AOI-Pre 10.188.79.55  \\10.188.79.55\ 52 milliseconds Accessible 

AOI-Post 10.188.79.56 \\10.188.79.56\ 48 milliseconds Accessible 

Table 4.1: Network Accessibility Test Results 

 

Analysis: 

 

- All network latencies <100 milliseconds target (Chapter 3.5.2) 

- SMB file shares accessible with read permissions confirmed 

- FileSystemWatcher `Created` events detected within 1–2 seconds of file write 

- Good Acceptance Criterion 1 met: Network accessibility validated 
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4.2 Data Quality Validation 

 

Objective: Validate parsing accuracy and data quality dimensions (Chapter 2.3.1) across 

heterogeneous BZMD/BFRE sources (Table 4.2). 

 

4.2.1 Parse Success Rate 

 

Testing Method: Processed 312 real production files (104 per machine type) from 

manufacturing order MO26588; logged parse outcomes. 

 

Results: 

 

Machine 
Type 

Files Tested Successful Failed Success Rate 

SPI  104   104 0 100% 

AOI-Pre  104   104  0  100% 

AOI-Post  104   104  0 100% 

Total  312   312 0 100% 

Table 4.2: Parse Success Rate by Machine Type 

 

Failure Analysis: 

- None 

 

Analysis: 

- 100% success rate exceeds ≥99% target (Chapter 3.5.2) 

- Good Acceptance Criterion 4 met: Parse success rate validated. 
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4.2.2 Metadata Normalization Accuracy 

 

Testing Method: Cross-validated extracted metadata (barcode, timestamp, status) against 

manual inspection of BZMD/BFRE files - Table 4.3. 

 

Results: 

 

Field Extraction 
Accuracy 

Notes 

Barcode  100% (30/30)   Consistent across BZMD/BFRE files  

Timestamp  100% (30/30)   ISO 8601 UTC conversion correct  

Status  100% (30/30)   `Pass/Fail/Conditional` → 

`PASS/FAIL/CONDITIONAL` mapping 

verified  

Process Code  100% (30/30)   Folder context detection (400/401/402) 

correct  

Component 
Count 

 100% (30/30)   Matched manual XML element count  

Table 4.3: Metadata Extraction Accuracy (Sample: thirty boards) 

 

Analysis: 
 

- All metadata fields extracted correctly (implements *accuracy* and *consistency* 

dimensions, Chapter 2.3.1) 

- Barcode normalization successful: `25-038855` consistent across SPI → AOI-Pre 

→ AOI-Post 

- Good Acceptance Criterion 4 met: Metadata normalization validated. 
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4.2.3 Anomaly Detection Effectiveness 

 

Testing Method: Ran validation framework (Chapter 3.3.3) on 312-file dataset; categorized 

detected anomalies. 

 

Results: 

 

Anomaly Type Count Description 
Unknown Status Code 3 AOI machine exported 

undocumented status codes. 

Duplicate Barcode 0 - 

Missing Measurement 0 - 

Timestamp Drift 0 No clock synchronization issues 

detected. 

Table 4.4: Detected Anomaly Types 

 

Analysis: 

• The system successfully flagged unknown status codes, allowing for updates to the 

enumeration mapping logic. 

• Timestamp drift was monitored but not encountered during the validation period. 
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4.3 System Performance Metrics 

 

Objective: Measure latency, throughput, and resource utilization against NFR targets 

(Appendix C). 

4.3.1 End-to-End Latency 

 

Testing Method: Measured time from FileSystemWatcher detection to WATS HTTP 200 

response for one hundred typical payloads (0.5–2.5 MB). 

 

Results: 

Payload Size Sample Count Mean Latency Std Dev Max Latency 

 0.5 MB 

(metadata-only)  

 35   8.2 seconds   1.1 seconds  12 seconds 

 1.5 MB (fail-

only images)  

 42   14.3 seconds  2.4 seconds  19 seconds 

 2.5 MB 

(include-all 

images)  

 23   22.7 seconds  3.8 seconds  31 seconds 

 Overall   100   14.1 seconds  6.2 seconds  31 seconds 

Table 4.5: End-to-End Latency by Payload Size 

 

 

Latency Breakdown (mean values): 

- File detection: 4.2 seconds (FileSystemWatcher event to local copy complete) 

- Parsing + Conversion: 2.8 seconds (BZMD/BFRE extraction + WSJF generation) 

- Image processing: 3.1 seconds (base64 encoding, only for image-inclusive payloads) 

- Upload: 4.0 seconds (HTTPS POST + WATS response) 

 

Analysis: 

- All latencies <60seconds target (Chapter 3.5.2); 97% <30s 

- Image processing dominates latency for large payloads (expected per Chapter 2.5.3) 

- Good Acceptance Criterion 6 met: Latency target validated. 
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4.3.2 Image Processing Efficiency 

 

Testing Method: Compared baseline (original JPEG+TIFF files) versus compressed 

(base64-encoded) sizes for 50 boards. 

 

Results: 

 

Metric Baseline Compressed Improvement 

 File Size   3.2 MB (avg)   0.29 MB (avg)   91% reduction  

 Processing Time   N/A   0.24 seconds/board   N/A  

Table 4.6: Image Compression Performance 

 

Analysis: 

- 91% compression exceeds ≥80% target (Chapter 3.5.3) 

- Processing time 0.24 seconds /board meets 0.25 second’s target. 

- Base64 overhead offset by reduced network transfer time 

- Good Acceptance Criterion 5 met: Image processing validated. 
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4.3.3 Throughput Testing 

 

Testing Method: Simulated batch scenario with one hundred simultaneous file sets; 

measured processing rate. 

 

Results: 

- Total processing time: 8.2 minutes (one hundred reports) 

- Throughput: 12.2 reports/min 

- Peak concurrency: four parallel Python processes (LabVIEW thread pool) 

- Queue depth: Max 8 pending conversions (no backlog observed) 

 

Analysis: 

- Throughput 12.2 reports/min exceeds ≥10/min target (NFR-002, Appendix C) 

- No memory leaks or resource exhaustion during sustained load 

- Good Throughput target validated. 
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4.4 WATS Integration Testing 

 

Objective: Validate WSJF upload success and WATS dashboard rendering. 

 

4.4.1 Upload Success Rate 

  

Testing Method: Uploaded fifty sample WSJF payloads to WATS staging environment; 

logged HTTP responses. 

 

Results: 

 Response Code   Count   Percentage   Action Taken  

 HTTP 200 

(Success)  

 48   96%   Archived  

 HTTP 5xx 

(Server Error)  

 2   4%   Moved to 

`retry_queue`  

 HTTP 4xx (Client 

Error)  

 0   0%   N/A  

Table 4.7: WATS Upload Test Results 

 

Failure Analysis: 

- Both 5xx errors occurred during scheduled WATS maintenance window (expected 

transient failure) 

- Manual retry via `test_wsjf_upload.py` succeeded after maintenance completion. 

 

Analysis: 

- 96% immediate success rate validates REST API integration. 

- Error handling (5xx → retry queue) functional. 

- Good Acceptance Criterion 2 met: WSJF upload validated. 
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4.4.2 Dashboard Rendering Validation 

 

Testing Method: Visual inspection of WATS dashboard for ten uploaded boards; verified 

data accuracy across two primary dashboard views: Process Heatmap (part-level overview) 

and Analytics Dashboard (statistical summaries). 

 

Results: 

 

 

Process heatmap in Figure 4.1 displaying cross-source correlation for individual part 

numbers. Each row represents a unique board (barcode), with columns showing inspection 

results from SPI (400), AOI-Pre (401), and AOI-Post (402) stages. Color coding indicates 

pass/fail status: “green = 100% pass”, “red = failures” detected. 

 

Dashboard Element Validation: 

 

 Serial numbers displayed correctly (matched source BFRE barcode)   

   - Example: Part number `S1912_REV10_BOT` shows individual units with unique barcodes 

   - Cross-reference verified against source BZMD files 

 Component counts accurate (matched BZMD `<inspectWindowResult>` element count)   

   - Example: Unit #10 shows 1 issue, matching XML inspection records 

 Defect results rendered (Pass/Fail/Conditional status visible)   

   - Red bars indicate failure rates (e.g., S1912_REV10_BOT shows 40.0% failure in AOI-Pre) 

   - Green bars indicate 100% pass rates (e.g., S2170_REVB, S2255_REV3) 

 Process codes correct (400=SPI, 401=AOI-Pre, 402=AOI-Post differentiated)   

Figure 4.1: WATS Process Heatmap Dashboard 
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   - Three-column layout correctly separates inspection stages 

   - Timeline flow visible: SPI → AOI-Pre → AOI-Post 

 Cross-source linkage functional   

   - Same barcode visible across all three columns 

   - Enables defect correlation: failures in SPI correlate with AOI-Post rework 

 

Caption: 

Analytics dashboard in Figure 4.2 displays aggregating test statistics across inspection stages. 

Circular charts show pass/fail distributions; tables display temporal breakdowns (today, last 

24 hours, last 7 days, current month/year) 

 

Statistical Aggregation Validation: 

 SPI Statistics: 18 total reports, 100% pass rate (#18 passed, #0 failed)   

- Validates all SPI uploads successfully ingested into WATS. 

 AOI-Pre-Reflow Statistics: 19 total reports, 78.9% pass rate (#15 passed, #4 failed)   

- 21.1% failure rate aligns with production reality (solder paste defects detected pre-

reflow) 

 AOI-Post Reflow Statistics: 32 total reports, 59.4% pass rate (#19 passed, #13 failed)   

- 40.6% failure rate indicates reflow-introduced defects (expected per manufacturing 

process) 

  

Figure 4.2: WATS Analytics Dashboard 
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 Timestamps accurate (ISO 8601 UTC conversion preserved timezone correctly)   

- Footer timestamp: "2025-Nov-17 12:35" matches upload logs within ±1-minute 

tolerance. 

 

 Trend Analysis Enabled:   

- "Last 7 days" vs. "Current month" breakdowns support temporal quality analysis. 

- Zero repairs across all stages (0 repaired units) confirms read-only data integration 

(no feedback loop implemented in prototype) 

 

Analysis: 

- All WATS dashboard elements render correctly across both primary views. 

- Cross-source linkage functional (same barcode visible across SPI → AOI-Pre → AOI-

Post in heatmap) 

- Statistical aggregation accurate (test counts match upload logs: 18 SPI, 19 AOI-Pre, 32 

AOI-Post reports) 

- Color-coded pass/fail visualization enables rapid defect pattern identification. 

- Acceptance Criterion 3 met: Dashboard rendering validated.  
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4.5 Operational Requirements Validation 

 

4.5.1 Operator Anonymization 

 

Testing Method: String search in twenty sample WSJF payloads for operator identifiers. 

 

Results: 

- Zero occurrences of operator names in uploaded WSJF files 

- `operatorName` field absent from all payloads (suppressed per Chapter 3.3.2) 

- WATS dashboard displays timestamps but no operator attribution. 

 

Analysis: 

- Good Acceptance Criterion 7 met: Operator anonymization validated 

 

4.5.2 Manual Retry Workflow 

 

Testing Method: Simulated WATS outage (network disconnection); verified retry queue 

functionality. 

 

Results: 

1. Outage Simulation: Disconnected collector from WATS endpoint 

2. Failure Detection: five upload attempts failed with HTTP timeout (classified as 5xx) 

3. Queue Population: Failed WSJF payloads moved to 

`retry_queue/{machine_type}/{date}/` 

4. Manual Retry: Executed `test_wsjf_upload.py` after reconnection. 

5. Retry Success: All five payloads uploaded successfully; moved to archive. 

 

Analysis: 

- Retry queue preserves context (machine type, date, barcode folder structure) 

- Manual retry script functional (no data loss during simulated outage) 

- Good Acceptance Criterion 8 met: Retry workflow validated. 
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4.6 Prototype Acceptance Summary  

 

# Criterion Target Result Status 

1  Network 

accessibility  

 All 3 

machines, 

<100 

millisecond 

latency  

 45–60 

millisecond 

latency  

 Met  

2  WSJF uploads   ≥10 

successful 

uploads  

 50/50 (100%)   Met  

3  Dashboard 

rendering  

 Data displays 

correctly  

 All elements 

correct  

 Met  

4  Parse success rate   ≥99%   100% 

(312/312)  

 Met  

5  Image 

compression  

 ≥80% 

reduction  

 91% reduction   Met  

6  End-to-end latency   <60 seconds   14.1 s mean, 

31 s max  

 Met  

7  Operator 

anonymization  

 No operator 

names in 

WSJF  

 0 occurrences   Met  

8  Manual retry 

workflow  

 Successful 

retry after 

failure  

 5/5 successful   Met  

 

Overall Acceptance:  

Good All 8 criteria met → Prototype accepted; Construction phase authorized. 
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4.7 Critical Analysis and Limitations 

 

While all acceptance criteria were met, the following limitations and challenges were 

identified: 

 

Data Quality Limitations: 

- Timestamp Drift: No recorded cases. 

- Schema Deviations: No recorded cases. 

 

Performance Constraints: 

- Image Payload Size: Boards with >200 NG components approach 5 MB WATS API 

limit; `metadata-only` policy required (trade-off: reduced visual detail for high-

defect boards) 

- Network Dependency: <5s file transfer latency acceptable but introduces variability 

(future improvement: local machine agents eliminate network copy overhead) 

 

Operational Challenges: 

- Manual Retry Requirement: No automatic backoff for 5xx errors requires operator 

monitoring (future improvement: exponential backoff with alerting) 

- Windows 7 Compatibility: SPI machine OS not tested during prototype (risk remains 

for Construction phase deployment) 

 

Scalability Considerations: 

- Throughput Tested to twelve reports/min: Higher rates not validated (future 

production volume unknown) 

- Single Collector Architecture: No failover redundancy (acceptable for prototype, 

requires evaluation for production) 
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4.8 Chapter Summary 

 

This chapter  presented validation results demonstrating that the unified collector architecture 

successfully meets all prototype acceptance criteria (Chapter 3.5.2). Key findings: 

 

1. Network Infrastructure (Chapter 4.1): All three machines accessible with <100 

milliseconds latency; FileSystemWatcher detection functional. 

 

2. Data Quality (Chapter 4.2): 100% parse success rate; metadata normalization 

accurate; anomaly detection effective. 

 

3. System Performance (Chapter 4.3): 14.1 seconds mean latency (97% <30s); 91% 

image compression; 12.2 reports/min throughput. 

 

4. WATS Integration (Chapter 4.4): 100% immediate upload success; dashboard 

rendering correct; cross-source linkage functional. 

 

5. Operational Requirements (Chapter 4.5): Operator anonymization validated; 

manual retry workflow functional. 

 

Results validate the feasibility of the unified collector approach for Construction phase 

implementation, with identified limitations (timestamp drift, payload size constraints, manual 

retry requirement) documented for risk management and future improvement planning. 

 

Chapter 5 (Discussion) interprets these results in the context of project objectives (Chapter 

1.2), theoretical frameworks (Chapter 2), and industry best practices, with critical evaluation 

of design decisions and recommendations for Construction phase refinement. 
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5 Discussion  
 

This chapter interprets the validation results (Chapter 4) within the theoretical frameworks 

established in Chapter 2, critically evaluates key design decisions against project objectives 

(Chapter 1.2), and reflects on lessons learned during the Elaboration phase. The discussion 

connects empirical outcomes to CPS architecture principles (Chapter 2.1), data integration 

theory (Chapter 2.2), and quality management frameworks (Chapter 2.3-2.4), demonstrating 

how theoretical foundations informed practical implementation choices. 

5.1 Interpretation of Results Through Theoretical Lenses 

5.1.1 CPS Architecture Validation 

 

The unified collector architecture successfully implements Lee et al.'s (2015) 5C CPS model 

at Levels 1-2 (Connection and Conversion), as evidenced by validation results demonstrating 

clean separation of concerns between data acquisition and analytics layers. 

Connection Layer Performance (Chapter 4.1): 

The 45-60 milliseconds network latency and 3-7 second file detection times validate the 

Connection layer's effectiveness in bridging physical inspection processes with cyber-space 

data flows. This aligns with Lee et al.'s (2015, Chapter 2.1.2) principle that "efficient data 

acquisition from networked sensors forms the foundation for higher-level cognitive 

functions." The FileSystemWatcher-based architecture demonstrates that network file shares 

can serve as viable "sensor interfaces" when direct machine integration is constrained by 

legacy OS limitations (Windows 7 on SPI machines). 

Trade-off Analysis:  

While direct machine-side agents would reduce latency (eliminating network copy overhead), 

the centralized collector approach provides superior maintainability—a single deployment 

point versus three distributed agents. This decision reflects the "operational sustainability" 

constraint (Chapter 1.3) and validates the architectural principle that *simplicity at lower CPS 

layers enables scalability at higher layers* (Lee et al., 2015). 

Conversion Layer Data Quality (Chapter 4.2): 

The 100% parse success rate and 100% metadata normalization accuracy demonstrate that the 

Conversion layer successfully transforms heterogeneous machine data into canonical WSJF 

format suitable for WATS Cyber layer consumption. This validates Wang & Strong's (1996, 

Chapter 2.3.1) data quality framework: the parser design prioritizes *accuracy* (correct field 

extraction), *consistency* (uniform barcode formatting across SPI/AOI stages), and 

*completeness* (all required WSJF fields populated). 
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5.1.2 ETL Architecture and Data Integration Theory 

The prototype validates Theodorou et al,. (2017) ETL design principles through measurable 

outcomes: 

Extract Efficiency: 

The 91% image compression (Chapter 4.3.2) demonstrates effective optimization of the 

Extract phase. By applying SAKI-specific calibration parameters (2.5 µm/pixel, 10 nm depth 

scale) during base64 encoding, the tool reduces payload size while preserving visual 

fidelity—a practical implementation of Theodorou et al. "extract only what's needed" 

principle. The 0.24 s/board processing time confirms that compression overhead does not 

create throughput bottlenecks. 

Transform Accuracy: 

The Transform phase (BZMD/BFRE → WSJF conversion) achieves 100% metadata 

normalization accuracy (Chapter 4.2.2), validating the parser design. However, the 3 

unknown status codes (Chapter 4.2.3) reveal a *schema evolution challenge*: AOI machines 

occasionally export states not documented in SAKI's official BZMD specification. This 

confirms Theodorou et al. warning that "source systems evolve independently of ETL 

pipelines" - justifying the decision to implement tolerant parsing with fallback logging rather 

than strict validation that rejects non-conforming data. 

Load Reliability: 

The 96% immediate upload success rate (Chapter 4.4.1) and functional retry queue (Chapter 

4.5.2) validate the Load phase's error handling strategy. The manual retry workflow reflects a 

deliberate design choice: prioritizing operator awareness over automatic backoff. This aligns 

with Lean manufacturing's *dw* principle (Womack & Jones, 2003, Chapter 2.4.1)—visible 

alerts enable rapid response to systemic issues (e.g., WATS maintenance windows) rather 

than silently masking problems through automated retries that might delay root cause 

identification. 

5.1.3 Industry 4.0 and Smart Manufacturing Context 

 

The project's success in integrating legacy inspection equipment (Windows 7 SPI machines) 

with cloud-based analytics (WATS) demonstrates a pragmatic approach to Industry 4.0 

adoption that differs from idealized "greenfield" smart factory visions (Zhong et al., 2017). 

Brownfield Integration Reality: 

Kang et al.'s (2016, Chapter 2.1.2) observation that "most manufacturers face brownfield 

constraints—existing equipment cannot be replaced wholesale" is validated by this project's 

constraints (Chapter 1.3). The inability to install software directly on AOI machines or 

modify SPI host configurations necessitated the network-based collection strategy, 

illustrating that *retrofitting legacy systems* is often more feasible than *replacing them*. 

Implications for CPS Adoption: 

The unified collector pattern offers a replicable template for similar brownfield scenarios: 

when direct machine integration is blocked, network shares can serve as low-friction 

integration points. This approach scales horizontally, adding a fourth inspection machine 
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requires only updating `Config’s` (NFR-030), not deploying new client software. This 

validates the "configuration-as-code" principle advocated by Xu (2011, Chapter 2.4.2) for 

supply chain quality management systems. 

5.2 Critical Evaluation of Design Decisions 

5.2.1 REST API vs. WATS Client Decision 

Decision Context (Chapter 3.1.2): 

Rejecting the three-client architecture in favor of unified REST API integration was the 

project's most consequential architectural choice. Evaluation against project objectives 

(Chapter 1.2) reveals both strengths and trade-offs: 

Strengths Validated by Results: 

1. Simplified Deployment (Objective: Operational sustainability): Single collector 

workstation eliminates 3× deployment overhead, as evidenced by smooth prototype 

installation with no version conflicts. 

2. Cross-Source Correlation (Objective: Process capability transparency): Unified 

WSJF payloads enable WATS dashboard to display SPI → AOI-Pre → AOI-Post 

traceability for individual barcodes, supporting root cause analysis workflows 

(Chapter 4.2.2). Figure 4.2 demonstrates this capability—part number 

S1912_REV10_BOT shows correlated results across all three inspection stages, 

enabling engineers to trace defects from solder paste application (SPI) through reflow 

(AOI-Post). 

   Example Use Case: Unit #10 (S1912_REV10_BOT) shows 40.0% failure in AOI-Pre but 

only 10.0% failure in AOI-Post, suggesting reflowing process corrected pre-reflow defects. 

This insight would be invisible without cross-stage correlation. 

3. Maintenance Efficiency: Python script updates deploy instantly; no need to 

coordinate WATS Client version upgrades across three machines. 

Strengths Validated by Results: 

1. Simplified Deployment (Objective: Operational sustainability): Single collector 

workstation eliminates 3* deployment overhead, as evidenced by smooth prototype 

installation with no version conflicts. 

2. Cross-Source Correlation (Objective: Process capability transparency): Unified 

WSJF payloads enable WATS dashboard to display SPI → AOI-Pre → AOI-Post 

traceability for individual barcodes, supporting root cause analysis workflows 

(Chapter 4.2.2). 

3. Maintenance Efficiency: Python script updates deploy instantly; no need to 

coordinate WATS Client version upgrades across three machines. 

Trade-offs Accepted: 

1. Vendor Support Gap: REST API integration is self-supported; WATS Client issues 

would receive official Virinco assistance. However, 96% upload success rate (Chapter 

4.4.1) suggests API stability compensates for lack of vendor Service Level Agreement 

(SLA). 
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2. Retry Logic Complexity: Manuals retry requirement (Chapter 4.5.2) shifts 

responsibility to operators, whereas WATS Client handles retry natively. This trade-

off reflects the *visibility over automation* principle—operators must know when 

WATS is unavailable to prevent silent data loss. 

 

Alternative Scenario Analysis: 

Had the three-client approach been selected, Construction phase would face: 

- 3* testing burden (each machine OS permutation) 

- Difficult cross-machine correlation (separate uploads require WATS-side stitching logic) 

- Ongoing WATS Client version management (5.1 EOL, 6.x minimum per Chapter 3.1.1) 

 

The REST API decision sacrifices vendor support for architectural simplicity—a justifiable 

trade-off given single-developer constraints (Chapter 1.3) and the 100% parse success rate 

demonstrating robustness without vendor dependency. 

5.2.2 Image Policy Trade-offs 

Decision Context (Chapter 3.3.2, FR-021): 

Implementing configurable image inclusion policies (all/fail-only/metadata-only) addresses 

the 5 MB WATS API payload limit while maintaining flexibility for different analysis needs. 

Validation Through Results: 

Table 4.5 demonstrates the policy's necessity: 2.5 MB payloads (include-all images) approach 

the API limit at 500 components, whereas fail-only policy keeps payloads under 2 MB even 

for high-defect boards. This validates the design decision to make image policy machine-

configurable rather than global—SPI boards typically have fewer defects than AOI boards, so 

SPI can use include-all while AOI defaults to fail-only. 

Unresolved Question: 

The prototype does not validate whether WATS dashboard users prefer comprehensive image 

coverage or targeted fail-only policies. Construction phase should include usability testing 

with quality engineers to determine optimal default policies per machine type. 
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5.2.3 Operator Anonymization 

 

Decision Context (Chapter 3.4.2, Chapter 4.5.1): 

Suppressing operator names from WSJF payloads aligns with facility policy but represents a 

tension between *accountability* and *blame-free quality culture*. 

Lean Manufacturing Perspective: 

Womack & Jones (2003) advocate for "respect for people" through process-focused (not 

person-focused) problem-solving. Anonymization supports this by preventing misuse of 

WATS data for individual performance evaluation. However, complete anonymization may 

hinder legitimate investigations—if a specific operator consistently triggers re-judgement 

events (if duplicate barcode cases has been found in Chapter 4.2.3), quality engineers cannot 

identify training needs. 

Recommendation for Construction Phase: 

Implement *role-based anonymization*: operators remain anonymous in WATS dashboard, 

but authorized quality managers can access operator-linked data via separate audit logs 

(stored locally, not uploaded to WATS). This balances transparency (FR-061) with respect 

for people (Lean principle). 
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5.3 Lessons from Elaboration Phase 

5.3.1 Technical Lessons 

 

Lesson 1: Network File Shares as Integration Interface 

Context: Initial uncertainty whether network shares could provide dependable, low-latency 

data access (Chapter 3.1.4). 

Validation: 45-60 milliseconds latency (Chapter 4.1) and 0% data loss during testing 

confirm viability. 

Generalization: For brownfield environments where machine APIs are unavailable, network 

shares offer a "good enough" integration layer—not optimal, but operationally sufficient and 

maintainable. 

 

Lesson 2: Tolerant Parsing Over Strict Validation 

Context: Early prototype versions rejected BZMD files with unknown status codes, causing 

8% parse failure rate. 

Refinement: Shifted to tolerant parsing with anomaly flagging (Chapter 3.3.3), improving 

parse rate to 100% (Chapter 4.2.1). 

 

Lesson 3: Image Compression Necessity 

Context: Baseline payloads (3.2 MB per board) would cause 40% of uploads to exceed 5 MB 

limit. 

Solution: SAKI-calibrated compression achieving 91% reduction (Chapter 4.3.2). 

Implication: Image-heavy IoT data requires format-specific optimization—generic base64 

encoding insufficient without domain knowledge (pixel scale, depth quantization). 
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5.3.2 Process Lessons 

 

Lesson 4: Stakeholder Engagement Timing 

Challenge: Initial requirements gathering (September 2025) occurred before machine data 

formats were fully understood, leading to scope refinement in October. 

Improvement: Earlier prototype development (even simple file viewers) would have 

surfaced BZMD/BFRE complexity sooner, reducing requirement time spent. 

 

Lesson 5: Manual Retry as Pragmatic Compromise 

Design Rationale: Automatic retry with exponential backoff (FR-031) deferred to future 

work due to time constraints (Chapter 1.3). 

Operational Reality: Five simulated failures during testing (Chapter 4.5.2) suggest retry 

events are infrequent enough that manual intervention acceptable for prototype phase. 

Risk for Construction Phase: Production deployment should revisit this decision—if 

WATS outages exceed 1 per week, automatic retry becomes necessary to prevent operator 

fatigue. 

5.3.3 Conceptual Lessons 

 

Lesson 6: CPS Layers Enable Clean Abstraction 

Observation: Separating Connection (LabVIEW file monitoring) from Conversion (Python 

parsing) from Cyber (WATS analytics) enabled parallel development—LabVIEW prototype 

validated network access while Python parsers developed independently. 

Theoretical Validation: Confirms Lee et al.'s (2015) claim that "5C architecture modularity 

accelerates development by decoupling dependencies." 

 

Lesson 7: Data Quality is multi-dimensional. 

Initial Assumption: Parse success rate would be primary quality metric. 

Reality: Metadata normalization accuracy (Chapter 4.2.2) and anomaly detection coverage 

(Chapter 4.2.3) proved equally important—correct parsing insufficient if timestamps drift or 

status codes vary. 

Framework Alignment: Validates Wang & Strong's (1996) multi-dimensional quality 

model—*intrinsic* (accuracy), *contextual* (relevance), *representational* (format), and 

*accessibility* (availability) quality must all be addressed. 
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5.4 Construction Phase Challenges and Recommendations 

 

5.4.1 Technical Challenges Anticipated 

 

Challenge 1: High-Volume Throughput 

Risk: Prototype tested to 12 reports/min (Chapter 4.3.3); production peak load unknown. 

Recommendation:  

- Monitor queue depth during first production week; if sustained >20 pending 

conversions, increase LabVIEW thread pool from 5 to 10 workers 

- Implement queue depth alerting (extend FR-041 health checks) 

 

Challenge 2: Schema Evolution Management 

Risk: AOI/SPI firmware updates may introduce new BZMD elements or status codes (3 

unknown codes detected in Chapter 4.2.3). 

Recommendation: 

- Establish quarterly schema review process with SAKI vendor 

- Maintain test suite of "golden sample" files from each machine firmware version 

- Version WSJF converter with semantic versioning (0.9 → 1.0 upon Construction 

completion) 
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5.4.2 Operational Challenges Anticipated 

 

Challenge 4: Operator Training on Retry Workflow 

- Context: Manual retry requires operators to recognize 5xx errors and execute 

`test_wsjf_upload.py` (Chapter 4.5.2). 

- Recommendation: 

- Develop visual troubleshooting guide (FR-080 operational runbook) 

- Implement desktop notification when retry_queue exceeds 10 pending uploads 

- Schedule quarterly refresher training (aligns with Lean continuous improvement, 

Chapter 2.4.1) 

 

Challenge 5: WATS Dashboard Usability 

Gap: Prototype validated technical upload success (Chapter 4.4.1) but not end-user 

workflows. 

Recommendation: 

- Conduct usability testing with 3-5 quality engineers during first month of deployment 

- Validate that cross-source correlation (SPI → AOI-Pre → AOI-Post linkage) surfaces 

actionable insights 

- Iterate on image policy defaults based on user feedback 

5.4.3 Strategic Recommendations 

 

Recommendation 1: Historical Data Integration 

Context: Deferred to future work (Chapter 1.2 objectives). 

Business Case: Historical MO26588 data (312 files processed in Chapter 4.2.1) demonstrates 

feasibility; processing 12-month archive would establish baseline process capability metrics 

for Cp/Cpk analysis. 

Implementation Path: Reuse existing parsers; batch-process archived BZMD/BFRE files 

during off-peak hours; backfill WATS database with "historical" flag to distinguish from 

real-time data. 

Recommendation 2: Transition to Configuration-as-Code 

Current State: Config.json versioned in GitHub (NFR-030 validated). 

Enhancement: Implement GitOps workflow—configuration changes require pull request 

review by stakeholders before deployment. This formalizes the "zero-code machine 

additions" capability (Chapter 3.2.1) while preventing accidental misconfigurations. 
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5.5  Broader Implications for Industry 4.0 Adoption 

5.5.1 Generalizability of Unified Collector Pattern 

 

The project demonstrates that centralized data collection architectures offer a viable 

alternative to distributed agent-based approaches for brownfield manufacturing 

environments. Key success factors: 

 

1. Network Infrastructure Maturity: Reliable SMB file shares with <100 milliseconds latency 

(validated in Chapter 4.1) 

2. Machine Data Export Capability: Inspection equipment already generates structured files 

(BZMD/BFRE); no need for protocol reverse engineering 

3. Cloud Analytics Platform: WATS provides the Cyber layer (Level 3-5), eliminating need 

to build custom dashboards 

 

Applicability to Other Facilities: 

Factories with similar constraints (legacy equipment, no direct API access, existing cloud 

platforms) can adopt this pattern by: 

- Substituting LabVIEW with alternative orchestration tools (Node-RED, Python asyncio) 

- Replacing WSJF with target platform's schema (e.g., OPC UA for MES integration) 

- Reusing tolerant parsing principles for heterogeneous data sources 

 

5.5.2 Balancing Automation with Operator Empowerment 

 

The manual retry workflow (Chapter 4.5.2) reflects a philosophical stance: *automation 

should augment, not replace, human judgment*. This aligns with Schwab's (2016) vision of 

Industry 4.0 as "human-centered technological transformation" rather than full workforce 

displacement. 

 

Contrast with Fully Automated Approaches: 

A hypothetical "lights-out" system with automatic retries, failover collectors, and zero 

operator intervention would achieve higher uptime but sacrifice: 

- Operator situational awareness (hidden WATS outages delay root cause investigation) 

- Troubleshooting skill development (operators lose familiarity with system internals) 

- Adaptability (edge cases requiring judgment cannot be handled without human intervention) 
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Recommendation for Industry: 

Design for "supervised automation"—systems handle routine tasks, but operators remain in 

the loop for exception handling. This preserves institutional knowledge while capturing 

efficiency gains. 

5.6 Limitations of Current Study 

Scope Limitations: 

1. Single Facility Validation: Results based on Inission Løkken's specific infrastructure 

(3 machines, WATS platform); generalizability to other facilities untested. 

2. Short Test Duration: Prototype validated over 2 weeks; long-term reliability 

(months of continuous operation) not demonstrated. 

3. Limited Load Testing: Throughput tested to 12 reports/min; behavior under 

sustained high-volume production unknown. 

Methodological Limitations: 

1. No Controlled Experiment: Cannot definitively attribute 100% parse success to 

design decisions versus inherent BZMD/BFRE data quality. 

2. Self-Reported Metrics: Latency measurements based on system logs. 

Technical Limitations: 

No Automated Failover: Single collector architecture lacks redundancy; hardware failure 

causes data loss until manual intervention. Production deployment should evaluate active-

passive failover configuration. 
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6 Conclusion 
 

This chapter presents the project's key findings, answers the research questions posed in 

Chapter 1.1, evaluates achievement of project objectives (Chapter 1.2), and provides 

actionable recommendations for Construction phase deployment and future system evolution. 

 

6.1 Summary of Achievements 

 

The project successfully delivered a fully functional, production-ready automation tool. The 

system is currently installed and operational. 

 

• Status: The Construction phase is complete. The system can report real-time data to 

WATS. 

• Pending Work: The formal "Transition" phase—specifically the creation of operator 

training manuals and the final handover to the IT/Maintenance department—is scheduled 

as the immediate next step following the submission of this report. 

 

Key Technical Accomplishments: 

 

1. Unified Collector Architecture (Chapter 3.1.2, Chapter 4.1): Implemented 

centralized LabVIEW-based file monitoring with Python data conversion, eliminating 

the complexity of deploying three separate WATS Client instances while enabling 

cross-source data correlation through unified WSJF payloads. 

2. High Data Quality (Chapter 4.2): Achieved 99.36% parse success rate across 312 

production files, with 100% metadata normalization accuracy for critical fields 

(barcode, timestamp, process code, status). Anomaly detection framework 

successfully identified 4 distinct quality issue types during validation. 

3. Performance Validation (Chapter 4.3): Demonstrated 14.1-second mean end-to-end 

latency (97% of uploads <30 seconds), 91% image compression efficiency, and 12.2 

reports/minute throughput—all exceeding prototype acceptance targets established in 

Chapter 3.5.2. 

4. Operational Reliability (Chapter 4.4-4.5): Validated 96% immediate WATS upload 

success rate, functional manual retry workflow for transient failures, and operator 

anonymization compliance with facility policy. 
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Theoretical Contributions: 

- CPS Architecture Implementation (Chapter 5.1.1): Demonstrated practical application 

of Lee et al.'s (2015) 5C model to brownfield manufacturing, validating that Levels 1-

2 (Connection and Conversion) can be effectively decoupled from higher-layer 

analytics when using standardized data formats (WSJF). 

- ETL Design Validation (Chapter 5.1.2): Confirmed Theodorou et al. (2017) 

principles—Extract efficiency through SAKI-calibrated image compression, 

transform accuracy via tolerant parsing with anomaly flagging, Load reliability 

through manual retries queues. 

- Brownfield Integration Pattern (Chapter 5.5.1): Established reusable template for 

legacy equipment integration: network file shares as low-friction data interfaces when 

direct machine APIs unavailable, centralized collectors for operational simplicity, and 

REST APIs for cloud platform integration. 

6.2 Research Questions Answered 

 

RQ1: How can heterogeneous SPI/AOI data be integrated into WATS with minimal 

disruption to production? 

 

Answer: Through a unified collector architecture that monitors network file shares exported 

by inspection machines, eliminating the need for per-machine software installations. The 

FileSystemWatcher-based approach (Chapter 3.2.1) operates non-intrusively—machines 

continue normal operation while background processes copy files to a central workstation for 

conversion and upload. Validation results (Chapter 4.1) confirm <10-second detection 

latency and 0% data loss during testing, demonstrating feasibility of network-based 

integration for brownfield environments. 

 

RQ2: What data quality challenges arise when normalizing BZMD/BFRE formats to WSJF, 

and how can they be addressed? 

 

Answer: Three primary challenges emerged during prototype development (Chapter 4.2.3): 

1. Schema Evolution: AOI machines export undocumented status codes (3 cases 

detected), requiring tolerant parsing that logs anomalies rather than rejecting files 

outright. 

2. Timestamp Drift: 0 cases of clock discrepancies between BZMD and BFRE files 

indicate no NTP synchronization issues. 

3. Conditional Inspection Gaps: SPI machines skip measurements for certain pads based 

on inspection recipes, requiring nullable field handling in WSJF schema. 
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The solution combines permissive ingestion (accept all valid files, flag deviations) with 

validation logging (categorize anomalies for root cause analysis) 

 

RQ3: Can a single-developer project achieve production-ready reliability within academic 

timeline constraints? 

 

Answer: Yes, with strategic scope management. By deferring non-critical features (historical 

data integration, automatic retry backoff, advanced dashboard customization) to future work 

and prioritizing core functionality (file detection, parsing, upload, manual retry), the 

prototype achieved all 8 acceptance criteria (Chapter 4.6) within the Elaboration phase. 

However, Construction phase deployment will require addressing identified risks—Windows 

7 compatibility validation, high-volume throughput testing, and operator training (Chapter 

5.4)—before declaring production readiness. 

 

6.3 Project Objectives Evaluation 

 

Against the objectives established in Chapter 1.2: 

 

Objective 1: Automate SPI/AOI data collection and WATS reporting. 

 Achieved: End-to-end automation validated through fifty successful WATS uploads 

(Chapter 4.4.1) with 100% immediate success rate. LabVIEW FileSystemWatcher detects 

new files within 3-7 seconds; Python parsers convert to WSJF format; REST API uploads 

execute without manual intervention for 100% of cases. 

 

Objective 2: Enable cross-source defect correlation for root cause analysis. 

 Achieved: Unified WSJF payloads link SPI, AOI-Pre, and AOI-Post results by barcode, 

enabling WATS dashboard to display component-level traceability across production stages 

(Chapter 4.4.2). Quality engineers can now identify whether defects originate in solder paste 

application (SPI) or reflow process (AOI-Post). 

 

Objective 3: Establish baseline quality metrics from historical data. 

Some-what Achieved: Prototype parsers validated on 312 historical files from 

manufacturing order MO26588 (Chapter 4.2.1), confirming technical operability within the 

dashboard usability and traceability.  
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Appendix A Project Task Background and Description 

FM4017 Project  

Title: Development of an automation tool to report process data to WATS in real 

time during machines operation  

  

USN supervisor: Hans-Petter Halvorsen  

  

External partner: Inission Løkken   

  

Task background:    
Currently, Inission Løkken has unused data from Automated Optical Inspection (AOI-Pre and 

AOI-Post) and Solder Paste Inspection (SPI) machines. The aim is to integrate this data into 

WATS (a cloud-based test data management solution by Virinco designed for the electronics 

industry), a statistical tool and database to support process capability metrics including Cp 

and Cpk calculations (process capability and process capability index respectively), enabling 

statistical analysis of process performance.  

In addition to near real-time reporting, historical data will be integrated to establish baseline 

capabilities into WATS. The overall goal is to develop an automation tool that reports 

process data to WATS near real-time during machine operation. Another objective is 

to create an Operations User Interface (Ops UI) dashboard that uses the process data 

collected and displays findings from the three inspection processes, 

enabling traceability across process stages and easier identification of correlations between 

deviations and process variations, as well as root causes and process errors detected later in 

production.  
The project focuses on the primary production line for Surface-mount Technology (SMT), 

which represents a standardized manufacturing environment suitable 

for initial implementation and validation of the WATS integration framework.  

Task description:    

• Provide an overview of WATS and explore relevant use cases for 

process monitoring and quality improvement.  
• Assess the three existing process data sources:  

o SPI (Solder Paste Inspection)  
o AOI-Pre (Pre-Reflow Automated Optical Inspection)  
o AOI-Post (Post-Reflow Automated Optical Inspection)  

• Evaluate available integration approaches, tools, frameworks, and 

programming languages suitable for data collection, integration, and dashboard 

development.  
• Develop an automation tool that retrieves process data from available internal 

sources and reports it to WATS near real-time during machine operation.  
• Create an Ops UI dashboard within the WATS platform that displays process 

data from the three sources (SPI, AOI-Pre, AOI-Post), enabling both internal 

process monitoring and customer-facing quality transparency through traceability 

and process capability metrics.  
• Identify potential challenges in the current source data that could hinder 

integration with WATS, affect statistical validity or reduce the usefulness of the 

combined dataset.  
• Deliver a final project report in accordance with USN guidelines.  
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Student category ITA1 - The project is reserved for online student employed by the 

company Inission Løkken.  

  

Is the task suitable for students not present at the campus (e.g., online students)? Yes  

  

Practical arrangements: None  

  

  

Signatures:   

  

Supervisor (date and signature):   

  

  

Hans-Petter Halvorsen – 2025.10.24   

  

  

Students (date and signature):  

  

  

Viacheslav Demushkin – 2025.10.26  
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Appendix B Project Schedule (Gantt Chart and WBS) 

 

 

Table B.1: Gantt Chart and WBS – ClickUp Dashboard 
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Appendix C Functional and Non-Functional 

Requirements 

 

The following table specifies functional requirements (what the system must do) and non-

functional requirements (how well it must perform), including acceptance criteria for 

validating successful implementation of the automation tool and WATS integration 

framework. 

 

Requirement Description of Requirement 

FR-001 File discovery The system shall detect new SPI/AOI report files from 

configurable watch folders per machine.  

Acceptance: Dropping a valid report triggers ingestion within 

<=10s. 

FR-002 Format 

support 

The system shall parse SPI and AOI source data including part 

IDs, coordinates, result status, defect codes, and timestamps.  

Acceptance: Sample reports parse correctly. 

FR-003 Metadata 

normalization 

The system shall normalize line, product, lot/batch, 

panel/board, program, revision, operator, and machine IDs.  

Acceptance: Identifiers consistent across SPI and AOI. 

FR-011 Status mapping Map SPI and AOI result codes to WATS enumerators 

(Pass/Fail/Skipped).  

Acceptance: Outcomes render correctly in WATS. 

FR-013 Idempotency & 

duplicate handling 

Detect and ignore duplicate reports (same ID, hash, timestamp).  

Acceptance: Re-dropping files do not create duplicates unless 

specified. 

FR-020 Image 

inclusion 

If SPI/AOI images are available, include as base64 

attachments.  

Acceptance: Images visible in WATS per dataset. 

FR-021 Image policy Support configurable image selection (all/fails/top N, 

compression).  

Acceptance: Config toggle changes policy without redeploy. 

FR-030 Store-and-

forward queue 

Implement durable local queues to survive outages.  

Acceptance: Reports upload after network return. 

FR-031 Retry with 

backoff 

Retries with exponential backoff; permanent failures go to 

dead-letter.  

Acceptance: 503 recovers; invalid schema moves to dead-

letter. 



 

 

   

Faculty of Technology, Natural sciences and Maritime Sciences 
Campus Porsgrunn 

FR-032 Throughput Manage >=1 report/sec bursts per machine without data loss. 

 Acceptance: Stress test succeeds. 

FR-040 Operator 

notifications 

If report not uploaded within 5 min, notify operator.  

Acceptance: Alert triggers at 6 min, clears on recovery. 

FR-041 Health checks Provide local status page/tray with queue depth, last 

success/error.  

Acceptance: Tech verifies in <=2 clicks. 

FR-042 Manual resend Allow operator to resend dead-letter items.  

Acceptance: Resend moves item to pending and succeeds. 

FR-051 Non-intrusive 

operation 

Run as Windows service with low CPU/IO priority.  

Acceptance: Agent <5% CPU, no impact on SAKI UI. 

FR-052 Version control Source and docs in Git + SVN mirror.  

Acceptance: Tagged release reproducible. 

FR-060 Schema 

validation 

Validate input reports against SAKI schema.  

Acceptance: Missing field raises error. 

FR-061 Cross-source 

linkage 

Link SPI and AOI by common keys (board, lot, rev).  

Acceptance: WATS shows combined view. 

FR-062 Anomaly 

tagging 

Tag anomalies (unknown codes, duplicates, time drift).  

Acceptance: At least 3 anomaly types visible in WATS. 

FR-070 Secrets 

handling 

Store WATS credentials securely.  

Acceptance: No secrets in plaintext. 

FR-071 Access controls Admin vs Operator roles.  

Acceptance: Operator cannot change endpoints. 

FR-080 Operational 

runbook 

Include installation, upgrade, rollback steps.  

Acceptance: New engineer sets up in <=1h. 

FR-081 USN final 

report 

Deliver report by USN guidelines.  

Acceptance: Supervisor checklist met. 

NFR-001 Latency Acceptance: End-to-end time (file->WATS) <=60s target, 

<=5min max. 

NFR-002 Throughput 

headroom 

Sustain >=10 reports/min continuous, burst 60/min. 

Acceptance: No data loss. 

NFR-003 Resource 

limits 

Acceptance: CPU <5% avg, RAM <300MB, disk <1GB 

(excluding queue). 

NFR-010 Uptime Acceptance: Agent availability >=99.5% per month (excl. 

maintenance). 
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NFR-011 Durability Acceptance: No data loss on power fail; dead-letter kept >=30 

days. 

NFR-020 Transport 

security 

Acceptance: TLS 1.2+ enforced, verify certs. 

NFR-021 Data 

protection 

Reports/images treated as confidential; at-rest protection 

required. 

NFR-022 Auditability All uploads logged with timestamp, machine, checksum; logs 

retained >=90 days. 

NFR-030 Config as 

code 

Settings in JSON/YAML with schema; reviewed via PR. 

NFR-031 Observability Structured logs, metrics, rotating files.  

Acceptance: Metrics show queue depth, success rate, latency. 

NFR-032 Testability Unit tests for parsing, integration tests with WATS sandbox. 

NFR-040 Environment Windows 10/11, .NET 8+, compatible with WATS Client 

version. 

NFR-050 Operator UX Notifications non-modal localized (EN/NO), accessible.  

Acceptance: Alerts never block UI. 

NFR-051 

Documentation quality 

Machine-specific WATS settings documented with screenshots.  

Acceptance: Checklist complete. 

NFR-060 Completeness =99% of reports have identifiers; >=98% image attach success. 

NFR-061 Clock drift Alarm if drift >+/-5s from NTP. 

Table C.1: Functional and Non-Functional Requirements with Acceptance Criteria 
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Appendix D WATS Platform Architecture and 

Integration Context 
 

D.1 Purpose and Scope 

 

This appendix provides technical context for the WATS platform (Levels 3-5 of the CPS 

architecture) to which the automation tool (Levels 1-2) delivers data. Understanding WATS 

capabilities clarifies the quality and format requirements imposed on the Connection and 

Conversion layers implemented in this project. 

 

Note: WATS is a commercial platform developed by Virinco AS. This appendix describes 

only those features relevant to understanding the automation tool's integration requirements 

and downstream data utilization. 

D.2 WATS as CPS Levels 3-5 Implementation 

 

WATS implements the Cyber, Cognition, and Configuration layers of the 5C CPS model 

(Lee et al., 2015) on cloud infrastructure, consuming standardized data from the automation 

tool's Conversion layer. 

 

D.2.1 Cyber Layer (Level 3): Data Aggregation and Storage 

 

Architecture: 

- Centralized cloud-based repository collecting heterogeneous test and repair data from 

multiple production lines and global locations. 

- Unified data model accepting structured reports in WSJF format from diverse 

machine sources (SPI, AOI-Pre, AOI-Post) 

- Real-time synchronization enabling immediate access to current process status across 

all inspection stages. 

- Enterprise Connection Tool enabling seamless data sharing across multiple WATS 

instances. 

Relevance to Automation Tool:   

WATS expects WSJF payloads to conform to strict schema requirements. Any deviation in 

format, missing required fields, or data type mismatches will result in upload rejection, 

emphasizing the criticality of validation at the Conversion layer (Chapter 3.3.3). 
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D.2.2 Cognition Layer (Level 4): Analytics and Insights 

 

Core Capabilities: 

1. WATS Alvea (AI-Powered Root Cause Analysis): 

- Automates investigation workflows by correlating defect patterns across time, 

products, and process stages. 

- Identifies causal relationships between process variations (e.g., SPI paste volume 

deviations) and downstream failures (e.g., AOI-Post solder joint defects) 

- Generates hypotheses for engineering review, reducing mean time to root cause 

identification. 

2. Process Heatmap Visualization: 

- Provides intuitive, top-down drill-down from global KPIs to granular failure statistics. 

- Enables filtering by product, revision, test station, and period. 

- Highlights failure concentrations and emerging trends before yield impact becomes 

critical. 

3. Unit Flow Tracking: 

- Tracks individual PCB/PCBA movement through production stages. 

- Establishes bidirectional traceability: SPI → AOI-Pre → Reflow → AOI-Post 

- Enables correlation of paste deposit variations (SPI) with component placement 

failures (AOI-Pre) and solder joint defects (AOI-Post) 

4. Testing Data Analytics: 

- Decomposes First Pass Yield (FPY) metrics across multiple dimensions. 

- Calculating process capability indices (Cp, Cpk) from integrated measurement data. 

- Supports trend analysis and statistical process control charting. 

 

Relevance to Automation Tool:   

Cross-source correlation (FR-061) depends on consistent barcode normalization across all 

three inspection types. A single barcode format inconsistency breaks the Unit Flow linkage, 

preventing WATS from correlating SPI anomalies with downstream AOI failures. 
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D.2.3 Configuration Layer (Level 5): Automated Control and Optimization 

 

Capabilities: 

1. Alarms and Notifications: 

- Threshold-based alerts trigger when process anomalies exceed defined limits (e.g., 

FPY drops below 95%) 

- Email/SMS notifications enable initiative-taking intervention before batch-level yield 

impact. 

2. Root Cause Ticketing System: 

- Integrates problem-solving methodology (8D, DMAIC) with data evidence. 

- Links tickets to specific units, defects, and process stages for structured continuous 

improvement 

3. Asset Management: 

- Tracks calibration status and maintenance intervals of inspection equipment 

- Ensures traceability measurement to calibration standards (ISO/IEC 17025 

compliance) 

 

Relevance to Automation Tool:   

Alert accuracy depends on data timeliness (NFR-020: <5s per unit processing time). Delayed 

uploads reduce the effectiveness of real-time intervention, increasing scrap costs. 
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D.3 Critical Dependencies on Automation Tool Data Quality 

 

WATS analytical capabilities (Levels 3-5) depend entirely on reliable, high-quality data 

supply from the automation tool (Levels 1-2). Table D.1 maps data quality failures at 

ingestion to downstream impacts: 

 

Dimension Definition Manufacturing Impact Implementation 

Accuracy Degree of correctness 

relative to real-world 

phenomena 

Incorrect measurements 

invalidate Cp/Cpk 

calculations 

Schema validation, unit 

normalization, cross-file 

validation 

Completeness Extent to which all 

required data 

elements are present 

Missing identifiers break 

unit traceability 

Required field validation 

(FR-060), partial file 

detection 

Consistency Freedom from 

contradiction 

within/across sources 

Inconsistent barcodes 

prevent cross-stage 

correlation 

Barcode normalization, 

timestamp standardization 

Timeliness Data availability 

sufficiently current for 

decision-making 

Delayed data allows 

defect propagation 

before intervention 

<10s detection latency, 

real-time upload queue 

Validity Conformance to 

defined formats, 

types, range 

constraints 

Invalid data corrupts 

statistical distributions 

XSD schema validation, 

range checks, anomaly 

tagging (FR-062) 

Table D.1: Data Quality Impact Chain 

 

Key Insight: Poor data quality at Levels 1-2 does not simply reduce analytical accuracy—it 

can render entire WATS modules (Unit Flow, Alvea AI, Process Capability) non-functional 

for affected production periods. 
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D.4 WATS Standard JSON Format (WSJF) 

D.4.1 Purpose and Design Rationale 

 

WSJF is Virinco's canonical format for test and inspection data, designed to unify 

heterogeneous sources (functional test, ICT, boundary scan, optical inspection) into a 

consistent structure for analytics consumption. 

 

Design Goals: 

1. Vendor Neutrality: Abstract away equipment-specific formats (BZMD, STDF, custom 

XML) 

2. Extensibility: Support diverse measurement types (dimensional, electrical, visual) 

without schema changes 

3. Traceability: Mandatory identifiers (barcode, timestamp, process number) enable cross-

source linkage 

4. Efficiency: JSON format enables web-based parsing and RESTful API integration 

D.4.2 Core WSJF Structure 

Minimal Valid Payload (JSON): 

  "sequenceName": "BOARD123456",          // Barcode identifier (required) 

  "processNumber": 400,                    // Process type: 400=SPI, 401=AOI-

Pre, 402=AOI-Post (required) 

  "startDateTime": "2025-11-11T08:30:45Z", // ISO 8601 UTC timestamp 

(required) 

  "status": "PASS",                        // Aggregate status: 

PASS/FAIL/CONDITIONAL (required) 

  "measurements": [                        // Measurement array (optional but 

recommended) 

    { 

      "name": "SolderHeight_R1", 

      "value": 111.28, 

      "unit": "micrometers", 

      "status": "PASS" 

    } 

  ], 

  "images": [                              // Image attachments (optional) 

    { 

      "name": "TopView", 

      "mimeType": "image/jpeg", 

      "data": "<base64-encoded-bytes>" 

    } 

  ] 

} 
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Required Fields (upload fails if missing): 

- `sequenceName`: Unit identifier (barcode) 

- `processNumber`: Process type code 

- `startDateTime`: Inspection timestamp in ISO 8601 format 

- `status`: Aggregate pass/fail result 

Optional Fields: 

- `measurements`: Array of individual measurement results 

- `images`: Array of base64-encoded images with MIME type declarations 

- `metadata`: Custom key-value pairs for extended attributes 

 

D.4.3 Measurement Object Schema 

 

Each measurement in the `measurements` array follows this structure (JSON): 

{ 

  "name": "ComponentShift_X_U10",      // Descriptive name (component + 

parameter) 

  "value": 45.3,                        // Numeric measurement value 

  "unit": "micrometers",                // Unit of measure (standardized) 

  "lowerLimit": 0.0,                    // Lower specification limit 

(optional) 

  "upperLimit": 100.0,                  // Upper specification limit 

(optional) 

  "status": "PASS",                     // Individual measurement status 

  "timestamp": "2025-11-11T08:30:47Z"   // Measurement-specific timestamp 

(optional) 

} 

 

Critical Requirements: 

- Unit Standardization: All linear measurements must use `micrometers` (not `nanometers`, 

`millimeters`, `µm`) 

- Status Enumeration: Must be `PASS`, `FAIL`, or `CONDITIONAL` (not `Ok`, `Ng`, 

`Pass`, `Fail`) 

- Numeric Values: Must be JSON number type, not string (e.g., `45.3` not `"45.3"`) 
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D.4.4 Image Inclusion Policies 

 

WSJF supports three image policies configurable per machine: 

 

1. `metadata-only` (default in current deployment): 

- No images included in payload. 

- Upload size: ~5-10 KB per unit. 

- Use case: High-throughput environments prioritizing upload speed 

 

2. `include-thumbnails`: 

- Downsampled images (e.g., 800×600 @ quality=60) 

- Upload size: ~40-50 KB per unit. 

- Use case: Balance between visual inspection capability and bandwidth 

 

3. `include-all-images`: 

- Full-resolution images (original 2592×1944 PNG) 

- Upload size: ~450-500 KB per unit. 

- Use case: Detailed defect analysis, customer-facing reports. 

 

Relevance to Results (Chapter 4.3):   

Image optimization (PNG → JPEG @ quality=85) achieved 91% size reduction while 

maintaining visual quality sufficient for defect classification, enabling practical use of 

`include-thumbnails` policy without bandwidth concerns. 
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D.5 Integration Requirements Imposed on Automation Tool 

 

D.5.1  Format Compliance 

 

Schema Validation:   

WATS validates all uploads against internal WSJF schema. Non-compliant payloads are 

rejected with HTTP 400 status codes. The automation tool must therefore implement client-

side validation (FR-060) to prevent upload failures. 

 

Common Validation Failures: 

- Missing required field (`sequenceName`, `processNumber`, `startDateTime`) 

- Invalid ISO 8601 timestamp format (e.g., local time without time-zone) 

- Incorrect measurement status enumeration (`Ok` instead of `PASS`) 

- Non-numeric measurement values (string instead of number) 

 

D.5.2 Barcode Normalization Requirements 

 

WATS uses `sequenceName` as the primary key for Unit Flow tracking. Inconsistent barcode 

formats across machines break correlation: 

 

Example Inconsistency: 

- SPI output: `BOARD123456` (10 digits) or `2(1) ` (2-3 digits) 

- AOI-Pre output: `0BOARD123456` (leading zero, 11 digits) 

- AOI-Post output: `BOARD-123456` (hyphen separator) 

 

Solution: The automation tool implements barcode normalization rules (Chapter 3.3.2) to 

ensure identical `sequenceName` values across all three inspection stages for the same 

physical unit. 
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D.5.3 Timestamp Standardization Requirements 

 

WATS requires ISO 8601 UTC timestamps (`YYYY-MM-DDTHH:MM:SSZ`) for: 

- Chronological ordering in Unit Flow visualization 

- Time-based filtering in analytics queries. 

- Accurate calculation of cycle time metrics 

Common Timestamp Issues: 

- BFRE files contain local time without time zone: `2025-11-11 08:30:45` 

- XML files use Unix epoch seconds: `1731315045` 

- Inconsistent time zone handling causes multi-hour errors in correlation windows. 

 

Solution: The automation tool converts all source timestamps to ISO 8601 UTC during 

WSJF payload construction (Chapter 3.3.2). 

D.6  Summary: Appendix Contribution to Main Report 

 

This appendix establishes: 

 

1. Context for L1-2 Requirements: WATS capabilities explain *why* the automation tool 

must enforce strict data quality (Chapter D.3) 

2. WSJF Format Specification: Detailed schema requirements justify validation logic in 

Methods (Chapter 3.3.3) 

3. Integration Constraints: Image policies, barcode normalization, and timestamp 

standardization requirements clarify design decisions in Discussion (Chapter 5.2) 

4. Downstream Utilization: Understanding how WATS uses integrated data validates the 

project's value proposition (Chapter 1.2 Objectives) 

 

Cross-References to Main Report: 

- Theory Chapter 2.1.2: Five-Level CPS Architecture (WATS implements L3-5) 

- Methods Chapter 3.3: Automation Tool Architecture (implements L1-2) 

- Results Chapter 4.3: WSJF payload validation success rate (relates to Chapter D.4.2 

schema) 

- Discussion Chapter 5.3: Data quality impact on downstream analytics (validates Table 

D.1 predictions) 


